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Energy Consumption Analysis of Application Layer
Protocols in Realistic IoT Uplink Scenarios: An

Empirical Study on an

Abstract—IoT has affected plenty of fields; its applications
range from domestic use to industrial environments. However, the
success of these applications hinges on critical design decisions
regarding hardware platforms and the software running on them
due to the limited hardware resources and energy budgets that
characterize IoT devices. This paper aims to assess the energy
usage of different application layer protocols in possible IoT
uplink scenarios. To do so, an ad hoc bench was built with an
ESP32 acting as the data sender, an INA226 acting as the power
data collector, and an Arduino Pro Micro acting as the data
logger. Three increasingly demanding benchmarks were chosen
from real-world scenarios: light (0.56 bps), intermediate (0.43
kbps), and heavy (14 Mbps). Four different protocols were tested:
MQTT (QoS0, QoS1, QoS2), CoAP, WebSocket, and HTTP.
Protocols tested were deemed significant over the others only
if statistically significant and with a median difference exceeding
the noise threshold. Most protocols tested under light benchmark
showed no significant differences, only Websocket clearly resulted
more energy hungry than the other protocols tested. In the
intermediate benchmark, we observed a different pattern, most
protocols showed significant differences in energy usage. CoAP
performed best, followed by Websocket, MQTT QoS0, MQTT
QoS1 and QoS2 (practically indistinguishable from QoS1) and
finally HTTP, which was the most energy hungry. These results
help developers make informed, constraint-driven choices: when
uplink data rate is low, protocol selection is mainly driven by
factors such as deployment constraints, since the choice of an
application-layer protocol over another does not generally seem
practically significant; as data rates increase, however, protocol
choice can heavily affect energy usage.

Index Terms—IoT, TCP/IP, network, protocols, OSI, RTOS,
energy, power, ESP32, INA226, Arduino, benchmark, MQTT,
HTTP, CoAP, WebSockets.

I. INTRODUCTION

HE Internet of Things (IoT) is considered one of the most

significant technological developments of the last two
decades. IoT has found plenty of applications in recent years,
ranging from home automation [1] to industrial environments
such as agriculture [2] and, more broadly, in Industry 4.0
contexts [3]. The wide range of usage scenarios has led to
the development of multiple types of hardware and protocols
in order to adapt to a wide series of situations.

However, this variety of options brings the developer in
front of a series of challenging choices, ranging from selecting
an appropriate hardware platform, to determining whether to
use a real-time OS (RTOS) and, if so, which one. Additionally,
the developer might have to deal with the selection of a
network stack and one or more libraries to make it work.

Each of these decisions can significantly affect the energy
consumption and resource usage of an IoT device, two of
the main constraints of such systems. Energy efficiency is

ESP32 Microcontroller

repeatedly identified as a core factor for IoT devices be-
cause they often operate under limited resources and battery
power constraints [4], [5]. Accordingly, the software stack
interacting with these devices must account for such restric-
tions and avoid introducing significant overhead [6]. In the
context of application-layer protocols such as MQTT, CoAP,
and AMQP, [7] highlights that protocol choice is highly
application-specific and that protocols must be compact to
fit on constrained devices, which often operate over error-
prone channels [5]. The focus on efficiency extends below
the application layer; as noted in [8], network encapsulation
and routing protocols must be efficient in terms of power
consumption and conservative in transmitter energy usage.
Given the limited resources and energy restrictions of IoT
devices, solutions such as lightweight IP stacks and low-
power modes are usually required [9]. For this reason, energy
consumption is often treated as a key metric when comparing
IoT protocol solutions, including at the application layer [10].

Building on the above constraints and the practical need
to choose among competing protocol options, this paper
investigates two research questions (RQs) across three real-
world-inspired IoT scenarios (see IV-B2) on the ESP32, a
widely adopted and resource-constrained microcontroller plat-
form [11], extending existing practical studies with empirical
evidence across diverse use cases (see Table IV).

o RQ1 Does the choice of application-layer protocol over
another significantly influence the energy consumption of
the board?

o RQ2 In terms of energy usage, are the protocols consis-
tent across all benchmarks, or does a particular protocol
perform best under specific conditions?

In Section II (Background), we present the rationale for
selecting the protocols evaluated in this study and provide
a brief introduction to real-time operating systems (RTOSs).
Section III (Related Work) reviews prior research, summariz-
ing what similar studies have measured or focused on and,
where possible, the methodologies they employed. In Section
IV (Methodology), we describe the hardware and software
environment, outline the characteristics of the benchmarks
and metrics used, and explain our data collection procedure
along with its design and rationale. Section V (Implemen-
tation / Execution) details the experimental design and the
mitigation techniques adopted to address carry-over effects.
Provides also details on how to replicate the tests on our
hardware. Section VI (Results and Data Analysis) presents
and analyzes the data obtained from our three benchmarks.
In Section VII (Discussion), we interpret these findings and
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explore their implications. Section VIII (Threats to Validity)
examines potential factors that might undermine the validity
of our research. In Section IX (Conclusion), we summarize
our key findings by answering the RQs and highlight our
contributions. Finally, in Section X (Future Work), we discuss
possible extensions and directions for future research building
upon this work.

II. BACKGROUND
A. Common communication protocols in IoT

To determine which protocols to include in our benchmarks,
a brief literature study was conducted on the most cited
protocols in papers published between 2019 and 2025. The
study was carried out using the search terms ‘IoT protocols
literature review’ and ‘IoT protocols overview’ on Google
scholar and IEEE Xplore. The results are presented in Table
I. By selecting only the protocols mentioned 50% or more of
the time, avoiding closed-source technologies, and excluding
protocols that cannot run on our ESP32 board without addi-
tional hardware, the selection narrows down to the following
application-layer protocols: HTTP/HTTPS, MQTT, AMQP,
CoAP, DDS, and XMPP. To ensure a fair comparison, external
factors such as the RTOS (the operating layer used when
not running bare metal) needed to be consistent across all
protocols. This consideration, merged with the possible wide
adoption of the libraries tested, given the board we were
working with, led us to opt for protocols relying on libraries
running through Arduino Core on ESP-IDF, as shown in Fig.1.
This further narrowed down the selection to HTTP/HTTPS,
MQTT, and CoAP, to which the WebSocket protocol was
added due to the authors’ interest in its performance.

Arduino sketch

Arduino libraries

[Arduino core for ESP32 J

FreeRTOS,
etc.

ESP-IDF

‘ ESP32 ’

Fig. 1: Simplified view of the software stack for Arduino code
execution on ESP32. The original FreeRTOS, also referred
to as vanilla FreeRTOS, is a single-core RTOS. To support
dual-core ESP targets (like our board), it has been modified
and integrated into ESP-IDF (Espressif IoT Development
Framework) [20], forming what is known as IDF FreeRTOS
[21] or ESP-IDF FreeRTOS [22]. In order to use it through
the Arduino IDE with Arduino libraries, we rely on a com-
patibility layer [23], the Arduino core for ESP32.

B. RTOS

An RTOS is an operating system whose correctness depends
on both the logical accuracy of its output and the time at

Protocol
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TABLE I: Protocols mentioned by papers (protocols that
were specifically mentioned as not relevant have not been
considered)

which that output is produced. RTOSs have found application
in commercially available embedded systems such as IoT
and consumer electronics, and represent the vast majority of
the IoT OS market, a market that has been expanding at a
compound annual growth rate of 41% from 2017 to 2023 [24].

RTOSs found wide usage in resource constrained devices
(like the ESP32 board used in this paper) in those situations
where the bare metal approach of using a ”combination of su-
perloop that handles non-time-critical work, with time-critical
work being done in interrupt handlers” [25] would become
difficult due to complexity of project. For example, in the case
of a networked device interacting with multiple devices, traffic
could be unpredictable and or bursty, a multitasking approach
would be key.

Relying on an RTOS grants access to a framework and
its abstractions to handle the challenges that multitasking
can introduce. These abstractions support scheduling, task
prioritization, timing constraints, and preemption, allowing
us to ensure that time critical operations are executed in
deterministic and predictable manner. RTOSs can offer also
other features such as file systems services, communications
services, and security services [25].

Kernel-wise, many RTOS designs adopt a microkernel ar-
chitecture, which consists in running minimal OS services
(e.g., memory management and inter process communication)
in kernel space, while keeping other services such as net-
working in user space. This approach results to be easier to
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maintain and more stable compared to traditional architectures
like monolithic kernel where most services run in kernel space
[24].

A further classification on RTOS kernel can be done be-
tween tickless and tick-based kernels. While a tick-based
kernel periodically interrupts the CPU at a predetermined
frequency (regardless of power state of CPU) the tickless
kernel replaces periodic interrupts with on-demand interrupts
[26]. Thanks to the on-demand interrupts tickless kernel allows
idle CPU’s in low power state to remain in such state until a
new task is scheduled for processing.

Schedulers can be classified into two main groups, cooper-
ative and preemptive. In preemptive scheduling, the running
task can be interrupted by the scheduler in order to allow other
tasks to run [27] [28]. This may be based on a round robin
approach (e.g., if tasks have same priority) or on a priority
based approach to let resources to higher priority tasks. In
contrast, in cooperative scheduling, it is up to the tasks to
yield themselves in a cooperative manner.

RTOSs can be classified in two macro groups depending on
the strictness of timing constraints provided. The two groups
are:

« Hard RTOS, where not being able to respond to an input
within a specific time frame can be considered a system
failure eg. causing catastrophic events [24].

o Soft RTOS response time is still bounded but less strictly
constrained, hence missing a deadline is undesirable but
tolerable since would just bring to a degradation of
system [24].

III. RELATED WORK

There are several papers concerning energy consumption
of application layer protocols [18], [29]-[35], and even more
simply analyzing their performances [36]. Among the papers
concerning energy usage, common conclusion is lower energy
consumption of CoAP over MQTT, and of MQTT over HTTP,
as we can see from [18], [29], [30], [33]-[35]. This result
appears to be justified by the fact that protocol overhead
heavily affects energy usage [31], and CoAP has the smallest
overhead of the three, followed by MQTT and HTTP [34].
Among the reasons why CoAP has the smallest overhead of
the three is its use of UDP at the transport layer, which enables
a fire and forget approach [34] rather than TCP’s connection
setup and acknowledgments. Among the advantages of MQTT
over HTTP, in addition to the smaller overhead mentioned
earlier, is its interaction pattern. As stated in [33], the publish-
subscribe (pub/sub) pattern used by MQTT, compared with
the request-response (reg/res) pattern typically used by HTTP,
allows energy savings, primarily because it avoids repeated
active work on the consumer side.

It is worth highlighting that, despite what was previously
stated about CoAP, MQTT and HTTP, not all papers are
aligned in their findings. An example concerns the AMQP
protocol: both [29] and [34] covered AMQP and HTTP, but
[29] in its tests on energy usage and network traffic, reported
AMQP as the worst performing protocol, even suggesting
excluding it from future measurements. By contrast, in [34]’s

qualitative analysis, Naik classifies AMQP, in terms of energy
consumption, as better performing than HTTP.

Most of the papers reviewed mentioned MQTT QoS levels
but did not analyze the performance of all of them. QoS
(Quality of Service), in the context of MQTT, defines the
delivery guarantee for a message between a publisher and a
subscriber. With QoS0, the message is delivered at most once,
with no guarantees. With QoS1, the message is delivered at
least once, with retransmissions until an acknowledgement is
received. With QoS2, the message is delivered exactly once
using a four-way handshake. The few studies that evaluated
all QoS levels reported increasing energy consumption as
QoS increased [29], [33]. With Eyers et al. [33] observing
an increase of 27% from QoS0 to QoS1, 60% from QoS1 to
Qo0S2, and 92% from QoS0 to QoS2.

Few works evaluate MQTT-SN, a lightweight variant of
MQTT designed for sensor networks to save resources and
reduce power consumption [18]. It typically operates over
UDP and uses topic identifiers to reduce message overhead
[18], [32], [35]. Studies report better energy performance
compared to CoAP [30], [32] as well as to MQTT (no QoS
specified) and HTTP [30].

A few studies consider HTTP/2, the successor to HTTP/1.1,
which introduces header compression and the possibility of
multiple concurrent exchanges on the same connection (mul-
tiplexing). These features, among others, allow HTTP/2 to
reduce latency and overhead, making it particularly attractive
for constrained devices [35]. Overall HTTP/2 improvements
make it consume less energy than its predecessor HTTP/1.1
[29]. In the remainder of this paper, unless otherwise specified,
HTTP denotes HTTP/1.1; the same generic term is used when
cited works do not specify the HTTP version.

From the reviewed literature, the following gaps emerge:

o Lack of broad protocol coverage under consistent
conditions. Dizdarevi¢ et al. [35] note a lack of studies
that evaluate a broad range of protocols under consistent
conditions. This is also reflected in our recap Table II:
among papers that run their own tests, most evaluate only
two to three protocols [31]-[33].

o Benchmark characteristics being often arbitrary
rather than scenario driven. Across the analyzed
studies, when provided, payload sizing proves very het-
erogeneous, both in terms of size and in terms of rationale
behind it. Some works do not report payload sizes at
all, as in the case of [30], while others adopt a small
set of pseudo-representative values without a particular
justification, as in the case of [29] which uses packets
with either 10 bytes or 1 kB payloads, or [36] which spans
from 10 B up to 1 MB. A smaller subset provides an
explicit rationale: [31] frames message sizes as a progres-
sion from a “typical sensor value” (6 B) to increasingly
large, human readable content (sentence, paragraph, and
ultimately large documents up to 1 MB), whereas [33]
starts from a presumed common IoT payload (24 B)
and scales it (48, 240, 1320, 1560 B), motivating the
two largest sizes via the MTU boundary (Maximum
Transmission Unit, i.e., the largest packet size that can be
carried without fragmentation). Krug et al. [32] instead,
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use payloads of 21 bytes for data and 17 bytes for status
of packets, specifically to avoid fragmentation. Even
among studies that justify payload sizes, the baseline used
to define a usual message varies: as noted, [31] anchors it
to a minimal sensor reading (6 B), whereas [33] assigns
it to a “typical IoT payload” (24 B), and the rationale
alternates.

A similar lack of consistency appears in transmission
frequency. Many studies do not specify a fixed sending
rate [31], [36], [29] (except for the MQTT inter-message
delay); some rely on an ACK-driven frequency, as in the
case of [36], which sends the next payload only after
the previous packet has been acknowledged. Where rates
are explicitly controlled, the choices vary: [33] evaluates
1-16 messages per second, while [32] adopts a much
lower cadence (every 15 minutes).

Overall, both payload size and message frequency are
heterogeneous across the literature. Regarding payload
sizes, some overlap is observable on powers of 10 values,
but this convergence appears incidental. Such heterogene-
ity would not be a problem if protocol behavior scaled
similarly across payload sizes and message frequencies
but as stated by [29], [36] payload size and frequency
cause different behaviors in different protocols.

o Hardware and software stacks being often not rep-
resentative of constrained IoT deployments. Stefanec
and Kusek [29] utilize a Raspberry Pi for testing; how-
ever, as they note in their future work section, the tests
should be run on more constrained devices, such as our
ESP-32'. They are not the only ones, plenty of the papers
that executed their own tests relied on Raspberry Pis,
like in [31], [36], or even desktop computers, as in [33].
Some relied on simulations, as in [30], in which case
the representativeness of the software stack depends on
the accuracy of the simulation used. Overall, the lack
of usage of constrained boards (practical or simulated)
implied also the lack of usage of constrained software
stack, which may affect the results not only in terms of
energy consumption but also in terms of feasibility.

Overall, we believe that a more realistic representation of
the tasks the hardware would execute within its limitations,
might provide a more complete and reliable picture of its
energy performance.

IV. METHODOLOGY
A. Hardware and Software Setup

In order to address the research questions, we needed to
run the benchmarks and collect power consumption metrics

'We refer to our ESP32 as a constrained device conscious of the fact that
the ESP32 specifications are well over RFC7228 [37] classification for Class
2 devices (since is over the ~250 KiB of flash memory and ~50 KiB of
ram). We do so because, as per RFC7228, the boundaries proposed would
shift over time, and RFC7228 was proposed in 2014, more than 10 years
before the writing of this paper. Moreover, as stated by RFC7228, devices
that exceed Class 2 specifications can still be constrained in terms of energy
usage. Plus the ESP32 fits well in the description provided for Class 2 devices,
which states that such devices are fundamentally capable of supporting most
of the same protocols stacks as notebooks and servers while still benefiting
from lightweight and energy efficient protocols.

Source Protocols covered | Platform Main Focus
MQTT, COAP, Latency, bandwidth
D. Glaroudis | XMPP, AMQP, | No platform, | and throughput,
et al. [18] DDS, REST HTTP | is a review Energy/Power
and Websocket consumption
T. Stefanec HTTP, HTTP/2, | Real HW | Energy use & net-
and M. | CoAP, MQTT | (Raspberry work traffic vs pay-
Kusek [29] (QoS0-2), AMQP Pi 3B) load/QoS
A Simulation Power consumption
Shahrokhi MQTT, MQTT- | (COOJA/- in controllea simula-
and M. | SN, CoAP, HTTP Contiki, Z1 tion
Ahmad [30] mote)
Energy
';'I;(;f;;irﬁ MQTT vs REST ﬁfzipberrl;lw consumption,
. (HTTP/S) . throughput and
[31] Pi)
overhead
Analytical + | Energy usage of
S. Krug et | CoAP, MQTT-SN, | experimental complete stacks and
al. [32] Custom (not of specific tasks
specified) they execute
Payload size energy,
D. Eyers et | MQTT (QoS0-2), Real HW inlﬁraction patlégr)rll
al. [33] HTTP (Laptop - and energy & protocol
T desktop)
energy
Pros and cons of
No platform, | protocols aspects
N. Naik [34] XII\%TT‘ CoAP, is a qualita- | like overhead,
QP, HTTP . .
tive analysis QoS, power usage,
security etc.
Characteristics
J REST/HTTP, of protocols and
D'iZ darevi’c MQTT, CoAP, No platform, | performances ) in
et al. [35] AMQP, DDS, | is a survey latency, bandwidth,
o XMPP, HTTP/2 energy consumption,
security etc.
CoAP, MQTT | Real HW | Bandwidth & time
U. Tandale
et al. [36] (QoS0-2), (Raspberry performance  over
REST/HTTP Pi 3) 4G/broadband

TABLE II: Summary of related work: protocols covered, plat-
form used (if any), and the paper’s main focus (not necessarily
for every listed protocol).

from the benchmark runs. To do so, we relied on a series
of components. These components can be classified into four
macro groups based on the tasks they perform: 1) Measure-
ments & Data Acquisition, 2) Monitored Uplink, 3) Network
Infrastructure, and 4) Data Reception (see Fig. 3 for hardware
overview). From this point forward in this paper, we will refer
to the core components of our experiments as our test bench
(see Fig. 4). Our test bench was composed of: a board to
run the benchmarks on (ESP32), a board to measure power
consumption (INA226) of benchmarks and a board to log the
measures on our laptop (Arduino Pro Micro) (see Fig. 2).

A deeper view into the board’s specifications and capabil-
ities is provided below, highlighting how the boards features
support our requirements:

o ESP32 ESP32 is a System on Chip (SoC) microcontroller
developed by Espressif Systems, and can be considered a
successor of ESP8266 [38]. Since its introduction, several
variants of the ESP32 SoC have been released, each
featuring different specifications. The module used in our
research was the ESP32-WROOM-32 with SoC ESP32-
DOWDQ6 hence equipped with dual-core Xtensa 32-bit
LX6 microprocessor. The system incorporates 448 kB of
ROM for booting and core functions, 520 kB of on-chip
SRAM and 4 MB of integrated SPI flash memory. The
module has an average operating current of 80 mA. The
ESP32 can operate in 5 power modes [39]:
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— Active mode: chip radio powered on, can receive,
transmit and listen

— Modem-sleep mode: CPU operational but WiFi/BT
baseband and radio are disabled

— Light-sleep mode: CPU is paused (state retained).
RTC memory, peripherals and ULP (ultra low power
co-processor) stay running, wake up events will wake
up the chip

— Deep-sleep mode: CPU off, ULP functional, RTC
memory and peripherals on, WiFi and BT data are
stored in RTC memory.

— Hibernation mode: Only RTC timer and RTC GPIO’s
remain active as wake up sources.

With Wi-Fi enabled, the chip will switch between Active
and Modem-sleep modes. In Modem-sleep, the CPU
frequency will automatically adjust to the load [39]. For
wireless connectivity, the module supports Wi-Fi 802.11
b/g/n with data rates up to 150 Mbps in the 2.4 GHz band
as well as BLE [39]. ESP32 provides also GPIO’s, PWM
channels and supports various interfaces like 12C, SPI
and UART [38]. For our research, two ESP32-WROOM-
32 modules were used: one acting as a sender, monitored
through INA226 and logged via Arduino Pro Micro, and
another unmonitored module used only to enable the
monitored ESP32 REF.2 to communicate in our network-
related benchmarks.

o INA226 The INA226 is a current shunt and power
monitor with an 12C - or SMBUS-compatible interface.
[40]. It is capable of measuring the voltage drop across a
shunt resistor through IN+ and IN- pins and to measure
bus voltage via VBUS pin. Then INA226 is capable of
calculating through its internal ADC the current and the
power. Bus voltage, shunt voltage, current and power
values are respectively accessible at registers 02h, Olh,
04h and 03h of the INA226.

e Arduino Pro Micro The Arduino Pro Micro is a micro-
controller based on ATmega32U4, has a clock speed of
16 MHz, a flash memory of 32 KB and 2.5 KB of SRAM
[41]. It is used to collect measurements through 12C from
INA226.

In order to power the ESP32, a USB-C power delivery sink
trigger board is used. The trigger board relies on a CH224K
USB-C PD controller to negotiate the output voltage from the
power adapter with the power adapter. In our setup has been
set to negotiate voltage at 5V. See Fig. 2 for the test bench
hardware setup.

Given the advantages that an RTOS provides over the bare
metal approach, see Section II, we opted to rely on an RTOS.
In order to choose the RTOS to use, a series of RTOSs
has been taken into consideration from sources released in
the last 10 years (2015-2025): FreeRTOS, RIOT, Contiki,
Contiki-ng, TinyOS, mbedOS, Zephyr, uC/OS-II, uC/OS-III
and Azure RTOS ThreadX (also known as Eclipse ThreadX),
[42] OpenWSN, NuttX, ecos, uCLinux, ChibiOS/RT, CoOS,
nanoRK and Nut/OS [43].

By selecting only RTOSs with recent contributions (within
the year), with more than 500 stars on GitHub, and no

ESP32 _I
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Fig. 2: Test bench hardware wiring layout

Measurements & Monitored Network Data
data acquisition uplink infrastructure reception
Power monitor _» MQTT  MQTT sink
(INA226) —| ,—’ broker node
v Consumer- (secondar
. y laptop)
Device under test ;
Data acquisition (ESP32) grade wireless

(Arduino pro micro) router

y L1 it

Data logger
(main laptop)

Sink node
(un-monitored ESP32)

Fig. 3: Overview of the hardware employed to conduct our
tests and their roles.

announced end of life (as is the case for Mbed OS), the
selection narrows down to FreeRTOS, Zephyr, NuttX, RIOT,
TinyOS, Eclipse ThreadX, ChibiOS/RT and Contiki-ng.
Given the board used, ESP32 based on Xtensa, the selection
of RTOSs has been narrowed down to RTOSs that appear
to have out-of-the-box (OOTB) support for our board. This
leads us to select ESP-IDF FreeRTOS [44] [22] (also due its
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0O®
)

Fig. 4: From left to right: INA226, Arduino Pro Micro, ESP-
32 board, USB-C power-delivery trigger board.

popularity in its non ESP-IDF version [45]), Zephyr [46] Nuttx
[47] and RIOT [48]. See Table III for a brief overview of RTOS
characteristics.

OS Kernel arch. Scheduler Network
ESP-IDF microkernel [43] Tick-based preemptive LWIP
FreeRTOS
Zephyr nanokernel + microker- | Tick-based preemptive Native
nel [27]
Nuttx microkernel or mono- | Tick-based preemptive Native
lithic [43]
RIOT microkernel [49] Tickless Preemptive GNRC [27]

TABLE III: characteristics of RTOSs evaluated

As mentioned in Section II-A, the potential wide adoption
of the libraries tested, the need for support of the application-
layer protocols we aimed to evaluate, and the requirement for
RTOS to support OOTB the board we were using led us to
choose ESP-IDF FreeRTOS used through the Arduino core
see Fig. 1.

B. Benchmarking Tools, Metrics and criteria

1) Tools and Metrics: In order to answer the research
questions we need to collect power consumption metrics from
our monitored ESP32 executing benchmarks. In order to obtain
this data we rely on INA226. First we collect power through
INA226 internal ADC [40]. The power (W) represents the
current (A) multiplied by bus voltage (V). Then we calculate
the energy. The energy (mWh or J) is obtained by integrating
power over time; since power is sampled at discrete time
instants, energy is approximated using the rectangular rule. It
is worth noting that the minimum amount of current detectable
by the INA226 depends on the sizing of the shunt resistor.
More details on INA226 measurement equations, data it can
collect and shunt resistor sizing are available at Appendix A.

In order to do the comparisons necessary for our study,
inspired by studies that measured energy usage in IoT contexts
[29] [32] the metric of Energy (J) usage is collected.

2) Criteria: In order to ensure the relevance of our mea-
surements, we designed a set of benchmarks inspired by
real world scenarios. These scenarios were selected for their
significantly different data rate requirements, while all of
them share concern for energy consumption. The real world

scenarios collected and the technical limits of the test board
(ESP32) shaped the data rate (defined as payload size divided
by transmission interval), the payload size and the transmission
interval for our benchmarks.

In the light benchmark, payload size represents data returned
from a humidity and temperature sensor like a DHT11; [50]
presents 4 payload sizes from meteorological sensors: 2 bytes
for temperature only, 4 bytes for temperature + humidity, 8
bytes for temperature + humidity + pressure and 12 bytes
for timestamp + complete data. The choice has fallen to
temperature + humidity since we thought that 4 bytes were
a reasonable lower bound for our benchmarks payloads, once
formatted in JSON for transfer e.g., {"t": 24.5, "h":
60.2} would become 21 bytes. For the transmission rate a
consumer weather station has been taken as example, bringing
us to opt for a transmission rate of 5 min [51]. This would
bring us to a data rate of 0.56 bps with light benchmark.

In the intermediate benchmark, payload size represents
the data necessary to track bird movement. While in [52]
only transmission frequency is specified, with GPS data
collected every 3 seconds in the high-frequency -case,
the payload is not specified but can be inferred from
the following fields: id, timestamp, latitude, longitude,
altitude, speed, battery, satellite number. The payload
once JSON formatted could be for example: {"id":

53100, "timestamp":"2025-08-07T12:30:452",
"latit": 43.47126774300904, "longit":
11.28529038302559, "altit": 578, "speed":

3.2, "batt": 5, "satnumb": 3}. Given the payload
of 160 bytes and the transmission every 3 seconds we could
expect a datarate of 0.4267 kbps.

The heavy benchmark represents a data stream derived from
a UAV (unmanned aerial vehicle) vSLAM (Visual Simulta-
neous Localization and Mapping) use case. Requirements in
[53] and [54] specify RGB-D (Red, Green, Blue + Depth)
at 480p or 720p resolution and at least 30 fps, requiring a
minimum bandwidth of 350 Mbps. Since this exceeds the
ESP32’s hardware capabilities (Section IV-A), the transmis-
sion specifications were reduced. Following [55], the RGB
and depth channels can be compressed separately down to 14
Mbps for RGB at 480p/30 fps using JPEG lossy compression,
and 40 Mbps for depth using RVL compression. This work
focuses exclusively on the RGB stream, which at 480p and 30
fps yields 14 Mbps and a per-frame payload of approximately
58 kB.

A summary of benchmark characteristics is provided in
Table IV.

Benchmark payload frequency datarate
Light 21 bytes 5 mins 0.56 bps
Intermediate 160 bytes 3 seconds 0.43 kbps
Heavy 58 kB or 0.462 Mb | 0.033 seconds 14 Mbps

TABLE IV: Benchmark characteristics: payload used, fre-
quency at which payload is sent and resulting datarate.

C. Data Collection Procedure

1) Data Acquisition and Logging: Data was collected on
a laptop through our Arduino Pro Micro thanks to serial
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communication over USB. The data transferred through serial
was formatted in CSV by the Arduino and saved upon arrival
on the laptop. Data obtained and scripts used are available at
[56]. The Arduino logged the metrics collected via 12C from
the INA226, along with information about the run number and
benchmark being run obtained by the ESP32 through GPIO?.
More details are provided in Section V.

2) Sampling Rate rationale: The INA226 supports 2 op-
erating modes, continuous and triggered, as well as a power-
down state for reduced power consumption. For convenience,
we opted for continuous mode with no power-down. Trigger
mode was not used because the range of sampling frequencies
we were aiming for was quite high. Additionally, given that
we wanted to cover as much data as possible, if we dictated
sampling frequency externally (unless mitigated by using over-
lapping sampling windows), we would have risked missing
some data due to delays in the dictation of sampling times. The
power-down state was not used since we are not constrained
in powering the INA226. From now on, when we refer to
INA226 usage, it will be taken for granted that we are talking
about it in continuous mode.

The INA226 offers a wide variety of settings for sampling.
Unlike “classic” sampling where we obtain a snapshot of
our data at specific time intervals, the INA226 can use a
block-based averaging approach with non-overlapping sam-
pling windows. This means that when we query the INA226
register for measurements, what we obtain is the average
of the last N samples. These samples occur at an interval
dictated by the sum of the conversion times we set up. To
give an example: with both ShuntVoltage and BusVoltage (the
two measurements from which INA226 computes current and
power [40]) conversion times set at 1.1 ms and a sample
averaging of 16, the window of time covered by one query
to the INA226 register would be (1.1 + 1.1) x 16 = 35.2 ms,
and the data obtained would be the result of the average of
16 samples collected at an interval of 2.2 ms. The advantage
of this approach over classic sampling is that it reduces the
possibility of undersampling, making us less likely to miss
short events like power spikes. The tradeoff of this approach
is that short events like power spikes would be averaged across
the window, resulting in them appearing flatter than they really
are. However, this is not a concern for us since our goal is not
to profile instantaneous power but to calculate energy usage,
which depends on the mean over time.

In order to gain a better idea of which settings to use,
conscious of the sampling rate of 10 ms used by [29], a
series of tests around the 10 ms mark were executed. The
tests consisted of running intermediate benchmarks with HTTP
using various sampling averages and conversion times. The
results obtained were as follows Fig.5:

As we can notice from the boxplot, the medians between the
8 ms setting with conversion times of 1.1 ms and averaging
at 4 samples are very similar to the 18 ms setting at 0.588 ms
conversion times and averaging of 16 samples. The choice fell

2In retrospect, communication via GPIO increased implementation com-
plexity. A UART based approach would likely have resulted in a cleaner and
more maintainable solution, while providing comparable functionality for our
use-case
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Fig. 5: Energy (J) used by HTTP intermediate benchmark
with runs of 3 mins with different settings of INA226. 18ms
window at 0.588 ms conversion time and averaging of 16
samples (on the left) and 8ms window at 1.1 ms with averaging
of 4 samples (on the right). Boxes show the interquartile range
(Q1-Q3) with the median line; whiskers extend to the most
extreme non-outlier values (+1.5xIQR), and points beyond are
outliers.

to the 8 ms window option since it is within the 10 ms of T.
Stefanec and M. Kusek [29], since the boxplot resulted more
compact, and since, as per the Texas Instruments datasheet
[40] longer conversion times (in our case, 1.1 ms against 0.588
ms) result in less noise.

The choice of settings to use was made from the set of
available options described in [40] and implemented in the
library we used [57] (ver. 0.6.4)

D. Statistical Analysis

In order to analyze data collected we relied on descriptive
statistics visualizations, statistical tests and practical signifi-
cance assessments.

o The descriptive statistics visualizations consisted of box
plots to display the median, interquartile range (IQR), and
data distribution for each protocol for each benchmark
level.

o The statistical analysis relied on non-parametric tests,
motivated by the boxplots of energy consumption, which
indicated that most distributions deviated from normal-
ity. We first applied a Kruskal-Wallis test to assess if
there were statistical significance differences across the
protocols of each benchmark. When statistically signifi-
cant differences were found we proceeded with pairwise
Mann—Whitney U tests with Bonferroni correction as
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post-hoc test to assess where the statistical differences
occurred.

o The practical significance assessment consisted in eval-
uating whether observed differences between protocols
were meaningful relative to the system’s measurement
variability. Practical significance was assessed by com-
paring the absolute difference between protocol medians
against a noise threshold derived from the 12 repeated
runs we executed for Fig. 8. The threshold was calculated
by scaling the MAD obtained from the 12 runs to its
SD equivalent value. If the absolute delta between the
protocols medians did not exceed the noise threshold, the
difference between protocols was deemed not practically
significant.

More details on statistical analysis and its rationale are pro-
vided at section VII. Results are presented in section VI.

V. IMPLEMENTATION / EXECUTION
A. Experimental Design

1) Experimental Design Structure: Given the selection
of protocols done in Section II, we tested: MQTT, HTTP,
CoAP, and WebSockets. MQTT was tested with all three
possible QoS levels; considering each QoS setting as a separate
protocol variant, this yielded a total of six protocol configu-
rations. Each protocol was tested under two network traffic
intensity levels: light and intermediate. Protocols supporting it
were also tested under a heavy benchmark; see Table IV for
benchmark details. This means, we used a 2-factor (protocol
and benchmark level) design with an unbalanced structure,

Total Runs = (Protocols x Benchmark level) x Replicas

which given the 5 replicas and given that MQTT and HTTP
were the only protocols capable of running heavy benchmark,
resulted in a total of 80 experimental runs. This approach
allows us to investigate main effects across all benchmarks
and two-way interactions for the light and intermediate bench-
marks.

2) Carryover Effect Mitigation: To ensure that no potential
ordering effects influenced the results across runs of the
same protocol benchmark, a series of tests was conducted.
The intermediate HTTP benchmark was executed over 12
runs, and the energy consumption for each run was recorded.
Measurements were obtained using a conversion time of 1100
microseconds with an averaging of four samples. The recorded
energy values were plotted against the execution order, and
a Spearman correlation test was performed to assess the
relationship between run order and energy usage. The analysis
revealed a significant ordering effect, as illustrated in Fig. 6
and supported by the Spearman test results. For the 0-minute
cooldown interval, the test yielded a Spearman’s rho of 0.6713
and a p-value of 0.0168.

Cooldown times between runs were increased to 1 minute,
see Fig. 7, resulting in a Spearman’s rho of 0.2937 and a p-
value of 0.3541.

Since the runs in Fig. 6 and Fig. 7 were conducted with
a reduced duration (3 minutes instead of 6 minutes), an
additional test was performed with 12 consecutive runs, this

Energy (J)
o o o o o
o o o © Iy
N IS o © o

o
o°
o

59.8

2 4 6 8 10 12
Consecutive run order

Fig. 6: Energy used (J) over consecutive runs of intermediate
HTTP benchmark, with 0 seconds cooldown between runs and
runs of 3 minutes
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Fig. 7: Energy used (J) over consecutive runs of intermediate
HTTP benchmark, with 60 seconds cooldown between runs
and runs of 3 minutes

time using the maximum run time employed in our final tests
(6 minutes)’.

The 1 minute cooldown proved to be sufficient across 12
repetitions of the intermediate benchmark with our standard
run time of 6 minutes. As we can observe from Fig. 8§,
we do not notice visible increments in energy usage across
consecutive runs. This is confirmed by our Spearman test,
which returned a Spearman’s rho of -0.2098 and a p-value
of 0.5128, well above the 0.05 threshold. This means that the
weak negative correlation between energy used per run and
run order is not statistically significant, confirming that our
cooldown times are likely sufficient.

Assessing ordering effects was crucial because no balancing
strategy across multiple protocols was possible, the code for
multiple protocols could not fit on the board. Ensuring that
individual protocol runs were free from significant ordering
effects was therefore necessary to validate our energy mea-
surements.

3The test shown in Fig. 8 was conducted with the latest code version, the
same version that generated the data shown in the boxplots in our results,
unlike the data shown in Fig. 6 and Fig. 7, which relied on an older version
of the code.
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Fig. 8: Energy used (J) over consecutive runs of intermediate
HTTP benchmark, with 60 seconds cooldown between runs
and runs of 6 minutes

B. Test bench Realization

The boards were mounted on a perforated prototyping board
according to the scheme shown in Fig. 2. All boards were
installed in sockets to facilitate replacement in the event
of damage. Signal and power routing was kept as short as
possible, and cables of approximately equal cross-section were
used where required.

C. Boards provisioning

The Arduino board was flashed with the datalogger script.
The ESP32 sender was flashed with the script implementing
the protocol under test to enable transmission, while the
receiver ESP32 was flashed with the corresponding script
for reception. Flashing was performed through the Arduino
IDE (version 2.3.6), with ESP32 board support by Espressif
System installed (version 3.3.0). The benchmark executed by
the sender script is determined by the loop value. To run the
heavy benchmark, this value was modified accordingly. For
MQTT, the receiver was kept on the laptop, which also acted
as the broker running Mosquitto (version 2.0.18).

D. Network setup

On the dedicated consumer-grade wireless router the DHCP
server was configured with DHCP reservations outside the
DHCP pool, ensuring that the boards and the broker always
received the same IP addresses.

E. Data collection start and stop procedure

Measurements are collected using a fixed startup/shutdown
procedure: the laptop serial logger script is started in the
desired output directory, the Arduino is powered via USB,
and the broker (if applicable) is started, followed by the
receiver/subscriber. The ESP32 sender is then powered via the
USB-C PD trigger. Data acquisition ends by terminating the
logger via a keyboard interrupt, which finalizes and stores the
recorded data as CSV files. The Arduino and ESP32 sender
are then powered down, and the broker, if used, is stopped.

Detailed steps for data logging start and stop procedure as
well as board provisioning are available at Appendix C.

F. Data Handling Pipeline

After all data of interest has been collected through the
serial logger script, a sequential data processing pipeline is
executed to calculate, aggregate, and statistically analyze the
energy values across all experimental protocols. The pipeline
is orchestrated by a single python script, which follows the
instructions specified in a JSON configuration file that defines
the order and execution context of each processing script.

Detailed steps of the data pipeline and the tasks performed
by each script are provided in Appendix D.

G. Environment Configuration

The choice of libraries used to execute the benchmarks was
dictated by their popularity, maintenance status and features
availability. Further heuristics have been applied if library was
not deemed sufficient to execute benchmarks selected and or
if problems were encountered. This brought us to select what
we think were the most common libraries with the most user
friendly experience possible. The following table, Table V,
presents the protocols tested, the libraries used to test them,
and the settings applied that may affect our measurements. To
reduce author familiarity bias in benchmark implementation,
the benchmark code was developed with assistance from
large language models (ChatGPT by OpenAl and Claude by
Anthropic). These models were provided with documentation
and usage examples from the respective libraries’ GitHub
repositories. The resulting code was manually consolidated,
reviewed, and critically evaluated. Examples of prompts used
are provided at Appendix B.

Protocol Libraries Extra settings applied

MQTT ArduinoMqttClient.h QoS (0,1,2), port, topic, random
(ver. 0.1.8), WiFi.h client id

CoAP WiFi.h,  WiFiUdp.h, | 512 bytes buffer
coap-simple.h (ver.
1.3.28)

Websockets WiFi.h, WebSock- | port, automatic reconnection after
etsClient.h 5 seconds

HTTP WiFi.h, HTTPClient.h Timeout time 4 seconds

TABLE V: Protocols tested and their sender-side settings,
along with the libraries used and version. The libraries with no
version reported are part of ESP32 core by Espressif System
(ver. 3.3.0)

H. Benchmark Execution

In order to start and stop data collection from INA226 the
status change in ESP32 GPIO has been used as a lock/unlock
mechanism. Algorithm 1 shows the pseudocode of how the
ESP32 running the benchmarks signals Arduino to start and
stop collecting data from INA226. Algorithm 2 shows pseu-
docode of how the arduino handles the GPIO status change.

VI. RESULTS AND DATA ANALYSIS
A. Light benchmark

1) Visual Analysis: As we can notice from Fig. 9 by looking
at boxplots, all protocols consumed a very similar amount of
energy in light benchmark. With values (excluding outliers)
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Algorithm 1: Data logger section (ESP32) pseudocode

1 Function setup_leds_and_gpio():
set GPIO as output

set led as output

set GPIO low

set led low

wmos W N

¢ Function run_or_benchmark_change(int
extra_cooldown_time_between_runs):

// HIGH signal

7 set GPIO high

8 set led high

9 delay(high_duration_ms)

10 delay(extra_cooldown_time_between_runs)
// LOW signal

11 set GPIO low

12 set led low

=

13 Function finished_with_all_benchmarks():
14 while rrue do

15 set led high

16 L set GPIO high

Algorithm 2: Data logger (Arduino Pro Micro) pseu-
docode

1 Function setup()

2 enable 12C to INA226

3 allow arduino to read GPIO

4 set INA226 upperbound to 0.6A
5

6

set INA226 shunt resistor at 0.100 Ohms
set INA226 at 4 sample averaging

7 Function collect_INA_data_and_calc()

8 if INA226 is conversion ready then

fetch power data from INA226

10 if (is not first reading of the run) then

// log the run data in CSV
through printl ()

1 Serial println (current_runs, current_benchmark,

previoustime, current_time, currentPower_mW)

12 Function void loop()

13 if (gpio state is HIGH AND we just came from a LOW

state) then

14 mark that we are no longer in a LOW state

15 | mark that a HIGH state has happened

16 else if (gpio state is LOW) then

17 mark that we are in a LOW state

18 if (this is a valid LOW, which means that comes
after a HIGH state) then

19 if (this is the start of a new LOW state) then

20 L increment run and benchmark counters

21 collect_INA_data_and_calc()

22 else if (gpio state is HIGH AND we are still in same
HIGH) then
L // no operation

23 else
24 L we are in another gpio state, print debug data

ranging from 111 joules used per run to 112 joules used per
run. We can notice a major grouping at the bottom of the
graph made of CoAP and MQTT (QoS0, QoS1 and QoS2)
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Fig. 9: Energy (J) used by a single run while executing light
benchmark, see Table IV.

with HTTP slightly above, visually only Websocket protocol
seem to have a significant difference in energy used from other
application layer protocols in light benchmark, with a gap from
HTTP median of circa 0.5 joules. All protocols except MQTT
QoS0 show a heavily skewed distribution.

2) Statistical Hypothesis Testing: Kruskal-Wallis test con-
firmed the presence of statistically significant differences
(p<0.05) among the six protocols tested with H(5)=17.975
and a p=0.003.

According to Mann—Whitney U test with Bonferroni cor-
rection, the only statistically significant differences (p<0.05)
are between COAP and Websocket (p = 0.0079), HTTP and
Websocket (p = 0.0079), MQTT(QoSO (p = 0.0079), QoS1
(p = 0.0079), QoS2 (p = 0.0079)) and Websocket, with
comparison between CoAP and MQTT QoSO barely passing
as not significant (p = 0.0556).

3) Practical Significance Assessment: Practical significance
was assessed by comparing the absolute difference between
protocol medians to a dispersion threshold derived from the
Median Absolute Deviation (MAD) from Fig. 8. MAD was
computed with respect to the median and scaled by a factor of
1.4826 to obtain a standard deviation equivalent estimate of
0.4333. Differences exceeding this threshold were classified
as practically significant. According to our assessment the
protocols that pairwise result practically significant are COAP
and HTTP with a difference of 0.481, CoAP and Websocket
with 1.020, HTTP and Websocket with 0.539, MQTT QoS0
and Websocket with 0.829, MQTT QoS1 and Websocket with
0.875, MQTT QoS2 and Websocket with 0.867.
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B. Intermediate benchmark

1) Visual Analysis: As we can notice from Fig. 10 by
looking at the boxplots, CoAP appears to be the protocol that
consumed the less per energy per run, followed by WebSocket
with a median of almost one Joule more, followed by MQTT
QoS0. Looking upward after MQTT QoS0, we can notice a
gap of circa 2 Joules where no other protocols fall in, to
then restart with MQTT QoSl1, followed by MQTT QoS2
and HTTP. Unlike in the light benchmark Fig. 9, here in the
intermediate benchmark the protocols appear more scattered
but with what looks like a marked division between the CoAP,
WebSocket, MQTT QoS0 group and the MQTT QoS1, QoS2
and HTTP group. The boxplot shows no outliers in the data
collected and skewed distributions for CoAP, MQTT QoSO0,
QoS1, and WebSocket.
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Fig. 10: Energy (J) used by a single run while executing
intermediate benchmark, see Table IV.

2) Statistical Hypothesis Testing: Kruskal-Wallis test con-
firmed the presence of statistically significant differences
(p<0.05) among the six protocols tested with H(5)=28.2258
and a p=0.00.

According to Mann—Whitney U test with Bonferroni cor-
rection, all protocols result to be statistically significantly
different (p<0.05).

3) Practical Significance Assessment: Practical significance
was assessed by comparing the absolute difference between
protocol medians to a dispersion threshold derived from the
Median Absolute Deviation (MAD). MAD was computed with
respect to the median and scaled by a factor of 1.4826 to
obtain a standard deviation equivalent estimate of 0.4333. Dif-
ferences exceeding this threshold were classified as practically
significant. According to our assessment all protocols result

pairwise practically significant except for MQTT QoS1 and
MQTT QoS2 where absolute difference of medians in Joules
is 0.243.

C. Heavy benchmark

Under heavy benchmark conditions, only the HTTP and
MQTT protocols managed to run. Attempts with CoAP and
WebSocket were conducted at a frequency of 0.05 seconds
before attempting with our frequency of 0.033 seconds. These
attempts resulted in either a connect/disconnect loop in the
case of WebSocket or in the payload being corrupted in the
case of CoAP. After several attempts at tweaking buffers
for CoAP and monitoring memory heap for WebSocket, we
concluded that achieving the data rate required by the heavy
benchmark at our current frequency and payload size would
likely not be possible with our specific hardware/software
setup without significant code optimization.

After executing the runs to collect energy usage, while
checking the payload sent via HTTP and MQTT at its various
QoS levels, we noticed that the payload was either truncated
in the case of MQTT or not visible in the case of HTTP. To
verify the correctness of the observed data behavior, Wireshark
(version 4.2.2) was used to capture the traffic passing through
our MQTT broker laptop, which for the occasion has been
used with FastAPI to receive HTTP data. A rapid examination
of the captured Wireshark data confirmed that in the case of
HTTP, the payload was missing, and in the case of MQTT,
the payload was truncated at 256 bytes.

This finding is in line with our earlier statements regarding
CoAP and WebSocket, namely that achieving the data rate
required by the heavy benchmark at the current frequency
and payload size would likely not be possible with our
specific hardware and software setup without significant code
optimization. Consequently, due to the inability to achieve
reliable data transmission that adheres to the chosen payload
size and frequency, the heavy benchmark results are excluded
from further analysis and discussion.

VII. DISCUSSION
A. Rationale behind data analysis

We started by observing the boxplots Fig. 9 and Fig. 10,
given the lack of normality in most distributions we opted for
non parametric tests. We first executed Kruskal-Wallis test
on each benchmark level of dataset to assess if there were
any statistically significant differences between the protocols
tested, to then proceed, if significant differences were found,
with a post hoc pairwise comparison through Mann—Whitney
U test to assess if there were statistically significant differences
between protocols. Given the number of tests we needed to do
(6 per benchmark) and being concerned about familywise error
rate (FWER) we opted for Bonferroni correction. Bonferroni
correction is quite conservative, would allow us to heavily
limit the risk of Type I errors (false positives) with the con of
increasing the likelihood of Type II errors (false negatives).

In addition to statistical significance, a practical significance
assessment was performed to evaluate whether observed dif-
ferences between protocols were meaningful relative to the
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system’s measurement variability. Practical significance was
assessed by comparing the absolute difference between proto-
col medians against a noise threshold derived from repeated
measurements. Medians were used to avoid being influenced
by outliers like the ones we see in Fig. 9. The noise threshold
was estimated using median absolute deviation (MAD) scaled
to its standard deviation equivalent (MAD x 1.4826) [58]. It
was computed from the 12 consecutive runs of intermediate
benchmark with HTTP that we used to assess cooldown times,
see Fig. 8. The choice of using the 12 runs to estimate our
noise treshold was driven by the number of datapoints which
allowed a more reliable estimate of system variability than the
5 data points per protocol that we got in our benchmarks. The
resulting threshold was applied to both benchmark levels as
a conservative upper bound on system noise, given that the
same hardware and acquisition modalities were used across
experiments. This choice is further supported by the lack of a
consistent scaling between signal magnitude and dispersion,
as protocols with similar median energy values exhibited
substantially different MAD-based standard deviations.

B. Combined Statistical and Practical Outcomes

1) Light benchmark: The practical significance assess-
ment matches the statistical difference assessment made with
Mann—-Whitney U test with Bonferroni correction except for
the pairing CoAP HTTP which does not result statistically
different according to Mann—Whitney but results practically
different according to our practical assessment, see Table VI.

Protocol A Protocol B Statistically Practically
different different
(p<0.05) (A>0.4333)

CoAP HTTP N Y

CoAP MQTT QoS0 N N

CoAP MQTT QoS1 N N

CoAP MQTT QoS2 N N

CoAP ‘Websocket Y Y

HTTP MQTT QoS0 N N

HTTP MQTT QoS1 N N

HTTP MQTT QoS2 N N

HTTP Websocket Y Y

MQTT QoS0 MQTT QoS1 N N

MQTT QoS0 MQTT QoS2 N N

MQTT QoS0 ‘Websocket Y Y

MQTT QoS1 MQTT QoS2 N N

MQTT QoS1 ‘Websocket Y Y

MQTT QoS2 ‘Websocket Y Y

TABLE VI: summary of pairwise significancy of protocols in
light benchmark

2) Intermediate benchmark: The outcome of the
Mann—Whitney U test with Bonferroni correction is
confirmed also by our practical significance test, all pairwise
comparisons result to be significant except for MQTT
QoS1 and MQTT QoS2, which result to be not practically
significant, see Table VII.

C. Implications of Findings
1) Light benchmark: Since WebSocket showed differences

that were consistently both statistically and practically signif-
icant in pairwise comparisons against the other protocols, we

Protocol A Protocol B Statistically Practically
different different
(p<0.05) (A>0.4333)

CoAP HTTP Y Y

CoAP MQTT QoS0 Y Y

CoAP MQTT QoSl1 Y Y

CoAP MQTT QoS2 Y Y

CoAP ‘Websocket Y Y

HTTP MQTT QoS0 Y Y

HTTP MQTT QoS1 Y Y

HTTP MQTT QoS2 Y Y

HTTP ‘Websocket Y Y

MQTT QoS0 MQTT QoSl1 Y Y

MQTT QoS0 MQTT QoS2 Y Y

MQTT QoS0 Websocket Y Y

MQTT QoS1 MQTT QoS2 Y N

MQTT QoS1 Websocket Y Y

MQTT QoS2 Websocket Y Y

TABLE VII: summary of pairwise significancy of protocols in
intermediate benchmark

can conclude that WebSocket consumes more energy in the
light benchmark than the other protocols tested.

For MQTT, none of the QoS variants differed significantly
from either HTTP or CoAP. Therefore, we cannot conclude
whether MQTT consumes more or less energy than CoAP or
HTTP, and vice versa, in the light benchmark.

Interestingly, the comparison between CoAP and HTTP
was not statistically significant but was practically significant.
This indicates that the observed median difference exceeds the
estimated noise threshold; however, it cannot be confirmed as
statistically significant with the available sample size.

2) Intermediate benchmark: Given the results obtained
by our statistical and practical pairwise assessment, we can
conclude that HTTP is the most energy consuming protocol.
CoAP is the least energy consuming protocol, followed by
Websocket, and then by MQTT QoS0. Statistically, MQTT
QoS1 and MQTT QoS2 can be distinguished, however, the
difference between the two falls within the noise threshold we
established, making them not passing our practical significance
assessment.

D. Comparison with Existing Work

When looking at the protocols tested in common, all pa-
pers are aligned with the classification we made with our
intermediate benchmark: [34] results for power consumption
are consistent with our findings, since it lists among the
protocols it shows CoAP as the less power hungry protocol
followed by MQTT and HTTP. [29] tests reflects our results
in intermediate benchmark as well, with CoAP being the best
choice, followed by MQTT and by HTTP. [30] is aligned with
our findings, ranking CoAP as best performing, followed by
MQTT followed by HTTP. [31] shows MQTT as more efficient
than HTTP. [33] states that under same interaction pattern
HTTP consumed more than MQTT and then states that QoS’s
consumption of MQTT are in increasing order QoS0, QoS1
and QoS2. Also here we are aligned, with the little difference
that in our test QoS1 and QoS2 although statistically different,
exhibited a performance gap smaller than noise threshold,
preventing a confident assessment of which performed better.
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[35] mentions CoAP as the most efficient followed by MQTT,
followed by HTTP. [18] classifies the protocols from most
energy efficient to less energy efficient as CoAP followed by
MQTT followed by HTTP. No paper analyzed reported the
energy usage of Websocket protocol. However, since protocol
overhead influences energy usage [31], and WebSocket over-
head is larger than CoAP and MQTT QoS0 but smaller than
MQTT QoS2 [29], the expected situation is reasonably con-
sistent with the intermediate benchmark results we obtained,
where WebSocket falls between CoAP and MQTT QoS2,
with the difference that in our benchmark it performs slightly
better than MQTT QoS0. The concept of WebSocket’s limited
overhead is also reiterated by [18] which notes that after the
initial handshake the HTTP headers are removed, resulting in
minimal overhead that is significantly lower than HTTP. Given
the substantial transmission interval of the light benchmark,
where payloads are sent every 5 minutes over a 6 minute
run, idle energy usage can have a significant impact on our
light-benchmark measurements, providing a view of the higher
idle energy usage of Websocket that is not amortized/hidden
by the advantages WebSocket provides at higher transmission
frequencies, like in intermediate benchmark.

Some notable omissions in our paper, compared to previ-
ously mentioned literature, are AMQP and MQTT-SN pro-
tocols, for which we had difficulty finding suitable working
libraries; additionally, HTTP/2 was not tested because the
selected HTTP library does not provide HTTP/2 support.

VIII. THREATS TO VALIDITY
A. Internal validity

« Fixed execution order Protocol benchmarks were run in
a single fixed order. Some protocol scripts, once flashed,
required up to approximately 80 percent of the ESP32’s
program storage space, preventing us from packaging
multiple protocol benchmarks in a single script and thus
preventing us from implementing counterbalancing tech-
niques such as a Latin square design. Even if this problem
were overcome by optimizing the script or by using
boards with higher memory capacity, counterbalancing
would still not be practical due to the need for having
a receiver ready for each protocol. In this situation, any
time-dependent external factor (temperature, RF conges-
tion, etc.) could affect some protocols more than others; a
counterbalancing design would have distributed possible
effects evenly.

o Uncontrolled RF environment Experiments were exe-
cuted in a household environment where radio-frequency
(RF) conditions could not be fully controlled. Even
though they were run on a dedicated consumer-grade
wireless router, nearby Wi-Fi networks and devices may
have introduced variability in the ESP32’s wireless activ-
ity, possibly influencing our energy usage measurements.

o INA226 settings and setup As mentioned by [40] and
by us in IV-C2 the INA226 settings of conversion time
and the averaging settings introduce a tradeoff between
noise reduction and update rate. Shunt resistor sizing
also introduces a tradeoff that affects measurements,

since a higher shunt resistance increases sensitivity but
maximum measurable current decreases and vice versa
with a smaller shunt resistance.

o Limited statistical power Due to the small sample
size (5 replicas per protocol), the statistical analysis has
limited power.

« Practical Significance Assessment While a shared noise
floor is reasonable given the shared hardware setup, small
protocol or benchmark specific induced noise as well as
noise introduced by external factors, may not have been
fully expressed by our shared noise floor.

B. Construct validity

« Window averaged power As mentioned in IV-C2, be-
cause the INA226 reports block-averaged power, our
measurements are suitable for comparing total energy use
but not for analyzing instantaneous peak power, which is
flattened within each averaging block.

C. External validity

« Platform diversity Our benchmarks were all run on an
ESP32 relying on Arduino core and ESP-IDF FreeRTOS.
Our setup might not generalize to the wide variety of pos-
sible combinations of hardware platforms and software.

IX. CONCLUSION

Given the results obtained from our benchmark levels we
can answer:

RQ1, Does the choice of application layer protocol over
another significantly influence the energy consumption of
the board? The answer is yes but not always. We noticed
statistical and practically significant differences in the energy
used by some protocols over the others within the same
benchmark in both our benchmarks levels. However, it is
worth highlighting that, within the same benchmarks, we also
encountered protocols for which the differences didn’t result
as statistical and or practically significant, and hence of which
no preference of one over the other (energy wise) can be
expressed. Looking at the data collected in light benchmark,
no protocol preference can be expressed within the group of
CoAP, HTTP and MQTT (across all QoS’s), but the preference
of those protocols over Websocket can be expressed. Looking
at the data collected in intermediate benchmark we cannot
express (energy wise) the preference of MQTT QoSO over
MQTT QoS1, and vice versa. However, we can say that
CoAP resulted as the most energy frugal protocol, followed by
Websocket, MQTT QoS0, MQTT QoS1 and QoS2 (practically
indistinguishable from QoS1), with HTTP as worst performing
of the bunch.

RQ2, In terms of energy usage, are the protocols consis-
tent across all benchmarks, or does a particular protocol
perform best under specific conditions? The answer to
first section of RQ2 is no, not all protocols energy usage is
consistent across benchmarks, since energy usage of protocols
tested doesn’t directly scale with benchmark requirements,
we can notice this with Websocket which resulted as the
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worst performing (energy wise) in light benchmark but as the
second best performing in intermediate benchmark. However
we can notice some patterns across the benchmarks such as
CoAP being in the group of the best performing in light
benchmark and being also the best performing in intermediate
benchmark, can be worth noticing also MQTT QoSO being in
the group of the best performing in light benchmark and being
the third best performing protocol in intermediate benchmark.
To answer the second section of RQ2 and not repeating
what stated about CoAP and MQTT QoSO constancy, yes, an
example of protocol performing best under specific conditions
is Websocket which seem to perform drastically better with
the higher data rate of intermediate benchmark.

Beyond answering RQ1 and RQ2, this study proposed also
two motivated benchmarks that could be reused as reference
workloads in future research on resource constrained devices.
It further proposes a third, more computationally demanding
benchmark which exceeded the capabilities of the board, in the
modality tested here, but may still be useful as a baseline for
developing heavier workloads, particularly as video streaming
and other high throughput applications become increasingly
common and as hardware capabilities continue to improve. In
addition, the results suggest that the INA226 can be a practical
low cost solution for non simulated energy measurement ex-
periments, without requiring expensive laboratory equipment.

X. FUTURE STUDIES

We believe that the topic of energy consumption of network
protocols on hardware-constrained and power-constrained de-
vices still has plenty of possible studies to conduct in order
to obtain a more complete view. This could start from ex-
tending the work of this paper with downlink performances,
moving to introducing more benchmarks in order to obtain a
more granular view, testing without Arduino core on top of
FreeRTOS, or even applying these benchmarks across different
RTOSs such as FreeRTOS and Zephyr to determine whether
protocol performance rankings are RTOS-dependent, and then
extending to additional RTOSs.

APPENDIX
A. INA226 calculations and shunt resistor sizing

By using the INA226, we can collect a series of data points
that can be further processed into additional information. Some
of the information we can obtain from our INA226 are:

o Shunt voltage (V) across IN+ and IN-. This value
consists in the voltage drop obtained when current flows
through the resistor of INA226.

« Bus voltage (V) at VBUS pin, it represents the voltage
going to our ESP32 board.

e Current (A) Obtained through INA226 internal ADC
[40], the current represents shunt voltage divided by shunt
resistance. Can be obtained by reversing Ohm’s law.

Voltage (V) = Current (A) x Resistance (2)

shunt voltage (V)

t(A) =
Current (A) Resistance ()

o Power (7)) Obtained through INA226 internal ADC [40],
the power represents current multiplied by bus voltage

Power (W) = Current (A) x Bus voltage (V)

e Energy (mWh or J) is obtained by integrating power
over time. Where P(t) is instantaneous power in watts,
dt is an infinitesimal small time step (we are going to
approximate since our INA226 collects data at discrete
time intervals and not continuously), tO and tl are start
and end times.

ty
o / P) dt
to

Must be taken into consideration that the minimum amount
of current detectable by the INA226 depends on the sizing of
the shunt resistor. According to Ohm’s Law, using a shunt
resistor with a value of 0.1 €2, given INA226 theoretical
voltage resolution of 2.5 'V [40], would result in a theoretical
minimum current detectable of 26.51%2\/ = 25 pA. By using a
shunt resistor with a value of 0.5 {2 we would get a theoretical

minimum detectable current of 2 *8/ =5 pA and so on.

.5
0.5

B. Prompts used to assist benchmarks code writing

Initial prompts were formatted in the following way: Given
the README and the example code provided from library
<application-layer protocol library>, generate two simple
sender and receiver scripts to send a JSON-formatted string
from one ESP32 to another using <application-layer proto-
col>. Keep it simple, use an hardcoded JSON string. If the
README was unavailable, only example code was provided.

C. Board provisioning and data collection start and stop
procedures

Boards provisioning The Arduino board was flashed with
master_datalogger_mk6.ino, while the ESP32s were
flashed with the sender and receiver scripts of the protocol
under test; for MQTT, the receiver was kept on the laptop
running the broker.

Data collection start and stop procedure

In order to collect the data a specific system initialization
procedure needs to be followed:

1) Execute the Python script
master_serial_to_csv_mk3.py to collect
serial data from the Arduino in the folder where we
want to save all our measurements.

2) Power on the Arduino by plugging it into laptop.

3) Power on the broker (in the case of MQTT).

4) Power on the ESP32 receiver or start the subscriber on
the laptop (in the case of MQTT).

5) Power on the ESP32 sender by plugging in our USB-C
PD trigger module.

In order to stop collecting the data and save all data

collected so far:

1) Press Ctrl+c on the terminal running
master_serial_to_csv_mk3.py, by doing
this all data collected so far will be saved in a folder in
CSV.
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2) Power off the ESP32 sender by un-plugging our USB-C

PD trigger module.

3) Power off the Arduino by un-plugging it from laptop.
4) Power off/ stop receiver and broker if available.

D. Data handling pipeline steps and details

After all data of interest has been collected through
master_serial_to_csv_mk3.py, a sequential data processing
pipeline is executed to calculate, aggregate, and statistically
analyze the energy values across all experimental protocols.
The pipeline is orchestrated by pipeline_runner_mk2.py, which
follows the instructions dictated by the configuration file
(pipeline_config.json) that defines the order and execution
context of each processing script.

The pipeline is organized into three distinct phases, each
targeting a specific directory level within the project structure.
The first phase acts on each experiment folder, performing:

01_energy_calculation.py Calculates energy consumption
in Joules for each measurement section using the formula
E = P x At (we use rectangular rule for our discrete
approximation of energy formula mentioned in section
IV-B). Power measurements in milliwatts are converted
to watts and time intervals At = current_time —
previous_time are converted from milliseconds to sec-
onds. The calculated energy values are appended as a new
column (energy_used_by_section) to the existing dataset.
02_energy_aggregator.py Aggregates the energy values
by grouping data according to current_runs and cur-
rent_benchmark, summing the energy_used_by_section
values to produce total_energy_J for each unique com-
bination of run and benchmark. The aggregated values
are rounded to four decimal places.
03_add_prot_col_and_order.py Adds protocol column,
sorts the data by current_benchmark and by current_runs,
Renames the resulting file from this operations by ap-
pending _to_merge

The second phase operates at the base directory level running:

04_merge_all_protocol_csvs.py Recursively searches all
subdirectories for files with name ending in mas-
ter_energy_to_merge.csv, concatenates them into a single
DataFrame, and sorts the unified dataset by protocol,
benchmark, and run number. The merged output is saved
as all_protocols_master_energy.csv in a newly created
directory called results.

The third phase operates in the results directory running:

05_do_boxplot.py A boxplot is created from
all_protocols_master_energy.csv for each benchmark
level collected, each containing all protocols tested under
that benchmark level.

06_kruskall_wallis.py Executes Kruskal-Wallis tests to
compare energy consumption across protocols for each
benchmark. If significant differences are detected the
script performs post-hoc pairwise Mann-Whitney U tests
with Bonferroni correction to identify which protocol
pairs differed significantly. Descriptive statistics are com-
puted too.
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07_check_practical_difference.py Calculates pairwise ab-
solute differences between the median energy usage of
protocols. It then compares the resulting absolute differ-
ences against a MAD based standard deviation threshold
provided by the user to determine whether the difference
is practically significant.
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