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The data marketplace and exchange concepts are central to our proposal for smart industry. By leveraging new technologies we aim at implementing a decentralized high performance and scalable collaborative platform where independent, potentially competing, entities can offer insight into their data guarded by their own policies, which are enforced by the system. The policies can range from the most protected where data never leaves the premises to bilateral policies between entities to share data subsets to free for all policies. The decentralized market platform revolves around trust which is incorporated into the system through the use of new emerging technologies such as blockchain which in essence builds an immutable database of temper proof smart contracts, where the contract can define the what, how, where and when of data sharing. Through the use of cryptography, smart contract transactions are made temper resistant whereby any attempt of tempering will immediately and automatically be detected by all independent entities.

Over the past few years Bitcoin and blockchain have gathered much attention. This technology allows us to create and build decentralized applications and provides great development flexibility [2]. It allows us also to create Smart contracts, which are self-executing and self-enforcing contracts whose terms are recorded in a computer language instead of legal language. In addition, technologies such as CryptDB [3] provide practical and provable confidentiality against attacks on applications that are connected to online databases. This allows end-users and programs to search securely in large databases. Finally, Intel introduced a technology called Software Guard eXtention (SGX), which lets users create isolated compute environments inside a processor. This enables the creation of a secure cloud-computing environment that allows full privacy even when hosted in third party infrastructures. The combination and integration of these technologies paves the road for a secure smart industry marketplace for sharing and trading data and computations.. 
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