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Description:
This task will develop new data-centric security mechanisms that will allow creating secure and trusted cloud environments and support the whole data lifecycle (staging). This will extend the Trusted Computing Platform Architecture (TCPA) to clouds and allow dynamic creation of the security and trust associations based on initial trust introduction/bootstrapping protocol between cloud provider and user/customer trusted facilities (e.g., private cloud, user hosted service portal, etc.). The proposed solution will include consistent secure session management mechanisms to support consistent security context management at multiple levels from VM and container access to user and user groups access control sessions (i.e., authentication, authorisation and Single Sign On). The proposed data-centric security mechanisms will provide a basis for all other mechanisms developed in the project, supporting data security (data policy) management for distributed data sets. The effectiveness of the proposed solutions will be modelled for the main workflow operation and deployment scenarios and against known cloud security vulnerabilities and attacks. For securing the storage and processing of sensitive

data on public clouds, we will develop a solution that would encrypt and disperse data in the public cloud and store decrypted data just in memory..
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