Web Caching.

Adam Belloum Dept. of Computer Science, Computer Architecture and parallel Systems group Universiteit Van Amsterdam

Contents

1 What’s Web Caching 8 1.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 1.2 Statistical information on the Internet traffic . . . . . . . . . . . . . . . . . 9 1.2.1 Popular documents . . . . . . . . . . . . . . . . . . . . . . . . . . . 10 1.2.2 The transfer protocol . . . . . . . . . . . . . . . . . . . . . . . . . . 10 1.2.3 The document life time . . . . . . . . . . . . . . . . . . . . . . . . . 10 1.3 Important task involved in web caching . . . . . . . . . . . . . . . . . . . . 11 1.3.1 World wide web cache consistency . . . . . . . . . . . . . . . . . . . 12 1.3.2 Cache replacement strategies . . . . . . . . . . . . . . . . . . . . . . 14 1.3.3 How to select cache servers? . . . . . . . . . . . . . . . . . . . . . . 14 1.3.4 Cache organization . . . . . . . . . . . . . . . . . . . . . . . . . . . 15 1.4 Parameters that affect cache operations . . . . . . . . . . . . . . . . . . . . 15 1.4.1 Network transfer protocols and web caching . . . . . . . . . . . . . 16 1.5 Current web caching implementations . . . . . . . . . . . . . . . . . . . . . 17 1.5.1 Proxy Caches servers . . . . . . . . . . . . . . . . . . . . . . . . . . 17 1.5.2 The Harvest servers . . . . . . . . . . . . . . . . . . . . . . . . . . . 18 1.5.3 Cache goes Replication: CgR . . . . . . . . . . . . . . . . . . . . . 19 1.5.4 Main Memory Caching . . . . . . . . . . . . . . . . . . . . . . . . . 20 1.6 The Future of web caching . . . . . . . . . . . . . . . . . . . . . . . . . . . 20 1.7 Aspect to take into account . . . . . . . . . . . . . . . . . . . . . . . . . . 21 1.8 Choices that may be discussed and defined for the JERA project . . . . . . 21

2 The Parsytec CC serie 25 2.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25 2.2 Hardware description of the basic functional blocks . . . . . . . . . . . . . 25 2.2.1 OS-link-Module . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25 2.2.2 The PCI-HS-Link module . . . . . . . . . . . . . . . . . . . . . . . 26 2.2.3 The TPM-MPC-604 . . . . . . . . . . . . . . . . . . . . . . . . . . 26 2.2.4 The PowerTransputer Module . . . . . . . . . . . . . . . . . . . . . 26 2.3 The Hardware CC Modules Description . . . . . . . . . . . . . . . . . . . . 26 2.3.1 The processing nodes . . . . . . . . . . . . . . . . . . . . . . . . . . 26 2.3.2 The I/O nodes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27 2.3.3 The Routing Module . . . . . . . . . . . . . . . . . . . . . . . . . . 27 2.4 The SARA/Parsytec CC system configuration . . . . . . . . . . . . . . . . 28

3 The Web Cache Server Hardware Architecture 32

i

4 The Web Cache Implementation 37 4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37 4.2 The Web Cache Simulator . . . . . . . . . . . . . . . . . . . . . . . . . . . 39 4.2.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39 4.2.2 Basic Component of the WCS . . . . . . . . . . . . . . . . . . . . . 40 4.2.3 How works the WCS . . . . . . . . . . . . . . . . . . . . . . . . . . 43 4.2.4 The simulations . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44 4.3 Gathering statistics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46 4.3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46 4.3.2 The Basic component of the workload generator . . . . . . . . . . . 46 4.3.3 Workload generator inputs and outputs . . . . . . . . . . . . . . . . 47 4.3.4 Workload generator implementation . . . . . . . . . . . . . . . . . 48 4.4 Web cache Implementation . . . . . . . . . . . . . . . . . . . . . . . . . . . 48 4.5 The Squid Server Architecture . . . . . . . . . . . . . . . . . . . . . . . . 49 4.5.1 Document replacement strategy . . . . . . . . . . . . . . . . . . . . 50 4.5.2 Document coherency . . . . . . . . . . . . . . . . . . . . . . . . . . 51 4.5.3 Different possibilities for the implementation . . . . . . . . . . . . . 53 4.6 Terminology used within the Modeling Group . . . . . . . . . . . . . . . . 1

Note: This document has been written to keep track of the different literature studies, discussions and implementation work related to JERA project. It is then subject to continuous upgrades.

Chapter : 1 What is Web Caching

Chapter 1

What’s Web Caching

Index Terms– Web Caching, Document Replacement strategy, Document coherency.

1.1 Introduction

The bandwidth demands of the world wide web continue to grow at hyper-exponential rate. Given this rocking growth, the network community proposed the caching mechanism as the most powerful approach to face this problem. A number of web analyses show that the network traffic can be greatly enhanced by using a caching mechanism. Danzig and Hall demonstrated that half of the FTP document transmitted over the NSFNET^1 backbone could be eliminated [4]. A recent analysis of queries to the most popular NCSA Mosaic servers was investigated by Braun. It shows that wide geographic diversity of query sources and popularity of relatively small portion of the server file set present a strong case for deployment of geographically distributed caching mechanisms [8]. This study shows about 40% to 70% of the bytes transfered from the central server could be saved using a cache document timeout^2 as low as 1024 seconds. Netscape, a vendor of web servers claimed in march 1995 that a single web proxy server (proxy server is a web caching mechanism, more details will be given in section 1.5.1) can reduce Internet demands by up to 65%.

In each network transaction, three agents at least are involved: the client, the proxy server, the origin server and the cache.

• The client: An application program that establishes connections for the purpose of sending requests. These are often browsers, editors, or other end user tools.

• The server: An application program that accepts connections in order to service requests by sending back responses.

• The origin server: The server on which a given resource resides or is to be created.

• The proxy server: An intermediary program which acts as both a server and a client for the purpose of making requests on behalf of the other clients.

1NSFNET: National Scientist Foundation Network 2The timeout is the time used for flushing documents from the cache

1.2. Statistical information on the Internet traffic

• The cache: A program’s local store of response messages and the subsystem that controls its message storage, retrieval, and deletion. A cache stores cacheable responses in order to reduce the response time and the network bandwidth consumption on future equivalent requests.

The first approaches proposed to solve the traffic jam on WWW were based on clientcaching, which means that each client is provided with a local cache that allows it to store the last requests. There are two major drawbacks to this approach:

• This approach is considered to be myopic, which means that two neighbor users who require the same documentation from a remote server perform two distinguished accesses and two distinguished transfer and then store the same information twice at the same site.

• Since the majority of the end-users work on a common PC, the cache size cannot be large enough to support a a vast a mount of data. which forces the users to request again data from the remote server.

The client-caching approach cannot be used alone to solve the hyper-exponential growth of the Internet traffic. New methods have been investigated for the two past years which suggested an approach based on sever caching. The principal is quite simple: some servers receiving requests from the end-users or from other serves send a request on behalf of them to the remote servers. Upon receiving the requested data, these servers store a copy of the data in their own cache, and sent it to the requesters. On the next request to the same data the server will serve data from its local cache. This approach allows to reduce the net traffic, the latency for getting the information, however it introduce new intricacies:

• Since a web document can be updated at the source server the copies which are on the other servers have to be invalidated or updated. This problem is known as the “cache consistency problem”.

• To be efficient, the caching servers have to be spread out over the Internet so that the end-user can redirect its request to the nearest one. This issue outlines the problem of the geographical distribution of the cache servers. To answer this question a thorough knowledge of the network topology is required.

1.2 Statistical information on the Internet traffic

In this section we will recall some of the results obtained by James Gwertzman and Margo Seltzer. An important outcome of this analysis is that the access patterns for each document throughout the Internet in not uniform. This means that some sites, and more precisely, some documents at some particular sites are requested more frequently than others, and these sites and documents are spread non uniformly over the Internet. Moreover, even the requesters are distributed non uniformly. In the following subsection, we will discuss some features related to the transferred documents, namely: documents and sites popularity, transfer protocol and document live time.

1.2. Statistical information on the Internet traffic

1.2.1 Popular documents

It has been outlined that only a small percentage of the files available on a given server is responsible for a disproportionate share of requests from that server [5]. For example, the ten most popular files of Harvard servers^3were responsible for respectively 49%, 50%, 13%, 25% of the total request for each one of the four servers, and the 100 most popular files were responsible for 79%, 96%, 68% and 58%. Bestavros confirms this result in [5] adding: “the more popular the server, the smaller the fraction of the documents that account for most of its accesses”. Besides, he shows that the most popular files are the less frequently changed files [6]. Furthermore, Braun indicates in the analysis of the NCSA^4 web that the most popular files are under 10 kbytes [7]. From these previous studies, it is possible to identify a class of documents that greatly affect the Network traffic. These documents can be characterized by the following points:

1. They represent a small percentage of the files at a given server.

2. They are responsible for a large percentage of the accesses at the server.

3. They have a relatively small size.

4. They are the less frequently updated.

This class of files seems to be worth to be considered in the Internet traffic problem. The characteristics listed above showed that they are really suitable for a caching mechanism.

1.2.2 The transfer protocol

The study proposed by Danzig in [4] showed that the Internet file transfer protocol is the source of about half of the documents that traverse the NSFNET. In a previous study the same author showed that many large essentially read-only files are frequently FTP’d across the Internet many time each day. The study his presented deals with the improvement of the FTP protocol to reduce network traffic. Three points have been discussed: server independent file naming, whole file caching and automatic file compression.

1.2.3 The document life time

The document life time is the parameter that affects the choice of the frequency used to update or to check the cached copies. A short period of checking is inefficient for static documents, on the other hand, a long period generates the possibility of cache inconsistencies, which leads to transfer stale data. Nevertheless, in the Internet domain the so called “weak consistency protocol” are tolerated, which is not the case for the traditional computer architecture caches. On the base of the document life time, the web documents were classified in two categories:

3These servers include the Harvard Computer Science Department (das.harvard.edu), the Harvard Campus Computer Organization server (fas.harvard.edu) and the www.ncsa.uiuc.edu, home of the mosaic browser 4NCSA: National Center Supercomputing Application

1.3. Important task involved in web caching

Dynamic documents are defined to be the frequently modified by the source server.

An example of such a document could be an electronic newspaper which is updated every day.

Static documents are less frequently updated, often they represent the oldest documents stored in the server. According to Bistavros results they include the most popular files [].

Some of the documents that travel through the Internet include headers containing information to help the server to decide either or not to cache the document. However the server can also use statistical information to decide if the document is cacheable or not. For example, dynamic documents should be classified as a non cacheable as much as possible.

1.3 Important task involved in web caching

The basic idea behind caching is to keep copies of the documents which have recently been fetched. On the web, caching typically involves the browser itself remembering the documents which were returned when the URLs^5 were looked up, by storing them on the disk, and possibly sending its request via a “cache server” rather than using the stored URL to directly access the remote server. The “cache server” is a particularly useful concept, because it allows large numbers of users to shares a pool of cached documents. The “cache server” takes the URL required by the web browser and examines a database of a local copies of resource that it has already cached. If the resource with the given URL is held in its database, the “cache server” returns its local copy of the resource straight back to the browser. If not, it uses the URL to retrieve the resource from the remote servers, passes one copy of the resource to the end-user’s browser and enters another copy of the resource into its database.

The fact that the Internet is composed of a large number of servers and only few of them can be used for caching the information, and the fact that not all of the documents have to be cached introduce a number of new problems that have to be solved. We summarize some of them:

• Cache consistency: this is a classic problem of all caching techniques used at all levels of modern computer systems.

• Cache replacement strategies: the traditional cache replacement policy seems to be less efficient for web caching, since they do not take into account the new parameters related to the web environment such as: the expected time to live, the time it takes to retrieve a document etc.

• Selecting cache servers (where caching?): this task allows to identify the geographical position of the caching servers.

• When caching? This task is involved in the “server-initiate-caching”, it allows the server to identify the appropriate document to be cached and in the appropriate

5URL: Uniform Resource Locators

1.3. Important task involved in web caching

time. The identification process has to be adaptive in order to follow the network traffic evolution.

1.3.1 World wide web cache consistency

Several naive mechanisms are in wide use by caches today. “Check Every-time” is a common naive mechanism, where a request is made at each time a document is requested. The caching server always sends a “conditional GET”^6 to the next higher cache or server to verify if the cached copy is still up to date. Such a mechanism would result in a message to the document’s home server for each one of the copied documents. Thus the home servers of popular documents would be overwhelmed with “conditional GET” request. “Never- Check” is another mechanism supported by Netscape’s cache. A cache would never verify the validity of its copy, consequently, a fresh copy can only be retrieved when explicitly requested by using the “reload button” in the browser, resulting in a “pragma”^7 request. The third method uses an expiration parameter to keep documents up to date. Each cached document is assigned an expiration time, for which it will be assumed valid. The cache will verify the validity of the cached documents when the expiration time elapses. This mechanism do not guarantee strong consistency of the cached data.

In the following subsections, we will discuss the most important cache consistency protocols used in current web caching implementations, namely: time-to-live, client polling, and invalidations.

1.3.1.1 Time-to-live fields: TTL

The TTL is a priori estimate of an document’s lifetime that is used to determine how long cached data remain valid. Each document is assigned a TTL, when it elapses, the data is considered invalid [6]. TTL’s are simple to implement in HTTP using the optional “expires” header field. The challenge in supporting TTL lies in selecting the appropriate time out value. If the latter is too small, data may be reloaded unnecessarily, if it’s too long stale data may be returned. The study of Lopez [10] tries to automatically place a value for this time-out using some vital statistics of each file (modification rate, access frequency...). He proposed the following formula for the expire date:

Expire Date = (T oday)+(F requency access)+(T ime since last change)+(size) (1.1) Where each term might be weighted in an appropriate form.

The staleness of each document is defined by Dingle as the time elapsed since its lastgood-time, indicating the last time at which the document’s content on its home server were exactly equal to the present contents of the cached copy [19].

1.3.1.2 Client polling

Client polling is a technique were clients periodically check back with the server to determine if cached documents are still valid. Again, the challenge in supporting client

6Conditional GET is a request header provided by HTTP protocol (discussed in section 1.4.1) 7pragma is another header provided by HTTP protocol (discussed in section 1.4.1)

1.3. Important task involved in web caching

polling lies in selecting the frequency of polling. The Alex FTP cache represents one of the implementations of the client polling approach [6]. It uses an update threshold to determine how frequently to poll the server. The update threshold is expressed as a percentage of the document’s age. A document is invalidated when the time since the last modification exceeds the update threshold. There are two important things to note with the respect of client polling.

• it’s possible that the cache could return stale documents.

• it’s possible that the cache invalidates documents that still is valid.

Often an assumption is used in this technique: young files are modified more frequently than the old files. Bestavros found that on many given server only few files change rapidly. Furthermore, he observed that globally popular files are the least likely to change.

1.3.1.3 Invalidation protocol

An invalidation protocol is required when weak consistency is not sufficient. Invalidation protocols depend on the server keeping track of the cached documents. Each time an item changes the server notifies caches that their copies is no longer valid. One problem with invalidation protocols is that they are often expensive in terms of network traffic.

• Servers must keep track of where copies of their documents are cached, which introduce a scalability problem.

• Invalidation protocols must also deal with invalid clients as a special case.

• Invalidation protocols require modifications to the server.

The simulations performed by Gwertzman and Seltzer [7] compare both TTL and client polling (Alex File System: ALE) to an invalidation protocol. According to TTL value or the threshold defined in ALE approach, the TTL and Alex File can respectively save more or less bandwidth compared to the invalidation protocol.

A new extension of the validation check method was proposed by Dingle and Partl in [19] to maintain cache coherency. It is based on expiration time mechanism and provides a stream of document to versions in response to each request. It supposes that it is better to have an old version of the document rather than sitting staring at a blank screen. As a fresher version of the document arrive, the document should be updated in the user’s web browser (option may be used to specify whether the user want to see the newly-arrived documents version). The user should always have a clear indication of the staleness of the documents being viewed (expiration time, the last time the document is known to be good...).

1.3. Important task involved in web caching

1.3.2 Cache replacement strategies

On a cache miss, if the cache is full, one of the entries of the cache must be replaced to store the missing document. Several algorithms have been described in the literature, the more notable of which is the “Least Recently Used” (LRU) algorithm and its many derivatives. The LRU algorithm does not take into account the delay introduced to retrieve the discarded documents. The time required to retrieve documents from different sites can be considerably different. A new replacement algorithm addressing this problem, has been proposed by Bolot in [15]. This approach assigns a weight to each item in the cache and replaces the document with the lowest weight. The weight is a function of the last-reference, the time it takes to retrieve the item, the expected TTL etc. A mathematical model for defining the weight has been proposed w(t_i, s_i, rtt_i, ttl_i) = w_1 ∗ rttl_i + w_2s_i ttl_i + w_3 ∗ +w_4 ∗ s_i t_i (1.2)

Where t_i is the time since the document i was last referred s_i is the document size rtt_i is the time it takes to retrieve the document ttl_i is the time to live of the document w_4, w_3, w_2, w_1 are constants. In the equation, the second term present the temporal locality, while the first one presents the cost of retrieving the document.

1.3.3 How to select cache servers?

Most caching schemes in wide area distributed systems are “client initiated”. Typically, the decision of when and where to cache information are made without the benefit of the server’s global knowledge on the usage pattern. In this approaches clients request a document from a proxy server, which on its turn requests it from the remote server. Another approach, called “server- -initiate-caching” consists in relegating caching decisions to the server, which has the ability to monitor the documents that should be cached [5]. The server initiates caching by determining when to distribute documents and where they will be distribute to. These two decisions are based on:

• The knowledge of the network topology.

• The access history of the document in question.

Server-initiate-caching is inherently cooperative; servers must accept and serve documents sent to them by other servers. To do so, a server should be modified to accept files for replication using a modified “POST”^8 request. A server which receives a thousand of requests per hour should obviously have server-initiated caching priority. To address the “where to push” question; the servers use access histories to calculate the optimal location of the replicas. Moreover, the “When caching” question is addressed using a “push-threshold”. Each server maintains a load factor based on how many requests it serviced per hour. Every time the server satisfied a request for a document it increments

8POST is a communication header provided by HTTP protocol

1.4. Parameters that affect cache operations

its load counter. Every hour, the server computes: Loadnew = loadold x decay, where decay= 0.5. When a server exceeded the push-threshold, it replicates its popular files to the optimal location.

1.3.4 Cache organization

Since each implementation supports highly concurrent streams of requests. It has been shown in [1] that the hierarchical organization of the cache is one of the most powerful solutions. Caches resolve misses through other caches higher in the hierarchy. In addition to the parent-child relationship, some hierarchical caches support a notion of “siblings caches”. The “siblings caches” are situated at the same hierarchical level, and are allowed to exchange copies of data among each other. The principal drawbacks of the hierarchical organization are:

• As the hierarchy deepens, the root cache becomes responsible for more and more clients, It is therefore recommended that the hierarchy terminates at the first place in the regional network or backbone where the bandwidth is plentiful [1].

• If the document is not already cached in a leaf node it typically isn’t cached in a higher level node either. Furthermore, the leaf node caches are typically limited in size (10 MB, 100MB for proxy cache) [5].

Figure 1.1: Example of a hierarchical topology with sibling relationship

1.4 Parameters that affect cache operations

The problem faced in implementing a cache in a web environment, here have been solved a decade ago in the OS community. However, since the working frame has changed, new parameters interfere now in cache operations . These parameters are related to

1.4. Parameters that affect cache operations

different domains such as: transfer protocol, network topology, etc. In the next subsection, we will discuss a few parameters that have been used in web caching mechanisms.

1.4.1 Network transfer protocols and web caching

It has been outlined in [4] that the network protocols could be used to classify data transactions on the net, which allows to identify the most frequently used protocols in the network transactions (FTP is the source of half of the documents that traverse the NFSNET backbone). In addition to this, the transfer protocol such as HTTP provides mechanisms that have been widely used to solve some of the problems involved in caching through the Internet. We have listed bellow some of the mechanisms provided by the HTTP protocol and which have been successfully used in a number of web cache implementations.

“If-Last-Modified: date” Some caching servers take advantage of the CERN supported “If-Last-Modified’ request which allows to identify the last update time of a document. It allows the server only forwarding clients to caching servers which hold a fresh copies, as well as for the caching server to check out the validity of their content. The use of this information requires the definition of an “expire time” used as a threshold to start executing actions onto the documents.

“Pragma: no-cache” This header can be appended to a GET message and indicate that the cache may not return a cached document; it must return an authorative and definitely fresh version of the document retrieved from the document home’s server. A “pragma: no-cache” request therefore passes up through all caches in the hierarchy to the document’s home server.

“Last-Modified: date” this header is attached to every document returned from a GET message, and indicates when the document was modified to create the specific version being returned. A document’s last-Modified time acts as a unique version identifier for the document [19].

“Date: date” is returned in response to every GET request. “Date” represents the last date at which a document was known to be good. This is not the same as a document’s Last-Modified header. A detailed example is given in [19] which explain the difference between the “Date” and Last-Modified header.

“Expire: date” When this header is sent in response to a request, it means that the document definitely will not change before the given date.

Many approaches were proposed as it will be discussed in the following sections. It has been outlined also in many papers, that the cache strategies are designed according to statistical results, derived from collected traces of the Internet traffic. For those tasks the use of network protocol parameters is useful to identify the network traffic (Danzig uses IP network numbers to collect the traces through the network).

1.5. Current web caching implementations

1.5 Current web caching implementations

1.5.1 Proxy Caches servers

The proxy mechanism was introduced into the CERN HTTP server in 1994. One of the primary uses of the proxy cache was to allow access to the web from within a firewall figure 1.2. The proxy server waits for a request from inside the firewall reads the response and sent it back to the client. Current proxy methodology is based on the earlier gateway code written by Tim Berners-lee as a part of libwww^9.

Besides the ability of caching data the proxy server improves the communication between a user inside the firewall and a remote sever (more security, easy to install, new abstraction level for the user...). The forking process used by the proxy server decreases the performance of the system, since it forked for each connection it received. The incoming connection could not be accepted fast enough and users were turning away. The Netscape proxy server (beginning 1995) which relies on a non-forking process model allows to significantly reduce strain on the hardware [16].

Figure 1.2: Firewall Topology

1.5.1.1 Technical details

• When a client sends a request to a proxy server, it always uses the HTTP protocol, even when accessing a resource served by a remote server using another protocol like gopher or FTP.

• However, instead of specifying only the pathname and possibly search keywords to the proxy server, the client specifies the full URL. This way the proxy server has all

9The libwww is the WWW common library URL: http: //info.cern.ch/hypertext/www/daemon/status.html

1.5. Current web caching implementations

the information necessary to make the actual request to the remote server specified in the requested URL, using the protocol specified in the URL.

• Most www clients are built on top of libwww, which handle the different communication protocols used in the web. The entire proxy support is handled automatically for client using libwww. Environment variable are used to control the library. The is an individual environment variable for each access protocol: http proxy, ftp proxy, gopher proxy and wais proxy (these variables are set to the URL pointing to the proxy server).

• When environment variables are set to connect the user to a defined proxy server, the libwww code causes a connection to be always made to the proxy rather than directly to the remote server. The latest version (version2.15) of libwww also supports an exception list so client don’t have to always go through the proxy server [3].

• Proxy server support is implemented only for HTTP/1.0.

• To check the validity of the cached data, proxy servers are able to do a conditional GET (“If-Modified-Since”) requests. The GET request is otherwise the same except that this header contain the date and the time that the document currently in the client (proxy server) was last modified. If the document has not been modified since the date and time specified, it will not sent back the documents, instead only the relevant object meta-information header such as expire date will be returned.

1.5.2 The Harvest servers

The next generation of the proxy servers was not only able to act as a simple proxy with a cache of documents to improve performance, but it also supports interaction with neighbor and parent caches in a co-operating hierarchy. The Harvest server was the most notable of this caching server generation. This model improves performance in the case of a cache miss by allowing other close-by caches to say whether they have the requested document. This means that any cache that is a part of a large cooperative hierarchy benefits from the documents stored in all the other caches. The harvest cache implementation is optimized to support:

• A highly concurrent stream of requests with minimal queuing for the OS-level resource, using non-blocking I/O, application-level threading and virtual memory management, and a Domain Naming System (DNS) cache.

• The Harvest cache can also be paired with the existing HTTP servers (httpd’s) to increase document server throughput by an order of magnitude. It is then used as an http-accelerator, by running this http-accelerator in front of the httpd, once a document is in the http-accelerators cache all future hits will go to the cache and the misses will go to the native httpd.

• To reduce the cost of repeated failures (e.g., from erroneously looping clients) two forms of negative cache were implemented. First when a DNS lookup failure occurs, the negative result is cache for five minutes. Second when a document retrieval failure occurs, the negative result is also cached for a parameterized period of time.

1.5. Current web caching implementations

• The Harvest cache keeps all meta-data for caches documents (URL, TTL, reference counts, disk file reference, and various flag) in the virtual memory. It will also keep exceptionally hot document loaded in virtual memory.

The Harvest server provides a very efficient means of gathering and distributing indexing information, supports the easy construction of many different types of indexes customized to suit the peculiarities of execution information collected, and provides caching and replication support to alleviate bottlenecks. Each Harvest server consists of the following subsystems:

• Gatherer: provides an efficient and customizable way to collect indexing information. It scans periodically, maintains a cache of indexing information, and allows information to be retrieved in a single stream. It addresses network transmission inefficiencies by providing remote access to the pre-filtered, incrementally updatable indexing information in a compressed way.

• Broker: provides an indexed querying interface to gathered information. Broker retrieve information from one or more Gatherers or other Brokers, and incrementally update their indexes. It records the records unique identifiers and time-to-live’s for each indexed document, garbage collects old information and invokes the Index/search subsystem when it receives a query.

• Index/Search subsystem: to accommodate diverse indexing and searching needs, the Harvest server defines a general broker-indexer interface that can accommodate a variety of search engines. The principal requirements are that the back-end support boolean combinations of attribute-based queries and it support incremental updates.

• Replicator: The harvest server provides a weakly consistent, replicated wide-area file system called mirror-d. Each mirror-d instance in a replication group occasionally floods complete state information to its immediate neighbors.

Object-cache: The cache sends query datagram to each neighbor and parent, plus an “ICMP??”echo to document’s home site, and chooses the fastest responding server from which-to retrieve the data. It runs as a single, event-driven process. I/O to the disk and to the cache clients are non-blocking.

• Harvest Object subsystem: allows users to type data and associate method with the data, which are automatically invoked when a user selects a hypertext link to the data.

1.5.3 Cache goes Replication: CgR

By merging the administratively simple passive caching with the more work-intensive active mirroring of data into an active scheme, a new concept of caching mechanism was proposed by Baentsch, Molter and Sturn in [18]. The idea here is to create a hierarchy of replicated servers, such that only few of the “Replicate Servers” are known to the “Primary Server”.

These replicas of the first level may themselves have “Replicate Servers” and forward the data they obtain from the “Primary Server” on to their “Replicated Servers”. Each

1.6. The Future of web caching

server in the hierarchy has the ability to replicate the cached documents using an appropriate heuristics-based algorithm.

The problem of locating the “Replicate Servers” remain to be solved. To address this problem a new service called WLIS for “Web Location and Information Service” was developed. Its primary purpose is to determine what servers are grouped together in a logical server groups of primary and replicate servers.

1.5.4 Main Memory Caching

This mechanism allows storing frequently accessed documents in the main memory of the server instead of storing all documents on disk. The server accesses its own cache directly without any help from the file system and therefore without the overhead. The experimental results in [21] show the efficiency of this mechanism using traces gathered from variety of Web servers. It has been shown that a few Mbytes reserved in the main memory for cache operations are enough to hold the most frequently accessed document of the servers, resulting in a hit rate between 33% and 70 %. To make the best use of this limited main memory cache, a caching policy that prefers caching of small documents is used. This caching policy dynamically adjusts itself to the incoming requests and the available cache size, so that it always achieves (almost) “optimal” hit rates [21].

1.6 The Future of web caching

In terms of efficiency, web caching has a lot of potential. We summarize some of the main ideas for future development in web caching:

• Cache co-operation: As far as co-operation is concerned, Harvest is leading the field.

Unfortunately this co-operation is limited to networks of Harvest caches as no other server currently understands the inter-cache communication protocol used [16].

• Client resilience in the event of cache or a network failure.

• Proxy auto-configuration: the client is able to determine which proxy server(s) it should use.

• Networks for caches: it would make sense to provide dedicated international network links for cache traffic alone. It is hoped that the old, now redundant, links will become dedicated to the caching operations.

• New HTTP protocol: the current used HTTP protocol shows weak performance when retrieving long files across a congestioned network. It should be possible for a particularly busy cache to hold open connection to a popular server permanently. This would completely eliminates the cost associated with asking for a new connection for every requested URL.

• The use of more speculative techniques: these methods try to update a cache document before the document has been explicitly requested. If we do have enough network bandwidth to spend some of it downloading documents which might never be used, we might use two sorts of speculative mechanisms:

1.7. Aspect to take into account

– Pre-fetching: the cache periodically refreshes cached documents so that they will be less stale when requested by the user. Another mechanism of prefetching consists in downloading some or all links involved in a web document.

– Replication: refers to the distribution of popular documents to caches before those documents have ever been requested through those caches. Tim Berners- Lee has made a proposal which calls for research in replication.

• Heuristic-based algorithms are used to choose the appropriate value of a parameter

to perform a specific task (threshold, TTL, cache size, document size, ...). It is therefore important to investigate theoretical schemes for determining these parameters.

• TTL determination algorithms using e.q histories. • Coherence protocol in between invalidation and TTL. • Workload generators for simulation. • Caching of dynamic documents • main memory caching

1.7 Aspect to take into account

• Democracy of caches: every item is treated equally. As opposed to real life, most of

the time this is not desirable. Some possibly important documents are flushed from the cache in favor of more recently requested, but less important, data.

• More even overall bandwidth usage: the problem of highly irregular network traffic should be remediated by creating a much more stable network usage p.More53825/o• Come used in cache ipdeon the end erationyumn ebility to to

twhicl the system,g(is)g(p)s(erformang)f(so)sΩ(ecia)h(tosks)0454836yFh(ffl)49bFl(T)h civersety the pWW csers a warge umbersehΩof creterliaf(that)h(tan)h(a)s(e)h444493y(dsed)ieto chone oe wsoltion oather the sther

Fj(1.78135Ωb(Cuhoies)i5b(thet)g(smal(t)f(but(ecg(diskussed)h(and)g(difined)ifΩfor)h(rhe)g(sJERA306493y(pro)m7b(ject)21195517yFl(P1)49b(EQ:(HTTP)Wic)m(h)h(c)m(yp)s(es)hof)e(do)sΩcumen)m(ts)h(wmmΩ(out)g(o)s(e)g(aac)m(hed)?2855548y(ia)18b(tost)32Ωb(refuested)g(Uo)s(cumen)m(ts)g((U)s(opular)fdUo)s(cumen)m(ts))128Ω5506y(b(b)18b(tAl)301b(the)3irequested)i(bo)s(cumen)m(ts).29ΩΩ5567y(“(c)18b(ESall)/arge)f9b(oo)s(cumen)m(ts).298Ω5580y(w(d)18b(tDnamic)statuc)m01b(to)s(cumen)m(ts).2Ω6133yFd(A.)f(Bel)t(loum)787b(University)30b(of)h(A)n(mster)l(dam)Ω1570bFl(121peopΩ%%Page:20219Ω0218bop20469aFe(1.68)89b(Tuhoies)i3b(thet)g(smal(y)i(t)s(e)geΩdiskussed)h(and)g(difined)iffor)h(the)fesJERA3(pro)mΩb(sect)2016637802v244407aFl(tRemark)54b(pSc)m(h)h9Ωb(ade(c)m(ho)ic)3irequeirs)g(a)e(gtatistical)d(andalyss)h(if)h(the)g(Ω(Dut)m(h)h(nei)m(w)m(ork)g(tran016c)g44527Ωy(to)32Ωbiden)m(tify)g(twic)m(h)h(c)m(yp)s(es)hof)e(dota)g(teneratos)i(bhe)mΩ(yvyg(tran016c)gfon)f(toheh(nei)m(w)m(ork).211979y(Θ)49Ωb(TQ:(HTTP)Wic)m(h)h(camog)f(the)h(psed)g(a)m(eb)h(cac)m(hi)gΩ(serategies)e(is)fΩ(adated)h(fn)e(the)hisJERA3(pro)s5b(sect)?28531y(t(ia)18b(tSmple)i1b(pri)m(xy)j(serv)m(er.298Ω5092y(t(b)18b(tC-op)s(eratio)m(e)g33(pro)m(xy)g(serv)m(er)hΩ((Darv)m(est)).)79ΩΩ12542y(“(c)18b(EgR)133(pierarc)m(h)cal)e(scrv)Ωm(er).298Ω14123y(w(d)18b(tain)382b(memory)g(cac)m(hing).2119Ω615y(e3)49b(EQ:(HTTP)Wic)m(h)h(cac)m(he)h(p)s(elicy)fdm)m(uct)i(c)sΩ(etg(used)h(Ho)e(cp)s(date)g(the)g(cac)m(he)?285818Ωy(f(ia)18b(tNao)m(e)g33(plgorithms)d(ac)m(hec)m(k)j5Ωb(Cv)m(ery)-ime)/Nv)m(ery-)m(hec)m(k)).)798Ω14977y(t(b)18b(Enpire)g3b(thme)f(sased)h(algorithm.).29ΩΩ213y(“(c)18b(If)m(v)-5b(alidation)29822968y(w(d)18b(tS)s(eculativ)m(e)h3Ωb(bppropc)m(hes)h(apre-)etc)m(hing)/eplication.).)794Ω2750y(dRemark)54b(Ihis)43b(cam(ho)ic)3gwill)e(aifinedj(the)f(n)sΩ(eraormance)2(of)f(the)i(hac)m(he)g(clherence)3(p)s(elicy)f94Ω2762y(w()m(eak)/trokng).)1419282y(i4)f(BQ:(9b(oIfg(an)mgΩexpire)-hme)f(sased)hialgorithm.d(in)h(com(ho)s)n)k(ao)m(wse(c)uld)f(Ωw)m(e)h(m014ne)g(the)g(tptimal”c(v)-5b(arue)34429043Ω(of)iHTTP)he)h(pxpire)-hme)?2853145y(t(ia)18b(tUsng)33Ω(a)f(cmtheraticallfdm))s(del))798Ω13305y(t(b)18b(teuristic-33Ωb(baned)g(an)g(ftatistical)ddinformation.)39ΩΩ366y“(c)18b(IAgorithms)d01b(thet)h(tue)i(t.q)hfhistories.)1419366Ωy(T5)49b(EQ:(HTTP)o)m(w)m(to)e(cepliac)g(do)s(cumen)m(ts)i(sn)m(to)gΩ(the)hicac)m(he)?285870m(t(ia)18b(tClssival)382b(metho)s(ds)fΩ(“(LRm(hU,..).)798Ω18030y(t(b)18b(tMtho)s(ds)f3Ωb(thet)e(oak)m(e)g(sn)m(to)geaccoun)m(t)phnew)g(carameter))g((UTL,)egΩexpire)-hme),..).)79ΩΩ4191y(“(c)18b(EIen)m(tify)ng)33Ω(aew)g(carameter))g(hat)f(tculd)g(ca013erc)h(resliac)en)m(t)dΩ(alworithm.).24194393y(w6)49b(EQ:(HTTP)Wit)h(ts)f(thenh(ip)imal”cΩ(size,j(on)f(the)h(fac)m(he)?285495yt(ia)18b(tLrge)f3Ω(asze)g(sn)f(toheh(nisk.)698Ω18755y(t(b)18b(tReltiv)m(ely)c2Ωbimall)e(dize,j(oac)m(he)h(in)edthe)i(cmin)e(femory)-8Ωb(.)44194957y(t7)49b(EQ:(HTTP)Wit)h(ts)f(thenh(iurren)m(t)g(top)gΩ(orogy)0dif)h(tDut)m(h)h(nei)m(w)m(ork)?285519y(t(ia)18b(IAe)g3b(thhre)h(ild)f(and)i(Iew)g(concection)).298Ω55320y(t(b)18b(tReundan)m(t,)4b(libnk).29ΩΩ5480y“(c)18b(IHerarc)m(h)m(y)g8b(.)1419562y((8)49b(EQ:(HTTP)Wic)m(h)h(cre)g(Ωthe)g(cac)m(he)h(ip)s(eration)gdthat)h(tan)/)m(uct)iho)s(e)g(aim)m(Ωulatid)?2855888y(ia)18b(toherence)34b(serategi)-8Ωb(.)46133yFd(A.)30b(Bel)t(loum)787Ωb(University)30Ω(of)h(A)n(mster)l(dam)1570bFl(202peopΩ%%Page:20320Ω0319op20469aFe(1.68)89b(Tuhoies)i3b(thet)g(smal(y)i(t)s(e)geΩdiskussed)h(and)g(difined)iffor)h(the)fesJERA3(pro)mΩb(sect)2016637802v248407aFl(s(b)18b(tReliac)en)m(t)d3Ω(a)gorithm.)19ΩΩ569y(“(c)18b(Ether)43b(tac)m(hing)g(pfuntion))f(ΩwΨo)g(b)s(e)h(sifined)).)141972y(s9)49b(EQ:(HTb(The)0iscanlbilit)m(y)ecand)j(ifalt)feto)eratce)3(pan)h(a)s(e)hΩ(retgardd)g(as):285376y(t(ia)18b(tSanlbilit)m(y)/falt)f9Ωb(po)eratce)3jinsideg(evc)m(h)i(ierv)m(er)248Ω14137y(t(b)18b(ESanlbilit)m(y)/falt)f9Ω(po)eratce)3jif)g(a)h(pet)g(tf)f(sprv)m(ers)jΩ713341y(Φ)49b(EQ:(4b(The)3(serv)m(er)gΩhat)f(till)e(a)s(e)iΩ(resirged)g(ns)g(a)gfpart)ghof the b aitsng tWWW.ghoSo .owsedpan wy(implemen43b(HTTP)43588.35ducng)f(aore)g(sata)g(Ωtraffic)g(at)g(nogh)m(t)imetse of thenh(iad)-5Ωb(ar)m(talgs)i3b(of013erendg(b)s3588.3he)f(n)revousork tn Ωweb dacia)18b(tDfineng)32ΩP pxpct terface tith ttherers.t(b)18b(this)30b(is)m(terface)efshould ae Ωmoin frder to ufolowse(the)hjfuture ftatdanrd458Ω61947y(of)i(the)i(b)m(eb.)47Ω210y(L11)49b(EQ:(Hb(Asph(siscribs(ed)gΩ(in)edthe)i(cJERA3(pro)s5b(ject)2HTTP)Draft)42b(aAster)am)11Ωb(oerv)m(er)i(inse(the)h(p)s(ottlenec)m(ksg(of)244Ω2297Ωy(aDut)m(h)h(nei)m(w)m(ork)ghsince)2(the)g(Ω)m(ternational)edΩconcection))j(ga)s(es)gΩ(hrough)g(tit.2852474y(t(ia)18b(IE)m(en)h2b(infd(a)ghlo)s(cat)d(fualt)fito)eratce)3(phs)g(a)s(een)h(Ωoak)m(e)n)gsntotheerformance

server pill be inther whict difiy dametically imp the cervers an the oache iontrnts )m(v)m(era)gttherers.i(cmis3588dreduce)h(the)f(Ωimp)at ehe doct oailures d12 EQ:(4b(BPm(orular)t)m(y)e(of)g(smios)i(bnd)f(to)sΩ(cumen)m(ts)h(ns)g(aot)f(o)h(p)s(ormanen)m(tl)(c)m(hoaactieistic-)i(int)Ωcmo)s(v)m(es)i4433921y(from)c7b(ofn)3(seit)g(to)gΩanother pnd Ωfrom tne oocument so the TWicp of thenh(iI)m(ternaet.28Ω496y(l(ia)18b(tIducng)f3b(surv)m(er)i(io-op)s(eration)g0Ω(odrang)g(p)s(erakh(p)s(erio)s(dis)698Ω18658y(t(b)18b(EAn39b(A)m(v)m(erawhelm)df(terv)m(er)h(wcn)e(isk)ghfor)e(a)h(pelp)fgΩfrom)f(tn)h(ather)g(cerv)m(ersi(whec)m(h)h(is)g(tess)g58Ω6477y(ongestid.)714961y(T14)49b(EQ:(Hb(The)2(cJERA3epro)s5b(sect))4b(lill)e(an)m(v)m(olv)m(edh(p)s(erope)g(nrom)f(tifferen)m((t)i(odmain)s,f(they)4hpill)d(ba)m(v)m(e)gkto)24455102Ωycollea)s(or)te)g0b(cnfi(or)dr)f(th)gfaesirgephnher)(serv)m(er.25Ωb(ahis)30b(iill)d(b)s(e)j(rdoneg(b)s358:2855505y(t(ia)18b(I)-8b(oc)m(haical)38b(doe)s(orts)i98Ω1567a(t(b)18b(EPm(ero)s(dica(HTTP)seinatrs46133yFd(A.)3eBel)t(loum)787Ωb(University)30b(of)h(A)n(mster)l(dam)1570bFl(203pΩeopΩ%%Page:21Ω221Ω1Ω220bop16292362yFlnTuhatedr787b(o:)102b(o2i9862793Ω(oEn)7b(of)-b(v)-(f.rviw)g75b(ofngjthe)hgEPm-b(vtrsyec)m7Ωb(sccpeopΩ%%Page:20222Ω0221bop110071yFlnTuhatedr787b(o2019486y(The)4fEPm-Ω(vtrsyec)m7b(oCC)(servie019359yFhkIndex/)4b(l)-8Ωb(Urms)–i1b(Fl(Pr)mvtrsyec)mjPr)mvtrlledld(complutr))0Ω228yFhj(21)114b(sI)l(t)o)stodrtion)h4632457yFl(The)g2b(EPm(etrsyec)mhoCC)fpartlledldccomplutr)j(sestem,g(is)ggresirged)g(nh)gΩgbuilt)e(vsoltion))h(for)g(f5dutribal02537y(Ωd)e7Ωb(osien)m(t)fic)Ωhapplication-sd(in)h(bhe)hi(rea)g(of)f(tconituv)m(e)hh(actomaticn.)35b(The)48b(cestem,g(ippropc)m(heg(is)gΩ2668y(wased)313b(ofng(the)g(ain)sream)e(oPCm(toc)m(hairogy)0gbuilt)f(Ω(reun))g(the)gi(RISC)fpao)s(cess.r)h(rPm(orm(w)m(oerPC-604)0Ω218yThe)4dEPm(etrsyec)mioCC)ecestem,g(ionsists)g(if)f(spr)m(erallhΩ(fruntion)l)e(me)s(diuls)gΩ(rom)f(twic)m(h)h(the)g(e014nel)e(sclvt)4Ω29319y(toon)g(fn)h(cuilt).(4b(The)31b(pcanlbilit)m(y)ecand)jΩ(fi5exiilit)m(y)efif)h(the)g(system,g(iesirgep(mak)m(e)g(st)e(sasy)hiΩto)g(conn014gura)03109y(the)336b(cestem,g(io)f(that)f(it)f(Ωip)imal”y)e(imees)j(toenh(iacual)e(mequiremen)m(ts)j(of)f(the)gΩ(costomirs)f(anplicat-031769y(toon)s)1466342y(Thes3eprtrsyec)mgoCC)fΩsystem)h(anc)m(h)cec)tre)f(1s)f(tased)h(ao)g(the)ig(MIMD3(proncipal),gdΩfi.e)43b(Tvc)m(h)i3b(com)-031541y(lutr25b(cn)s(del)(has)h(tts)e(Ω()m(wn)h(to)s(cat)dememory)-8b(.)14b(The)36b(Bomplutrf(nots(del)fΩ(fle)g(oncectid)h(Ho)efeac)m(h)h(nther)ge(vi)h(p)01366Ωy(ahgh)m(t)djsp)s(ec))i(iomm)m(unication)dclinks)i(i“HS-inks”.40Ωb(iI)29b(irder)f(to)gfpro)m(vide)i(a)f(h)ih)g(t)s(erformance)2goom)-0Ω371y(T)m(unication)d(net)m(w)m(ork))k(aoghly)edefficient reoutr nots(del)fhwith tag(iesado)s(c)m(kigΩ(roe)h(reoutr)j(nmc)mΩ(hnnism)e3900y(balled)d(“W)m(orkmhol)h(tpc)m(k)gmet)mireoutng 212114b(sHard)l(ere)i6b(piscripoon)g(ff)ifΩthe casec druntionssed. culhk

Fl(Byfore)295Ω(piscribng)g(tre)hgEPm(etrsyec)mioCC onfiguration:e(w)m(a)hi(reaifΩtgong)e(thoi(ssed)i(int)dis)ggrnterneting Ho ave a huirk loop a ahe pifferent sno cuiltdng tlockisj(and)h(to)gfpist faeatres The forlocnformation will halp the srader winget tnderstandsh(the)geEPm(etrsyec)mΩjanc–2121 TOS-inksMolPCI-OSgΩtLnk adatedrg(is)ggresirged nh intoegate bhasrdikevironmtentsreunthesPCI-bu. TUpiHTTP cervil Fli(1360Ω5276ł(Fl(Tcn)eia)s(e)hfesed)i(iim)m(ulaandously)h8b(.)1Ω5536yA Th425hfeinshfesedHocsnos(del)e(roe)h(for)e(aompluttional)e(nosks)aypv(eralnplng)01567a(tata)g(thansmfr)h(pnd)fghrocess.ng

servilainksalpnciludsrrucOS-inks01545y(n[24o(])h1846933Ω(Fl(T25heopΩ%%Page:20323Ω0322bop1650469aFe(12.3)90b(CTe)37b(pHsrd)lmfle)gfoCC)(MolsΩ(diuls)gf(Dscripoon)g016637802v0407aFl(–2121)112b(The)38b(iPCI-HS-Lnksf(aorsΩdiuls146Ω592yFl(The)geiPCI-HS-Lnksf(me)sΩΩdiuls1(act))i(bn)g(a)n)fis)m(terface)egb)s(et)m(w)m(een)j(ihe)geΩserviltpeclinksf(and)i072y(aartlledld3Ω(vro)s(cess.ng)k(aots(del)ffoncectid)hi(vi)hdthe)i(cPCI-bu.)44Ωb(The)00b(oPCI-HS-LnksfgaorsΩdiuls1dTcn)eiaiituv-03832Ωycto deta thansmfr apends/eceives in oansmlutrendiroof iacuivties BLgrodsdc(de-coulicg)g(pu)hΩ(the)ghvrocess.ng and the tommand whe ∫∇≀⌋⌉∫∫↙\} ⊣≀∇∫⊗⌈⟩⊓↕∫∞⌈T∫⌉∫ ⊣ ⊗√⌉⊣⊔⌈⊣\∇⌈△⇐⌋PC‖⇐⊣≀∇⟨⌉∇⇒⇒∫⇐≀∇∇⌈⇒↙⇐△←⌊⇐TI⊔∈∃←⌊⇐√∇≀⌊⇕⇐⊑⟩⌈⌉⇒⟩⇐⊣⟨⌉⇒{⇐\≀∇↕≀⇒⇕⊗⇐⊒⟩\}⇒⌋⊗∞∀▽†̸⇐{⌉⊔⊣⊔∇⌉∫⇒⇒∞△▽←∋△∃∞←†←F⟨⇐•⇒△∃←⌊←F↕⇐BP⇕⇐≀∇⇕⇐⊒⇒⇕⇐≀⌉∇PC⟩⊗▽←⌊⇐}′̸△⌈⇐⊣⌋∞′′⇒}⇐⇕∋∋←⟩}⇐MH‡⇒↙⇒∞△▽⊗▽▽∞′△†←F⟨⇐•⇒△∃⊗⌊←F↕⇐C∀⟩HTTP⇒⟨≀⟩}T∈▽⟩̸}⇐M⇒⇕⇐†⊔⌉∫⇒⟩|M⌉⇕≀∇†⇒{∀←⌊⇐↙⇒∞△▽←▽∈∃←†←F⟨⇐•⇒△∃←⌊←F↕⇐TPCI↖⌊∇⟩⌈}↙⇒∞△▽←△▽△∀←†←F⟨⇐•⇒△}⊗↕⇐PSCSI⇔|△←⌊⇐⟨E⟨⌉∇⇒⌉⊔⇒⇕{≀C⇕⇒⇕⇐⊔∫∇≀↕⌉⌈⇒{⇐≀{\↖⇒∫⇐≀∇∇⌈⇒↙⇐△▽←▽∈↚†←F⟨⇐•⇒△∃←⌊←F↕⇐I′⇒∋∈←⌊⇐⊣∈▽⟩̸}⇐KB⇔}⟨\∞∈←⌉⇐⟨KB△⇐⌋L∈↖⊣⌋⇒⇕⇐⟨⟩⇒}⊗⇐∫⟩√⇒⟩⇕\⇒↕⇒⇒↙⇒∞△▽⊗▽▽∀▽∃†←F⟨⇐•⇒△∃←⌊←F↕⇐I∋′′∋∈←⌊⇐⊣⌊⇒⇕⇐†⊔⌉∫⇒⟩⇐∇⟩∫‖⇒{⇐⇐∫⟩√⇒⟩⇕\⇒↕⇒⇒↙⇒∞←∞̸∋∋←†←F⌈⇐A↙⇒⌈⇐B⌉↕⇒⊔⇐↕≀⊓⇕⇒∀⊗←⇐U\⟩⊑⌉∇∫⟩⊔†⇒∋′←⊗⇐≀{⇒⟨⇐A⇒\⇐⇕∫⊔⌉∇⇒↕⇐⌈⊣⇕⇒∞▽′←⌊←F↕⇐∈′⟨̸←⌉≀√⊗↗↗P⊣}⌉¬←∈′∈△∈∈←⌊∈∋⌊⇐√←∞▽̸′△∄←⊣←F⌉⇐∞∈↙∋⇒∃′←⌊⇐CT⌉⇒∋←⌊⇐√H∫∇⌈⇒↕⇕◯⌉⇒}{≀CC⇒⇐M≀↕∫⊗⇐⌈⟩⊓↕∫⇒}{⇐D∫⌋∇⟩√≀≀\⇒}←′←∞̸←∋∀′←∈←⊑←′←△′←⊣←F↕⇐¶∈∞∋∞⇒∞∞∈←⌊⇐T⟨⌉⇒∋∀←⌊⇐⟩∝O⇒∋⇐\≀⊔∫⇐⌈⌉↕⇒{△⊗̸←▽∃∈†←F↕⇐T⟨⌉⇒}←⌊⇐I⊔O⇒∋⇐\⊣⌉⊣⊔∇⌉∫⇒|}⊔⇒⇕⇐⊒⇒⇕⊗⇐≀∇⇕⟨⟩⌈⌉\⇒⇕⇐⊔⟩{⊣⊔⇒⌈⇐{∇≀⇒∫⇐⌋⌉∫∫↙\}⇒‖⟩⇕⌉⇒∫⇐⌈⟩⊓↕∫⇒⇒▽∀←⌊⇐⊣A⌈⟩⊔⟩≀\⊣↕⇒∈△⊗⌊⇐T⇒⇕⇐⟨≀⊣⊣⌋⊔⟩⌉⟩∫⊔⟩⌋↖⇒⟩|M⇒∫⇐⌉∇{⟩′←∈←†⇐⊣⊣≀⇒∫⇐⌋⌉∫∫↙∇⇒⟨∋⊗⌊⇐⊔∇⌉⇒⌉⇐‖∇≀⌊⇕⇐⊑⟩⌈⌉⇒⌈⇒∞△▽←∋∃′∃†←F⟨⇐•⇒△∃←⌊←F↕⇐I∈∋∈←⌊⇐⊣PCI⟩⇐⟩⟩↕≀∫⇒⌉⇐⊗⇐∇≀⌉⇒⇒∞△▽⊗▽∞∞∞←†←F⟨⇐•⇒△∃←⌊←F↕⇐PV⇕⇐⊑GA∋∈←⌊⇐⊣G∇⊣√⟨⌋⇒}⇐⌈{\↖⇒∫⇐≀∇∇⌈⇒↙⇐∞△▽←∋∞∋∞←†←F⟨⇐•⇒△∃←⌊←F↕⇐⇕SCSI⇔|△←⌊⇐⟨RS↖∈∋∈⇒⌈⇐⌈V⇕⇐⊑GA⇒⟩⇐⟩⇒⇕⇐⌉⌉†⇒∫⊗⇐⌉≀\∇⌈△}∇\⌈⇒}⇐⊔⇕≀∫⌉⇒}⇐≀≀\⌋⌉⌋⊔⟩≀∇∫⇒∞△↚∞̸′∃←†⇐≀⇒↖∀←⌊⇐≀⇒∋∀∃⌊⇐⌊⇒∫⇐⌉\}}∇\⇒⇕⇐⊔⌉∇}⊣⊔⌉⇒⌈⇒}⊔\⇒⇕⇐⊔≀⇒}{⊣⟨⌉⇒}⟨⊑∇⊔∇∫†⌉⌋⇒⇕⟨≀CC⇒}⌋⌉∫⊔⌉⇕⇔}⇐⟩⟨⌉⇒}{⇐⟨⊣⇒∇⌈⇒↕⇕◯⌉⇒}⇐⟩∫⌋∇⟩⌊∫⇐⌉⌈⇒}⟨⊒\⌊∫⇐≀∇⇕⇐⊒⇒⇕⇐⌉⇒}⇐⌉⊣∫⇒{⇐⇕≀⇒⌉⊗▽∞∈∃←†⇐⇒∫⇐⌉⇒|∋←⌊⇐⌋≀\∫⌉⌋⊔⟩⌈⇒⟨⟩⇐≀⇒⌈⇐⊔⇒⌉⇒}⇐∫PCI↖HS↖L\‖∫{}⊣≀∇∫⊗⌈⟩⊓↕∫∞⇐⟩\⇒}⇐⊗≀∇⇒⌈∇⇒{⇐⊔⟨⇒}{⊣∇≀⇒⇕⇐⊑⟩⌈⌉⇒⟩⇐⊣⇒⇒}⇐{HS}}∇\⇒⇕⇐⊔⌉∇\⊣⌋⌉⇒⌉}⌊≀⇒}{⊣⟨⌉≀⊔⊔⟨⊗′←∞∈△←†⇐⊔⟨⌉⇒∋∋∃⌊⇐BCC⇒⇐∫\⌈⇒}⇐⊔⟨⌉⇒}⇐⊔∝O⇒∋⇐\≀⊔∫⇐⌈⌉↕⇒↙∉⊗⌊⇐⊔⟨⌉⇒}←⌊⇐≀PCI↖HS↖L\‖∫{⌉⊣≀∇∫⊗⌈⟩⊓↕∫∞⇐⟩∇≀⇒⇕⇐⊑⟩⌈⌉∫⇒{|⊔\⌉⇒⟩⌉⇐HS↖L\‖∫{}⊣⇒∫⊗⇐⌉∇⊣⟩⇐\⌉⊔∫⇐⌈⌉↕↙′←∞∀∞←†⇐⇕\⇒∋▽∋⌊⇐≀{⟨⌉∇⇒}⇐⌋P⇕⇐⌉⊔∇∫†⌉⌋⇒⇕⟩≀∫∇⟩⌉∫⇒⟨⌉∫⟩GC}⇐⊗≀P⇕⇐≀∇⇕⇐⊒⇒⇕⇐≀⌉∇}⇐∫P⊓∫⇒⌉⇐⊣\⌈⇒}⇐⊔P⇕⇐≀∇⇕⇐⊒⇒⇕⇐≀⌉∇XP↕≀∇⌉∇}⇐∫∫∇⟩⌉∫⇒⇒⇒{⇐⌋≀∇⌉⇒}⊗{⌋≀\⌋⌉⌋⊔⟩≀\⇒⇒|⇐⌋∇⌉⇒}←∞∋∃∈′†⇐⊣⊣≀⇒∫⇐⊑⟩⌈⌉⇒⌈↙∀⌊⇐≀T⌉∫⌉⇒‖▽⊗⌊⇐⊣∫∇⟩⌉∫⇒⟨⇐⊣∇⌉⇒{⊗⌊⊓⟩↕⊔⇒{⌉⇐\⇒⌈⇐\⟨⌉⇒}⇐⌋⊣∫⌉⌋⇒}⇐⟩{⇒{⇐∫⌉⇒∫⇐⌈⟩⊓↕∫⇒}⊗⇐⟨⊣⊔⇒⟨⇐⊗√\⌋⟩↕⊓⌈∫{⇐⊔\⌉⇒⟩⇐∪⇒↖∀←⌊⇐≀⊣\∫⇕↕⊓⊔∇⇒′←∀∈∞∞←†←⌈⊓⌋⇒⇕⇐⟨⇒⌋∞⊗⌊⇐⊒⊣⇒}⇐⊔⟨⌉⇒{⇐⟩∩P⇕⇐≀∇⇕⇐⊒⇒⇕⇐≀⌉∇⇒RAM↑‖⟩⇕⌉⇒∫⇐⌈⟩⊓↕∫′⌈⟩{⇒}⇐⊔⟨⌉⇒⟨⊗⇐−⟨PM↖MPC↖′̸△↑{⇐∫⌉⇒∫⇐⌈⟩⊓↕∫⇒⇒⟨⇐⊒⟨⟩⌋⇒⇕⊗⟨⇒⟨{\≀⇕⇒⇕⇐⌊⟩\⊣⌉∫′←⊗∈∈∀←†⇐⊔⟨⌉⇒⟩{⊣≀⇕√↕⊓⊔⊔⟩≀\⊣{⇐\⇒∫⊗≀∇⇕⇐⊒⇒⇕⇐≀⌉∇}⇐≀{⇒⌉⇐⌈P⇕⇐≀∇⇕⇐⊒⇒⇕⇐≀⌉∇PC⟩⇐⊔≀⇒⌉⊗⌉⊔⟨⌉⇒}⇐⊔≀⇕⇕⇒⇕⇐⊓\⟩⌋⊣⊔⟩≀\⇒{⌉∫⇒∫⇐⌉∇⇕⇐⊒⇒⇕⇐≀⌉∇}|≀{⇒⌉⇐⊔⟨⌉⇒⟨⇐√⇒↖∀←⊗⇐≀⊣\∫⇕↕⊓⊔∇⇒⇔△∈←⌊⇐T\⇒′←∈′∋▽←†⇐⊔⟨⌉⇒∫⇒}△←⌊⇐↕≀\⊙}⊓∇⊣⊔⟩≀\¬∫⇒⇐⌉⊣⌋⇒⇕⇐⟨⇒⟩⇐⊗∫\≀∫⇐⌈⌉↕⇒⌉⇐⊣\⇒⟨⇐⊣⊣⇒⇕⇐⊑⇒⇕⇐⌉⇒⟨⇐⌉⊓√{⇐⇕≀⇒⌉{⇐∇∇⊓⇒}⇐⌋OS↖L\‖∫⇒△←⊗∈∞̸←†←F⟨⇐¶∈∞∋∞∋∞∞∈←⌊⇐T⟨⌉⇒∋∀⊗⌊⇐TR≀⊓⊔\}⇒⇒⌉⇐≀⇒∫⊗⌈⟩⊓↕∫∞△⊗̸∞∈′←†←F↕⇐I⊓⇕⇕⇒⇕⇐⊓\⟩⌋⊣⊔⟩≀\⇒⌈∃←⌊⇐⟩∫⇒|⇐⊔⟨⌉⇒⟨⇐∫≀∫⊔⇒⌉⇐\∫∫⌉⌈⇒⇕⇐⊔⟩⊣↕↙{⟩√↙M∇⇒{⇐⊗⟩√{{⇐≀⇒⟨⇐√⇒∇⊔↕↕⌉⌈↕⌈⌉⌋⌉∫⊔⌉⇕⇔}|⊣\⌈⇒{⇐⟩\⌋⇒}√⊣∇⊔⟩⌋⊓↕⊣∇↕⌉⇐⊒⇒⌉\⇒⟨⊗∈∃∋▽←†⇐⊣∇}⌉⇒{|⊣\⌈⇒⟩⇐I⊣∫⊔⌉⇒{⌈⌉⊔⊣⇒}⇐⊔⊣∫⇒⟨⇐⊔⟨⇒}{√⇒∫⇐⌉⊔}⇐⊔⊣∫\⌈↕⌈⇒}⇐⊒⟩⊔⟨⇒}⇐⊗∇⌉⊣↕⇒↖⟩⇕⌉⇒⌉⇐⊔≀\∫⊔∇⊓⟩\⇒⇕⇐⊔⊣↙⇒△△⌊̸⇐BP⇕⇐≀⊔∇∫†⌉⌋⇒≃∫∋↚⌊⇐⊔≀⊓⊔⌉⊣⊔⌈⊣\}⇒′⊗∈∋′∋▽†⇐\≀⇕⇕⇒⇕⇐⊓\⟩⌋⊣⊔⟩≀\⇒⌈∋←⌊⇐⌋≀⌋⇒⇕⇐⟨⊣⟩∇≀}†⇒′|⟩∇≀⇒⇕⇐⊑⟩⌈⌉∫⇒⇒∞△▽⊗∞∋∈▽←†←F⟨⇐•⇒△∃←⌊←F↕⇐MH⟩⟨⇒}HTTP⇒∫⇒∫⇐⌉⌋⇒⇒⟩⟨∫⌉∇⊑⟩↕⇒⌈⇐⊣\⇒⇕⊗⇐⊔⌉∇{≀\\⌉⌋⊔⟩≀\⇒⟨⇐{{⇒⟩⇐⊔≀⇕√↕⊓⊔∇{⟨\≀⊔∫⇐⌈⌉↕⇒{⊗⊣\⌈⇒}⇐⌈⟩⟩⌋⌉↑↙⇒∞△▽⊗∞∋△▽←†←F⟨⇐•⇒△∃←⌊←F↕⇐BN≀∫⇐⌈⌉↕⇒′←⌊⇐⟩∫⇒⇕⇐⊔⌉∇}⊣⊔⌉⇒⌈⇒{⊔≀⌋⊣⊔F⟨⇐•⇒△∃←⌊←F↕⇐N⌉⊔⇒⇕∋⊗⌊⇐⌊⊣\⌈⊒⟩⌈⊔⟨⇒ √⊣\∫}\} ⟩⊓√{⇐⊔⟨⇒}{√′↙⟩̸}⇐GB⟩⊔∝∫⌋⇒⇕}≀⊣ ⊗⊔• iatidncy eetowse2b(i100k(ans)1466479y(ahe)3(sinksng)c(ieemen)m(tai(b)Ωs(ef)m(w)m(een)jieac)m(h)i(snos(del)e(f)g(a)g(l)m(ulaai-nos(del)eΩ(HS-inksg(system,gjpi)d(c)h(pesrd)lmfle)g14392y(ieoutr)j(nhic)mΩh)hgΩforw)m(ard))ggreta stream. to thecess.r TAtivcpck fn taddd wo the cHS-inksgecochairogy, cogether the sPCI-HS-LnksfgaorsΩdiuls an wowse2b(gev)m(el)g(somf)m(w)m(eae)py scnnectiog aprerallhΩBomplutrf(nots(del))h(wac)m(h)i(sith)feΩ(PCI-HS-Lnksfh(o)sΩdi)01450y(auls)ek(vi)h(tn)h(aHS-Lnksfgaeoutr),2iΩnherteoutng tverhead. psae TheiorsΩdiulsFh(ffl)49bFl(NEgh)m(t)d4TTPaanterfonnectitnHS-Lnksfgaeoutr

• TLnksfHTTPysGbit/s

• ietworks are obmΩ(t)j(cacscadng)detprerallhinHS-Lnks

• cammcrotocol uith peladr tdeemion.

• fooecking.orkm-hol teoutng.

• HSppdor b

A. Belof Amsterdam RRRRRRRRsFiuraa2.1 bf thenh(iCC)(so)uedrg46Ω2486y(tBy43b(pupp)s(ort)ng.)fwworg(Ωth)(yp)s(es)j(of)fdcammunication ainksTHS-Lnksthetheroncecti3(sahe[)-8b(oansmlutr)sh4Ωb(Tesrd)lmflenhsPm(otrsyec)mioCCBheyp(etg(uf)h03225y(isgm(ternonnection)h2b(gev)m(el)g(bses)i(the)hfΩ(HS-Lnksf(ao)g(connecti3(sots(del))h(whrough)gea)g(l)m(ulaaistge)fΩisgmΩ(ternonn-03135y(nection)h7b(bet)m(w)m(ork)i(uuilt)fd(reun))g(the)g((reoutr))ggrn)m(tergate)d)fting(the)ghiPm(etrsyec)mhoCC)f(Bhe)4gnomworg(th)(yp)s(es)jhofdnterfonnectionvidealheTheaupporttdisrcti3fisterfaceng.

• HPCIi0b(diice”.h(aup)m(h)i(ss)f(mfametf(mgatb)Ωs(efr))h(wgraphc)g(canrd))h(wdigitl”c(vI/0)k(a..)14550718y(Fh(ffl)49bFl(N)-8b(oansmlutr)j4b(hn)m(ternace))1455022yFh(ffl)49bFl(II)m(tergateon)h22b(hn)m(terg(tEher)et)mh(LAN).2Ω64521yFhj(214135b(The)45b(FSARA/Pmletrsyec)mgoCC)gsystem)h(Ω(onfiguration:e4664740yFh(The)g35b(BPm(otrsyec)mioCC)eco)s(cate)d)eΩ(t)h(tSARA)g(uiltdng)dets osed tf Thes3dsestem,g(is)g(ducbs(dicide)de(tn)m(to)gfatmΩ(t)m(orgiducbystem)sghaolled)ddΓhjumi”ifsnd i“Octopus”.04b(TEa)m(h)h9Ω(cn)s(del)4961y(Tith)n Ωts o t donsectid snetih(ff)i(ther)(snos(del)gΩ(hrough)g(Ωdoneg(bHS-Lnks)15b(Th-8b(o)3065191(al))m(wse9Ω(comm)m(unication)feΩb)m(et)m(w)m(een)jHb(Tvc)m(h)ieprtirgeof)h(Aots(del)fhwn)e(the)hiΩcestem,g(ipf(i“)m(ulaaistge)”f(met)m(w)m(ork)ikis)gΩ522ycsed),e(the)heiatitr cuilt reoutrvide withise the The Eeiht to ther (Iti(inse(tquit)giTesrdf(ao)g(cifinedjipxpct)y)e(i)e)g(surren)mΩ(t)e(top)gΩorogy the ia ave cpe ta h ppatiorm the seb Ωhache cerver t seb Ωherver p[23]

A.of Amsterdam I/OnodePrress.ngRoutrRoutrRoutrRoutrRoutrHS-Lnksfol

R9R0R4R1R3R7R2R8R6R5RiCluterHS-LnksfolI/ONodePrress.ng