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Ã
d
is
h
on
es
t
se
n
d
er
s
w
it
h
v
ie
w
U
,

P
U
C
=
P
U
·
P
C
.

•
s
e
n
d
e
r
-s
e
c
u
r
it
y
:
∀
B̃
d
is
h
on
es
t
re
ce
iv
er
s
w
it
h
v
ie
w
V
,

∃
D
∈
{
0,
1}
s.
t.
d
(S
1
−
D
|
V
S
D
D
)
=
0.



6
/
 2
5

R
a
n
d

1
-2
O
T

C S
C

S
0
,S

1
∈
{
0
,1
}

S
en

d
er
-S
ec
u
ri
ty

fo
r 
R
an

d
 O

T
 o
f 
B
it
s

∃
D
∈
{ 0
,1
}
su
ch
th
at
d
(S
1
−
D
|
V
S
D
D
)
=
0

0
¼

1

¼
½

0

1
0

S
0S
1

P
S
0
S
1
V
(·
,·
,v
)

⇔⇒
d
(S
0
⊕
S
1
|
V
)
=
0

D
?

V
.



7
/
 2
5

S
en

d
er
-S
ec
u
ri
ty

fo
r 
R
an

d
 O

T
 o
f 
B
it
s

R
a
n
d

1
-2
O
T

C S
C

S
0
,S

1
∈
{
0
,1
} 0

¼
1

¼
½

0

1
0

S
0S
1

P
S
0
S
1
V
(·
,·
,v
)

0
0

 
1

¼
¼

0

1
0

0
¼

1

0
  

¼
0

1
0

S
0

S
1

S
1

S
0

P
S
0
S
1
D
V
(·
,·
,0
,v
)

P
S
0
S
1
D
V
(·
,·
,1
,v
)

V
.

∃
D
∈
{ 0
,1
}
su
ch
th
at
d
(S
1
−
D
|
V
S
D
D
)
=
0

⇔
d
(S
0
⊕
S
1
|
V
)
=
0



8
/
 2
5

S
en

d
er
-S
ec
u
ri
ty

fo
r 
R
an

d
 O

T
 o
f 
B
it
s

V

R
a
n
d

1
-2
O
T

C S
C

S
0
,S

1
∈
{
0
,1
} d

c 
1

b
  

a 
 

0

1
0

S
0S
1

P
S
0
S
1
V
(·
,·
,v
)

c
c

1

a 
  

a 
  

0

1
0

b
-a

0
 

1

b
-a

  
0

  
 

0

1
0

S
0

S
1

S
1

S
0

w
lo
g:
b
≥
a

a
+
d
=
c
+
b

c
+
(b
−
a
)
=
d

⇒
∃
D
∈
{0
,1
}
su
ch
th
at
d
(S
1
−
D
|
V
S
D
D
)
=
0

d
(S
0
⊕
S
1
|
V
)
=
0

P
S
0
S
1
D
V
( ·
, ·
,0
,v
)

P
S
0
S
1
D
V
( ·
, ·
,1
,v
)



9
/
 2
5

C
h
ar
ac
te
ri
sa
ti
o
n
o
f 
S
en

d
er
-S
ec
u
ri
ty

⇒
∀
N
D
L
F
β
:
d
(β
(S
0
,S

1
)
|
V
)
≤
ε

∃
D
∈
{
0,
1}
su
ch
th
at
d
(S
1
−
D
|
V
S
D
D
)
≤
ε.

D
e
f:

A
n
o
n
-d
eg
en
er
a
te
li
n
ea
r
fu
n
ct
io
n
(N
D
L
F
)
is
a
fu
n
ct
io
n

β
:
{0
,1
}
ℓ
×
{0
,1
}ℓ
→
{0
,1
}

(s
0
,s
1
)
�→
〈a
0
,s
0
〉
⊕
〈a
1
,s
1
〉

fo
r
n
o
n
-z
er
o
a
0
,a
1
∈
{0
,1
}ℓ
,
i.
e.
,
it
is
li
n
ea
r
a
n
d
n
o
n
-t
ri
vi
a
ll
y

d
ep
en
d
s
o
n
bo
th
in
p
u
ts
.

V

R
a
n
d

1
-2
O
T

C S
C

S
0
,S

1
∈
{
0
,1
}
ℓ



10
/
 2
5

C
h
ar
ac
te
ri
sa
ti
o
n
o
f 
S
en

d
er
-S
ec
u
ri
ty

∀
N
D
L
F
β
:
d
(β
(S
0
,S

1
)
|
V
)
≤
ε/
22
ℓ
+
1

⇒
∃
D
∈
{
0,
1}
su
ch
th
at
d
(S
1
−
D
|
V
S
D
D
)
≤
ε.

T
h
e
o
r
e
m
:
If
fo
r
a
ll
N
D
L
F
β
,
d
(β
(S
0
,S

1
)
|
V
)
≤
ε/
2
2
ℓ
+
1
h
o
ld
s,

th
en
th
er
e
ex
is
ts
D
∈
{
0,
1
}
su
ch
th
a
t
d
(S
1
−
D
|
V
S
D
D
)
≤
ε.

R
a
n
d

1
-2
O
T

C S
C

V
.

S
0
,S

1
∈
{
0
,1
}
ℓ



11
/
 2
5

P
ro
o
f 
fo
r 
  
  
  
  
  
, p

er
fe
ct

ca
se
 

ℓ
=
2

l
k

j
i

1
0

h
g

f
e

0
1

ma0
0

nb0
1

p
o

1
1

d
c

0
0

1
1

1
0

i
i

i
i

1
0

e
e

e
e

0
1

ma0
0

ma0
1

m
m

1
1

a
a

0
0

1
1

1
0

d
-a

c-
a

b
-a

0
1

0

d
-a

c-
a

b
-a

0
0

1

000
0

b
-a

b
-a0
1

d
-a

c-
a

1
1

d
-a

c-
a

0
0

1
1

1
0

S
1

S
0

S
0

S
1

S
0

S
1 P
S
0
S
1
V
(·
,·
,v
)

T
h
e
o
r
e
m
:
If
fo
r
a
ll
N
D
L
F
β
,
d
(β
(S
0
,S
1
)
|
V
)
=
0
h
o
ld
s,
th
en

th
er
e
ex
is
ts
D
∈
{0
,1
}
su
ch
th
at
d
(S
1
−
D
|
V
S
D
D
)
=
0.

P
S
0
S
1
D
V
(·
,·
,0
,v
)

P
S
0
S
1
D
V
(·
,·
,1
,v
)



12
/
 2
5

P
ro
o
f 
fo
r 
  
  
  
  
  
, p

er
fe
ct

ca
se
 

ℓ
=
2

l
k

j
i

1
0

h
g

f
e

0
1

ma0
0

nb0
1

p
o

1
1

d
c

0
0

1
1

1
0

i
i

i
i

1
0

e
e

e
e

0
1

ma0
0

ma0
1

m
m

1
1

a
a

0
0

1
1

1
0

d
-a

c-
a

b
-a

0
1

0

d
-a

c-
a

b
-a

0
0

1

000
0

b
-a

b
-a0
1

d
-a

c-
a

1
1

d
-a

c-
a

0
0

1
1

1
0

S
1

S
0

S
0

S
1

S
0

S
1 P
S
0
S
1
V
(·
,·
,v
)

b
+
e
=
a
+
f

P
S
0
S
1
D
V
(·
,·
,0
,v
)

P
S
0
S
1
D
V
(·
,·
,1
,v
)

T
h
e
o
r
e
m
:
If
fo
r
a
ll
N
D
L
F
β
,
d
(β
(S
0
,S
1
)
|
V
)
=
0
h
o
ld
s,
th
en

th
er
e
ex
is
ts
D
∈
{0
,1
}
su
ch
th
at
d
(S
1
−
D
|
V
S
D
D
)
=
0.



13
/
 2
5

P
ro
o
f 
fo
r 
  
  
  
  
  
, p

er
fe
ct

ca
se
 

ℓ
=
2

l
k

j
i

1
0

h
g

f
e

0
1

ma0
0

nb0
1

p
o

1
1

d
c

0
0

1
1

1
0

i
i

i
i

1
0

e
e

e
e

0
1

ma0
0

ma0
1

m
m

1
1

a
a

0
0

1
1

1
0

d
-a

c-
a

b
-a

0
1

0

d
-a

c-
a

b
-a

0
0

1

000
0

b
-a

b
-a0
1

d
-a

c-
a

1
1

d
-a

c-
a

0
0

1
1

1
0

S
1

S
0

S
0

S
1

S
0

S
1 P
S
0
S
1
V
(·
,·
,v
)

b
+
e
=
a
+
f

c
+
e
=
a
+
g

P
S
0
S
1
D
V
(·
,·
,0
,v
)

P
S
0
S
1
D
V
(·
,·
,1
,v
)

T
h
e
o
r
e
m
:
If
fo
r
a
ll
N
D
L
F
β
,
d
(β
(S
0
,S
1
)
|
V
)
=
0
h
o
ld
s,
th
en

th
er
e
ex
is
ts
D
∈
{0
,1
}
su
ch
th
at
d
(S
1
−
D
|
V
S
D
D
)
=
0.



14
/
 2
5

P
ro
o
f 
fo
r 
  
  
  
  
  
, p

er
fe
ct

ca
se
 

ℓ
=
2

l
k

j
i

1
0

h
g

f
e

0
1

ma0
0

nb0
1

p
o

1
1

d
c

0
0

1
1

1
0

i
i

i
i

1
0

e
e

e
e

0
1

ma0
0

ma0
1

m
m

1
1

a
a

0
0

1
1

1
0

d
-a

c-
a

b
-a

0
1

0

d
-a

c-
a

b
-a

0
0

1

000
0

b
-a

b
-a0
1

d
-a

c-
a

1
1

d
-a

c-
a

0
0

1
1

1
0

S
1

S
0

S
0

S
1

S
0

S
1 P
S
0
S
1
V
(·
,·
,v
)

b
+
e
=
a
+
f

c
+
e
=
a
+
g

d
+
e
=
a
+
h

P
S
0
S
1
D
V
(·
,·
,0
,v
)

P
S
0
S
1
D
V
(·
,·
,1
,v
)

T
h
e
o
r
e
m
:
If
fo
r
a
ll
N
D
L
F
β
,
d
(β
(S
0
,S
1
)
|
V
)
=
0
h
o
ld
s,
th
en

th
er
e
ex
is
ts
D
∈
{0
,1
}
su
ch
th
at
d
(S
1
−
D
|
V
S
D
D
)
=
0.



15
/
 2
5

S
1

P
ro
o
f 
fo
r 
  
  
  
  
  
, p

er
fe
ct

ca
se
 

ℓ
=
2

l
k

j
i

1
0

h
g

f
e

0
1

ma0
0

nb0
1

p
o

1
1

d
c

0
0

1
1

1
0

i
i

i
i

1
0

e
e

e
e

0
1

ma0
0

ma0
1

m
m

1
1

a
a

0
0

1
1

1
0

d
-a

c-
a

b
-a

0
1

0

d
-a

c-
a

b
-a

0
0

1

000
0

b
-a

b
-a0
1

d
-a

c-
a

1
1

d
-a

c-
a

0
0

1
1

1
0

S
1

S
0

S
0

S
1

S
0

P
S
0
S
1
V
(·
,·
,v
)

b
+
e
=
a
+
f

c
+
e
=
a
+
g

d
+
e
=
a
+
h

d
+
m
=
a
+
p

d
+
i
=
a
+
l

c
+
i
=
a
+
k

c
+
m
=
a
+
o

b
+
i
=
a
+
j

b
+
m
=
a
+
n

+ +++ + +++− −−−
+ +++ + +++− −−−

+ +++− −−− − −−−

b
+
d
+
e
+
g
+
j
+
l
+
m
+
o
=
a
+
c
+
f
+
h
+
i
+
k
+
n
+
p

P
S
0
S
1
D
V
(·
,·
,0
,v
)

P
S
0
S
1
D
V
(·
,·
,1
,v
)

T
h
e
o
r
e
m
:
If
fo
r
a
ll
N
D
L
F
β
,
d
(β
(S
0
,S
1
)
|
V
)
=
0
h
o
ld
s,
th
en

th
er
e
ex
is
ts
D
∈
{0
,1
}
su
ch
th
at
d
(S
1
−
D
|
V
S
D
D
)
=
0.



16
/
 2
5

S
1

P
ro
o
f 
fo
r 
  
  
  
  
  
, p

er
fe
ct

ca
se
 

ℓ
=
2

i
i

i
i

1
0

e
e

e
e

0
1

ma0
0

ma0
1

m
m

1
1

a
a

0
0

1
1

1
0

d
-a

c-
a

b
-a

0
1

0

d
-a

c-
a

b
-a

0
0

1

000
0

b
-a

b
-a0
1

d
-a

c-
a

1
1

d
-a

c-
a

0
0

1
1

1
0

S
1

S
0

S
0

S
1

S
0

P
S
0
S
1
V
(·
,·
,v
)

b
+
e
=
a
+
f

c
+
e
=
a
+
g

d
+
e
=
a
+
h

d
+
m
=
a
+
p

d
+
i
=
a
+
l

c
+
i
=
a
+
k

c
+
m
=
a
+
o

b
+
i
=
a
+
j

b
+
m
=
a
+
n

+ +++ + +++− −−−
+ +++ + +++− −−−

+ +++− −−− − −−−

b
+
d
+
e
+
g
+
j
+
l
+
m
+
o
=
a
+
c
+
f
+
h
+
i
+
k
+
n
+
p

P
S
0
S
1
D
V
(·
,·
,0
,v
)

P
S
0
S
1
D
V
(·
,·
,1
,v
)

T
h
e
o
r
e
m
:
If
fo
r
a
ll
N
D
L
F
β
,
d
(β
(S
0
,S
1
)
|
V
)
=
0
h
o
ld
s,
th
en

th
er
e
ex
is
ts
D
∈
{0
,1
}
su
ch
th
at
d
(S
1
−
D
|
V
S
D
D
)
=
0.

l
k

j
i

1
0

h
g

f
e

0
1

ma0
0

nb0
1

p
o

1
1

d
c

0
0

1
1

1
0

β
(s
0
,s
1
)
: =

s2 0
⊕
s2 1



17
/
 2
5

b
+
e
=
a
+
f

c
+
e
=
a
+
g

d
+
e
=
a
+
h

d
+
m
=
a
+
p

d
+
i
=
a
+
l

c
+
i
=
a
+
k

c
+
m
=
a
+
o

b
+
i
=
a
+
j

b
+
m
=
a
+
n

+ +++ + +++− −−−
+ +++ + +++− −−−

+ +++− −−− − −−−

P
ro
o
f 
fo
r 
  
  
  
  
  
, p

er
fe
ct

ca
se
 

ℓ
=
2

l
k

j
i

1
0

h
g

f
e

0
1

ma0
0

nb0
1

p
o

1
1

d
c

0
0

1
1

1
0

i
i

i
i

1
0

e
e

e
e

0
1

ma0
0

ma0
1

m
m

1
1

a
a

0
0

1
1

1
0

d
-a

c-
a

b
-a

0
1

0

d
-a

c-
a

b
-a

0
0

1

000
0

b
-a

b
-a0
1

d
-a

c-
a

1
1

d
-a

c-
a

0
0

1
1

1
0

S
1

S
0

S
0

S
1

S
0

S
1 P
S
0
S
1
V
(·
,·
,v
)

β
(s
0
,s
1
)
: =

s2 0
⊕
s2 1

β
(s
0
,s
1
)
=
1

β
(s
0
,s
1
)
=
0

β
(s
0
,s
1
)
=
1

β
(s
0
,s
1
)
=
0

b
+
d
+
e
+
g
+
j
+
l
+
m
+
o
=
a
+
c
+
f
+
h
+
i
+
k
+
n
+
p

P
S
0
S
1
D
V
(·
,·
,0
,v
)

P
S
0
S
1
D
V
(·
,·
,1
,v
)

T
h
e
o
r
e
m
:
If
fo
r
a
ll
N
D
L
F
β
,
d
(β
(S
0
,S
1
)
|
V
)
=
0
h
o
ld
s,
th
en

th
er
e
ex
is
ts
D
∈
{0
,1
}
su
ch
th
at
d
(S
1
−
D
|
V
S
D
D
)
=
0.



18
/
 2
5

b
+
e
=
a
+
f

c
+
e
=
a
+
g

d
+
e
=
a
+
h

d
+
m
=
a
+
p

d
+
i
=
a
+
l

c
+
i
=
a
+
k

c
+
m
=
a
+
o

b
+
i
=
a
+
j

b
+
m
=
a
+
n

P
ro
o
f 
fo
r 
  
  
  
  
  
, p

er
fe
ct

ca
se
 

ℓ
=
2

l
k

j
i

1
0

h
g

f
e

0
1

ma0
0

nb0
1

p
o

1
1

d
c

0
0

1
1

1
0

i
i

i
i

1
0

e
e

e
e

0
1

ma0
0

ma0
1

m
m

1
1

a
a

0
0

1
1

1
0

d
-a

c-
a

b
-a

0
1

0

d
-a

c-
a

b
-a

0
0

1

000
0

b
-a

b
-a0
1

d
-a

c-
a

1
1

d
-a

c-
a

0
0

1
1

1
0

S
1

S
0

S
0

S
1

S
0

S
1 P
S
0
S
1
V
(·
,·
,v
)

β
(s
0
,s
1
)
=
1

β
(s
0
,s
1
)
=
0

b
+
d
+
e
+
g
+
j
+
l
+
m
+
o
=
a
+
c
+
f
+
h
+
i
+
k
+
n
+
p

b
+
d
+
f
+
h
+
i
+
k
+
m
+
o
=
a
+
c
+
e
+
g
+
j
+
l
+
n
+
p

β
(s
0
,s
1
)
: =

s1 0
⊕
s2 1

P
S
0
S
1
D
V
(·
,·
,0
,v
)

P
S
0
S
1
D
V
(·
,·
,1
,v
)

T
h
e
o
r
e
m
:
If
fo
r
a
ll
N
D
L
F
β
,
d
(β
(S
0
,S
1
)
|
V
)
=
0
h
o
ld
s,
th
en

th
er
e
ex
is
ts
D
∈
{0
,1
}
su
ch
th
at
d
(S
1
−
D
|
V
S
D
D
)
=
0.



19
/
 2
5

b
+
e
=
a
+
f

c
+
e
=
a
+
g

d
+
e
=
a
+
h

d
+
m
=
a
+
p

d
+
i
=
a
+
l

c
+
i
=
a
+
k

c
+
m
=
a
+
o

b
+
i
=
a
+
j

b
+
m
=
a
+
n

P
ro
o
f 
fo
r 
  
  
  
  
  
, p

er
fe
ct

ca
se
 

ℓ
=
2

l
k

j
i

1
0

h
g

f
e

0
1

ma0
0

nb0
1

p
o

1
1

d
c

0
0

1
1

1
0

i
i

i
i

1
0

e
e

e
e

0
1

ma0
0

ma0
1

m
m

1
1

a
a

0
0

1
1

1
0

d
-a

c-
a

b
-a

0
1

0

d
-a

c-
a

b
-a

0
0

1

000
0

b
-a

b
-a0
1

d
-a

c-
a

1
1

d
-a

c-
a

0
0

1
1

1
0

S
1

S
0

S
0

S
1

S
0

S
1 P
S
0
S
1
V
(·
,·
,v
)

b
+
d
+
e
+
g
+
j
+
l
+
m
+
o
=
a
+
c
+
f
+
h
+
i
+
k
+
n
+
p

  

  
b
+
d
+
f
+
h
+
i
+
k
+
m
+
o
=
a
+
c
+
e
+
g
+
j
+
l
+
n
+
p

. . .

P
S
0
S
1
D
V
(·
,·
,0
,v
)

P
S
0
S
1
D
V
(·
,·
,1
,v
)

T
h
e
o
r
e
m
:
If
fo
r
a
ll
N
D
L
F
β
,
d
(β
(S
0
,S
1
)
|
V
)
=
0
h
o
ld
s,
th
en

th
er
e
ex
is
ts
D
∈
{0
,1
}
su
ch
th
at
d
(S
1
−
D
|
V
S
D
D
)
=
0.



20
/
 2
5

A
ge

n
d
a

�
O
T
 a
n
d
R
a
n
d
o
m
iz
e
d
O
T

�
C
h
a
ra
ct
e
ri
sa
ti
o
n
o
f 
S
e
n
d
e
r-
S
e
cu
ri
ty

w
it
h
Li
n
e
a
r
Fu

n
ct
io
n
s

�
A
p
p
lic
a
ti
o
n
: 
U
n
iv
e
rs
a
l
O
T

�
C
o
n
cl
u
si
o
n



21
/
 2
5

A
p
p
lic

at
io
n
: U

n
iv
er
sa
l
O
T

R
a
n
d

1
-2
O
T

S
C

C
∈
{
0
,1
}

U
n
iv
er
sa
l

O
T

X
∈
{
0,
1 }
2
n

P
Y
|X

⇑

S
0
,S

1

Y
.

[C
ac
h
in
9
8]

H
∞
(X

|
Y
)
≥
n



22
/
 2
5

X
0
,X

1
∈
{ 0
,1
}n

0 1 1 1 0 1

R
ed

u
ct
io
n
: P

ro
to
co

l

S
0
,S

1

� ���

� ���

ra
n
d
o
m

S
1
=
?

S
0

U
O
T

C
=
0

F
0
,F

1

•
c
o
r
r
e
c
tn
e
s
s:
If
A
an
d
B
h
on
es
t,
A
ge
ts
S
0
,S
1
,
B
ge
ts
S
C
.

Y
=
X
C

0 1 1 ? ? ?
X
1

X
0

F
0
∈
R
F

F
1
∈
R
F

•
r
e
c
e
iv
e
r
-s
e
c
u
r
it
y
:
∀
Ã
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