
Central Tool: Trapdoor Functions
� Public function f with secret ‘trapdoor’ f
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� New twist: preimage sampleable trapdoor function
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� ‘Hash and sign:’ pk = f , sk = f
−1. Sign(msg) = f

−1(H(msg)).

� Still secure! Can generate (x, y) in two equivalent ways:

REALITY PROOF

Ryx

f
−1

D x y

f

6 / 23


