
Quantum	
  Cryptography	
  

Chris1an	
  Schaffner	
  
ILLC,	
  University	
  of	
  Amsterdam	
  

Centrum	
  Wiskunde	
  &	
  Informa1ca	
  
	
  

Logic,	
  Language	
  and	
  Computa1on	
  
Monday,	
  21	
  September	
  2015	
  
	
  

	
  
	
  



2	
  

1969:	
  Man	
  on	
  the	
  Moon	
  

NASA	
  

The	
  Great	
  Moon-­‐Landing	
  Hoax?	
  

n  How	
  can	
  you	
  prove	
  that	
  you	
  are	
  at	
  a	
  specific	
  loca1on?	
  
hNp://www.unmuseum.org/moonhoax.htm	
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   What	
  will	
  you	
  Learn	
  from	
  this	
  Talk?	
  

n  Classical	
  Cryptography	
  

n  Quantum	
  Computa1on	
  &	
  Teleporta1on	
  

n  Posi1on-­‐Based	
  Cryptography	
  

n  Garden-­‐Hose	
  Model	
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Classical	
  Cryptography	
  
n  3000	
  years	
  of	
  fascina1ng	
  history	
  
n  un1l	
  1970:	
  private	
  communica1on	
  was	
  the	
  only	
  goal	
  



5	
  
Modern	
  Cryptography	
  
n  is	
  everywhere!	
  
n  is	
  concerned	
  with	
  all	
  se\ngs	
  where	
  people	
  do	
  not	
  trust	
  

each	
  other	
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Secure	
  Encryp1on	
  

k = ?	
  

Alice 

Bob 

n  Goal:	
  Eve	
  does	
  not	
  learn	
  the	
  message	
  
n  Se\ng:	
  Alice	
  and	
  Bob	
  share	
  a	
  secret	
  key	
  k	
  

Eve 
k = 0101	
  1011	
   k = 0101	
  1011	
  

m = 0000	
  1111	
  m = “I love you”	
  



eXclusive	
  OR	
  (XOR)	
  Func1on	
  

x	
   y	
   x	
  ©	
  y	
  
0	
   0	
   0	
  
1	
   0	
   1	
  
0	
   1	
   1	
  
1	
   1	
   0	
  

n  Some	
  proper1es:	
  	
  
n  8	
  x	
  :	
  x	
  ©	
  0	
  =	
  x	
  
n  8	
  x	
  :	
  x	
  ©	
  x	
  =	
  0	
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  )	
  8	
  x,y	
  :	
  x	
  ©	
  y	
  ©	
  y	
  =	
  x	
  



One-­‐Time	
  Pad	
  Encryp1on	
  

Alice 

Bob 

n  Goal:	
  Eve	
  does	
  not	
  learn	
  the	
  message	
  
n  Se\ng:	
  Alice	
  and	
  Bob	
  share	
  a	
  key	
  k	
  
n  Recipe:	
  

n  Is	
  it	
  secure?	
  

Eve 

x	
   y	
   x	
  ©	
  y	
  

0	
   0	
   0	
  

0	
   1	
   1	
  

1	
   0	
   1	
  

1	
   1	
   0	
  
k = 0101	
  1011	
  

m = 0000	
  1111	
  

c = m © k = 0101	
  0100	
   c © k  = 0000	
  1111	
  
c © k  =	
  m © k © k = m © 0 = m	
  

c = 0101	
  0100	
  
k = 0101	
  1011	
  

m = 0000	
  1111	
   c = m © k = 0101	
  0100	
   m = c © k = 0000	
  1111	
  

k = 0101	
  1011	
   k = 0101	
  1011	
  

k = ?	
  

8	
  



Perfect	
  Security	
  

Alice 

Bob 

n  Given	
  that	
   	
  c	
  =	
  0101	
  0100,	
  
n  is	
  it	
  possible	
  that 	
  m	
  =	
  0000	
  0000	
  ?	
  

n  Yes,	
  if	
   	
  k	
  =	
  0101	
  0100.	
  	
  
n  is	
  it	
  possible	
  that 	
  m	
  =	
  1111	
  1111	
  ?	
  

n  Yes,	
  if	
   	
  k	
  =	
  1010	
  1011.	
  	
  
n  it	
  is	
  possible	
  that 	
  m	
  =	
  0101	
  0101	
  ?	
  

n  Yes,	
  if	
   	
  k	
  =	
  0000	
  0001	
  
n  In	
  fact,	
  every	
  m	
  is	
  possible.	
  	
  
n  Hence,	
  the	
  one-­‐1me	
  pad	
  is	
  perfectly	
  secure!	
  

Eve 

x	
   y	
   x	
  ©	
  y	
  

0	
   0	
   0	
  

0	
   1	
   1	
  

1	
   0	
   1	
  

1	
   1	
   0	
  

m = ?	
  

k = ?	
   k = ?	
  

c = m © k = 0101	
  0100	
   m = c © k = ?	
  

k = ?	
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Problems	
  With	
  One-­‐Time	
  Pad	
  

Alice 

Bob 

n  The	
  key	
  has	
  to	
  be	
  as	
  long	
  as	
  the	
  message	
  (Shannon’s	
  theorem)	
  
n  The	
  key	
  can	
  only	
  be	
  used	
  once.	
  

Eve 

m = 0000	
  1111	
  

k = 0101	
  1011	
   k = 0101	
  1011	
  

c = m © k = 0101	
  0100	
   m = c © k = 0000	
  1111	
  

k = ?	
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Informa1on	
  Theory	
  
n  6	
  ECTS	
  MoL	
  course,	
  given	
  in	
  2nd	
  block:	
  Nov/Dec	
  2015	
  	
  
n  mandatory	
  for	
  Logic	
  &	
  Computa1on	
  track	
  
n  first	
  lecture:	
  Tuesday,	
  28	
  October	
  2015,	
  9:00,	
  G3.13	
  
n  hNp://homepages.cwi.nl/~schaffne/courses/inkheory/2015/	
  



Problems	
  With	
  One-­‐Time	
  Pad	
  

Alice 

Bob 

n  The	
  key	
  has	
  to	
  be	
  as	
  long	
  as	
  the	
  message	
  (Shannon’s	
  theorem)	
  
n  The	
  key	
  can	
  only	
  be	
  used	
  once.	
  
n  In	
  prac1ce,	
  other	
  encryp1on	
  schemes	
  (such	
  as	
  AES)	
  are	
  used	
  

which	
  allow	
  to	
  encrypt	
  long	
  messages	
  with	
  short	
  keys.	
  
n  One-­‐1me	
  pad	
  does	
  not	
  provide	
  authen1ca1on:	
  	
  

Eve	
  can	
  easily	
  flip	
  bits	
  in	
  the	
  message	
  

Eve 

m = 0000	
  1111	
  

k = 0101	
  1011	
   k = 0101	
  1011	
  

c = m © k = 0101	
  0100	
   m = c © k = 0000	
  1111	
  

k = ?	
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Symmetric-­‐Key	
  Cryptography	
  

Alice 

n  Encryp1on	
  insures	
  secrecy:	
  	
  
Eve	
  does	
  not	
  learn	
  the	
  message,	
  e.g.	
  one-­‐1me	
  pad	
  

n  Authen1ca1on	
  insures	
  integrity:	
  	
  
Eve	
  cannot	
  alter	
  the	
  message	
  

n  General	
  problem:	
  players	
  have	
  to	
  exchange	
  a	
  key	
  to	
  start	
  with	
  

Eve 

Bob 

13	
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Introduc1on	
  to	
  Modern	
  Cryptography	
  
n  6	
  ECTS	
  MoL	
  course,	
  usually	
  given	
  in	
  Feb/March	
  
n  2016:	
  probably	
  not	
  
n  hNp://homepages.cwi.nl/~schaffne/courses/crypto/2015/	
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   What	
  to	
  Learn	
  from	
  this	
  Talk?	
  

ü Classical	
  Cryptography	
  
n  Quantum	
  Compu1ng	
  &	
  Teleporta1on	
  

n  Posi1on-­‐Based	
  Cryptography	
  

n  Garden-­‐Hose	
  Model	
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Quantum	
  Bit:	
  Polariza1on	
  of	
  a	
  Photon	
  
q u b i t a s u n i t v e c t o r i n C 2 
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Qubit:	
  Rec1linear/Computa1onal	
  Basis	
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Detec1ng	
  a	
  Qubit	
  

Bob	
  

no	
  photons:	
  0	
  

Alice	
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Measuring	
  a	
  Qubit	
  

Bob	
  

no	
  photons:	
  0	
  
photons:	
  1	
  

with	
  prob.	
  1	
  yields	
  1	
  
measurement:	
  

0/1	
  

Alice	
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Diagonal/Hadamard	
  Basis	
  

with	
  prob.	
  ½	
  yields	
  0	
  

with	
  prob.	
  ½	
  yields	
  1	
  

Measurement:	
  

0/1	
  
=
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Illustra1on	
  of	
  a	
  Superposi1on	
  

with	
  prob.	
  ½	
  yields	
  0	
  

with	
  prob.	
  ½	
  yields	
  1	
  

Measurement:	
  

0/1	
  
=
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Illustra1on	
  of	
  a	
  Superposi1on	
  

==
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Quantum	
  Mechanics	
  	
  

with	
  prob.	
  1	
  yields	
  1	
  Measurements:	
  

+	
  	
  basis	
  

£ basis	
  

with	
  prob.	
  ½	
  yields	
  0	
  

with	
  prob.	
  ½	
  yields	
  1	
  

0/1	
  

0/1	
  



Wonderland	
  of	
  	
  Quantum	
  Mechanics	
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Quantum	
  is	
  Real!	
  

25	
  

n  genera1on	
  of	
  random	
  numbers	
  

 

7  
Quantis – Quantum Random Number Generator 

Although their random numbers are likely to pass 
randomness tests, these generators are difficult to 
model. This means that it is impossible to verify, 
while acquiring numbers, that they are operating 
properly. In addition, it is difficult to ensure that the 
system is not interacting – even in a subtle way – with 
its environment, which could alter the quality of its 
output. 

Processes described by quantum physics – 
randomness revealed by simplicity 

Contrary to classical physics, quantum physics is 
fundamentally random. It is the only theory within the 
fabric of modern physics that integrates randomness. 
This fact was very disturbing to physicists like 
Einstein who invented quantum physics. However, its 
intrinsic randomness has been confirmed over and 
over again by theoretical and experimental research 
conducted since the first decades of the XXth century. 

When designing a random number generator, it is thus 
a natural choice to take advantage of this intrinsic 
randomness and to resort to the use of a quantum 
process as source of randomness. Formally, quantum 
random number generators are the only true random 
number generators. Although this observation may be 
important in certain cases, quantum random number 
generators have other advantages. This intrinsic 
randomness of quantum physics allows selecting a 
very simple process as source of randomness. This 
implies that such a generator is easy to model and its 
functioning can be monitored in order to confirm that 
it operating properly and is actually producing random 
numbers. Contrary to the case where classical physics 
is used as the source of randomness and where 
determinism is hidden behind complexity, one can say 
that with quantum physics randomness is revealed by 
simplicity. 

Until recently the only quantum random number 
generator that existed were based on the observation 
of the radioactive decay of some element. Although 
they produce numbers of excellent quality, these 
generators are quite bulky and the use of radioactive 
materials may cause health concerns. The fact that a 
simple and low cost quantum random number 
generators did not exist prevented quantum physics to 
become the dominant source of randomness. 

The Quantis Quantum 
Random Number Generator 

In 2001, ID Quantique introduced the first commercial 
quantum random number generator, which generated a 
strong interest. Quantis is a second generation 
quantum random number generator exploiting an 
optical quantum process as source of randomness. 
Quantis is unique in that it relies on quantum physics 

to produce a high bit rate of 4 to 16 Mbits/sec of truly 
random bits. The product comes as a USB device, a 
PCI Express (PCIe) card, PCI card as well as an OEM 
component. It is possible to download random 
numbers produced by a Quantis quantum random 
number generator by visiting 
www.randomnumbers.info. This section describes the 
functioning and the features of Quantis. 

Principle 
Optics is the science of light. From a quantum physics 
point of view, light consists of elementary "particles" 
called photons. Photons exhibit in certain situations a 
random behavior. One such situation, which is very 
well suited to the generation of binary random 
numbers, is the transmission upon a semi-transparent 
mirror. The fact that a photon incident on such a 
component be reflected or transmitted is intrinsically 
random and cannot be influenced by any external 
parameters. Figure 1 schematically shows this optical 
system. 

Figure 1: Optical system used to generate random 
numbers. 

Figure 2 shows the block diagram of the Quantis 
random number generator. It consists of three 
subsystems. The first one is the core of the generator 
and contains the optical elements that are used to 
implement the random process and produce the 
random outcomes. It comprises a light emitting diode 
producing the photons, a transmission element, where 
the random process takes place, and two single-photon 
detectors – detectors with single-photon resolution – 
to record the outcomes. The optical subsystem is 
controlled by a synchronization and acquisition 
electronic circuit. This subsystem comprises a clock 
and triggering electronics for the photon source, as 
well the acquisition electronics for the single-photon 
detectors. The processing and interfacing subsystem 
perform statistical and hardware checks, as well as 
unbiasing of the sequence. These operations are 
discussed in more details in the following subsection. 
This subsystem also shapes the output electronic 
signals. 

(diagram	
  from	
  idQuan1que	
  white	
  paper)	
  

n  no	
  quantum	
  computa1on,	
  only	
  	
  
quantum	
  communica1on	
  required	
  

50%	
  

50%	
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n  Possible	
  to	
  build	
  in	
  theory,	
  no	
  fundamental	
  theore1cal	
  

obstacles	
  have	
  been	
  found	
  yet.	
  

n  Canadian	
  company	
  “D-­‐Wave”	
  claims	
  to	
  have	
  build	
  a	
  
quantum	
  computer	
  with	
  1024	
  qubits.	
  Did	
  they?	
  	
  

n  2014:	
  Mar1nis	
  group	
  “acquired”	
  by	
  Google	
  
n  2014/15:	
  135+50	
  Mio	
  €	
  investment	
  in	
  QuTech	
  centre	
  in	
  

Delk	
  
n  2015:	
  QuSok	
  center	
  in	
  Amsterdam	
  

Can	
  We	
  Build	
  Quantum	
  Computers?	
  

Mar1nis	
  group	
  (UCSB)	
  
9	
  qubits	
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No-­‐Cloning	
  Theorem	
  

?	
  
?	
  

?	
  

quantum	
  opera1ons:	
  
	
  

U	
  
	
  

Proof:	
  copying	
  is	
  a	
  non-­‐linear	
  opera1on	
  



Quantum	
  Key	
  Distribu1on	
  (QKD)	
  
Alice 

Bob 

Eve 
n  security	
  against	
  unrestricted	
  eavesdroppers:	
  

n  quantum	
  states	
  are	
  unknown	
  to	
  Eve,	
  she	
  cannot	
  copy	
  them	
  
n  honest	
  players	
  can	
  check	
  whether	
  Eve	
  interfered	
  

n  technically	
  feasible:	
  no	
  quantum	
  computa1on	
  required,	
  	
  
only	
  quantum	
  communica1on	
  

[BenneN	
  Brassard	
  84]	
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EPR	
  Pairs	
  

prob.	
  ½	
  :	
  0	
   prob.	
  ½	
  :	
  1	
  

prob.	
  1	
  :	
  0	
  

[Einstein	
  Podolsky	
  Rosen	
  1935]	
  

n  “spukhake	
  Fernwirkung”	
  (spooky	
  ac1on	
  at	
  a	
  distance)	
  
n  EPR	
  pairs	
  do	
  not	
  allow	
  to	
  communicate	
  	
  

(no	
  contradic1on	
  to	
  rela1vity	
  theory)	
  
n  can	
  provide	
  a	
  shared	
  random	
  bit	
  

EPR	
  magic!	
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Quantum	
  Teleporta1on	
  
[BenneN	
  Brassard	
  Crépeau	
  Jozsa	
  Peres	
  WooNers	
  1993]	
  

n  does	
  not	
  contradict	
  rela1vity	
  theory	
  
n  teleported	
  state	
  can	
  only	
  be	
  recovered	
  	
  

once	
  the	
  classical	
  informa1on	
  ¾	
  arrives	
  

?	
  

[Bell]	
  

?	
   ?	
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   What	
  to	
  Learn	
  from	
  this	
  Talk?	
  

ü Classical	
  Cryptography	
  
ü Quantum	
  Compu1ng	
  &	
  Teleporta1on	
  

n  Posi1on-­‐Based	
  Cryptography	
  

n  Garden-­‐Hose	
  Model	
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How	
  to	
  Convince	
  Someone	
  of	
  Your	
  Presence	
  at	
  a	
  Loca1on	
  

The	
  Great	
  Moon	
  
Landing	
  Hoax	
  

hNp://www.unmuseum.org/moonhoax.htm	
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Posi1on-­‐Based	
  Cryptography	
  

n  Possible	
  Applica1ons:	
  

n  Launching-­‐missile	
  command	
  comes	
  	
  
from	
  within	
  the	
  military	
  headquarters	
  

n  Talking	
  to	
  the	
  correct	
  country	
  	
  
n  Pizza-­‐delivery	
  problem	
  /	
  	
  

avoid	
  fake	
  calls	
  to	
  emergency	
  services	
  
n  …	
  

Can	
  the	
  geographical	
  loca1on	
  of	
  a	
  player	
  be	
  used	
  
as	
  sole	
  cryptographic	
  creden1al	
  ?	
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Posi1on-­‐Based	
  Cryptography	
  

hNp://nos.nl/op3/ar1kel/692138-­‐gamer-­‐krijgt-­‐
swaNeam-­‐in-­‐zn-­‐nek-­‐swa\ng.html	
  

hNps://youtu.be/TiW-­‐BVPCbZk?t=117	
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Basic	
  task:	
  Posi1on	
  Verifica1on	
  

n  Prover	
  wants	
  to	
  convince	
  verifiers	
  that	
  she	
  is	
  at	
  a	
  
par1cular	
  posi1on	
  

n  no	
  coali1on	
  of	
  (fake)	
  provers,	
  i.e.	
  not	
  at	
  the	
  claimed	
  
posi1on,	
  can	
  convince	
  verifiers	
  

n  assump1ons: 	
  n	
  	
  communica1on	
  at	
  speed	
  of	
  light	
  
n  instantaneous	
  computa1on	
  
n  verifiers	
  can	
  coordinate	
  

	
  

Verifier1	
   Verifier2	
  Prover	
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Posi1on	
  Verifica1on:	
  First	
  Try	
  

Verifier1	
   Verifier2	
  Prover	
  

1me	
  

n  distance	
  bounding	
  [Brands	
  Chaum	
  ‘93] 
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Posi1on	
  Verifica1on:	
  Second	
  Try	
  

Verifier1	
   Verifier2	
  Prover	
  

posi1on	
  verifica1on	
  is	
  classically	
  impossible	
  !	
  
[Chandran	
  Goyal	
  Moriarty	
  Ostrovsky:	
  	
  CRYPTO	
  ’09]	
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Equivalent	
  ANacking	
  Game	
  

n  independent	
  messages	
  mx	
  and	
  my	
  	
  
n  copying	
  classical	
  informa1on	
  
n  this	
  is	
  impossible	
  quantumly 
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Posi1on	
  Verifica1on:	
  Quantum	
  Try	
  
[Kent	
  Munro	
  Spiller	
  03/10]	
  

n  Let	
  us	
  study	
  the	
  aNacking	
  game	
  

?

?

?
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?

ANacking	
  Game	
  

n  impossible	
  
n  but	
  possible	
  with	
  entanglement!!	
  

?
? ?

?
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?

Entanglement	
  aNack	
  

n  done	
  if	
  b=1	
  

[Bell]	
  

?

?
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?

Entanglement	
  aNack	
  

n  the	
  correct	
  person	
  can	
  reconstruct	
  the	
  qubit	
  in	
  1me!	
  
n  the	
  scheme	
  is	
  completely	
  broken	
  

[Bell]	
  

?

?
[Bell]	
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more	
  complicated	
  schemes?	
  

n  Different	
  schemes	
  proposed	
  by	
  
n  Chandran,	
  Fehr,	
  Gelles,	
  Goyal,	
  Ostrovsky	
  [2010]	
  
n  Malaney	
  [2010]	
  
n  Kent,	
  Munro,	
  Spiller	
  [2010]	
  
n  Lau,	
  Lo	
  [2010]	
  

n  Unfortunately	
  they	
  can	
  all	
  be	
  broken!	
  
n  general	
  no-­‐go	
  theorem	
  [Buhrman,	
  Chandran,	
  
Fehr,	
  Gelles,	
  Goyal,	
  Ostrovsky,	
  S	
  2014]	
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U	
  
	
  

Most	
  General	
  Single-­‐Round	
  Scheme	
  

n  Let	
  us	
  study	
  the	
  aNacking	
  game	
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U	
  
	
  

Distributed	
  Q	
  Computa1on	
  in	
  1	
  Round	
  

n  using	
  some	
  form	
  of	
  back-­‐and-­‐forth	
  teleporta1on,	
  
players	
  succeed	
  with	
  probability	
  arbitrarily	
  close	
  to	
  1	
  

n  requires	
  an	
  exponen1al	
  amount	
  of	
  EPR	
  pairs	
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No-­‐Go	
  Theorem	
  

n  Any	
  posi1on-­‐verifica1on	
  protocol	
  can	
  be	
  broken	
  
using	
  an	
  exponen1al	
  number	
  of	
  EPR-­‐pairs	
  

n  Ques1on:	
  is	
  this	
  op1mal?	
  	
  
n  Does	
  there	
  exist	
  a	
  protocol	
  such	
  that:	
  

n  any	
  aNack	
  requires	
  many	
  EPR-­‐pairs	
  
n  honest	
  prover	
  and	
  verifiers	
  efficient	
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Single-­‐Qubit	
  Protocol:	
  SQPf	
  
[Kent	
  Munro	
  Spiller	
  03/10]	
  

if	
  f(x,y)=0	
  
?

?

?

if	
  f(x,y)=1	
  

efficiently	
  computable	
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?

ANacking	
  Game	
  for	
  SQPf	
  	
  

n  Define	
  E(SQPf)	
  :=	
  minimum	
  number	
  of	
  EPR	
  pairs	
  
required	
  for	
  aNacking	
  SQPf	
  	
  

? ?
if	
  f(x,y)=0	
   if	
  f(x,y)=1	
  

x	
   y	
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   What	
  to	
  Learn	
  from	
  this	
  Talk?	
  

ü Classical	
  Cryptography	
  
ü Quantum	
  Compu1ng	
  &	
  Teleporta1on	
  

ü Posi1on-­‐Based	
  Cryptography	
  
n  	
  Garden-­‐Hose	
  Model	
  
hNp://arxiv.org/abs/1109.2563	
  
Buhrman,	
  Fehr,	
  S,	
  Speelman	
  



share	
  s	
  waterpipes	
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The	
  Garden-­‐Hose	
  Model	
  



The	
  Garden-­‐Hose	
  Model	
  

n  based	
  on	
  their	
  inputs,	
  players	
  connect	
  pipes	
  with	
  pieces	
  of	
  hose	
  
n  Alice	
  also	
  connects	
  a	
  water	
  tap	
  

51	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   	
  if	
  water	
  exits	
  	
  @	
  Alice	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   	
  if	
  water	
  exits	
  	
  @	
  Bob	
  



Garden-­‐Hose	
  complexity	
  of	
  f:	
  
GH(f)	
  :=	
  minimum	
  number	
  of	
  pipes	
  needed	
  to	
  compute	
  f	
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  if	
  water	
  exits	
  	
  @	
  Alice	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   	
  if	
  water	
  exits	
  	
  @	
  Bob	
  

The	
  Garden-­‐Hose	
  Model	
  



Demonstra1on:	
  Inequality	
  on	
  Two	
  Bits	
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n  GH(	
  Inequality	
  )	
  ·	
  	
  	
  
n  demonstra1on:	
  3n	
  
n  challenge:	
  2n	
  +	
  1	
  (first	
  student	
  to	
  email	
  me	
  solu1on	
  wins)	
  

n  world	
  record:	
  ~1.359n	
  [Chiu	
  Szegedy	
  et	
  al	
  13]	
  

n  GH(	
  Inequality	
  )	
  ¸	
  n	
  	
  [Pietrzak	
  ‘11]	
  

n-­‐Bit	
  Inequality	
  Puzzle	
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Rela1onship	
  between	
  
E(SQPf)	
  and	
  GH(f)	
  



GH(f)	
  ¸ E(SQPf)	
  
Garden-­‐Hose	
   ANacking	
  Game	
  

teleport	
   teleport	
  
teleport	
  

teleport	
  

?



GH(f)	
  ¸ E(SQPf)	
  
Garden-­‐Hose	
   ANacking	
  Game	
  

teleport	
   teleport	
  
teleport	
  

teleport	
  

?

y,	
  Bob’s	
  	
  
	
  	
  	
  	
  telep.	
  keys	
  

x,	
  Alice’s	
  	
  
	
  	
  	
  	
  telep.	
  keys	
  

n  using	
  x	
  &	
  y,	
  can	
  follow	
  the	
  water/qubit	
  
n  correct	
  water/qubit	
  	
  using	
  all	
  

measurement	
  outcomes	
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n  last	
  slide:	
  GH(f)	
  ¸	
  E(SQPf)	
  
n  The	
  two	
  models	
  are	
  not	
  equivalent:	
  

n  exists	
  f	
  such	
  that	
  GH(f)	
  =	
  n	
  ,	
  but	
  E(SQPf)	
  ·	
  log(n)	
  	
  

n  Quantum	
  garden-­‐hose	
  model:	
  
n  give	
  Alice	
  &	
  Bob	
  also	
  entanglement	
  
n  research	
  ques1on:	
  are	
  the	
  models	
  now	
  
equivalent?	
  

GH(f)	
  =	
  E(SQPf)	
  ?	
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Garden-­‐Hose	
  Complexity	
  Theory	
  
n  every	
  f	
  has	
  GH(f)	
  ·	
  2n+1	
  
n  if	
  f	
  in	
  logspace,	
  then	
  GH(f)	
  ·	
  polynomial	
  

n  efficient	
  f	
  &	
  no	
  efficient	
  aNack	
  )	
  P≠	
  L	
  
n  exist	
  f	
  with	
  GH(f)	
  exponen1al	
  (coun1ng	
  argument)	
  
n  for	
  g	
  2	
  {equality,	
  IP,	
  majority}:	
  GH(g)	
  ¸	
  n	
  /	
  log(n)	
  

n  techniques	
  from	
  communica1on	
  complexity	
  

n  Many	
  open	
  problems!	
  



60	
  

What	
  Have	
  You	
  Learned	
  from	
  this	
  Talk?	
  

ü Classical	
  Cryptography	
  

ü Quantum	
  Compu1ng	
  &	
  Teleporta1on	
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What	
  Have	
  You	
  Learned	
  from	
  this	
  Talk?	
  

ü No-­‐Go	
  Theorem	
  
n  Impossible	
  uncondi1onally,	
  but	
  aNack	
  requires	
  
unrealis1c	
  amounts	
  of	
  resources	
  

ü Garden-­‐Hose	
  Model	
  
n  model	
  of	
  communica1on	
  complexity	
  

ü Posi1on-­‐Based	
  Cryptography	
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   Take	
  on	
  the	
  crypto	
  challenge!	
  
n  GH(	
  Inequality	
  )	
  =	
  2n	
  +	
  1	
  pipes	
  

n  the	
  first	
  person	
  to	
  tell	
  me	
  (cschaffner@uva.nl)	
  the	
  
protocol	
  wins:	
  

	
  
	
  

n  course	
  “Informa1on	
  Theory”	
  
n  see	
  you	
  in	
  the	
  next	
  block	
  on	
  28	
  October	
  2015!	
  



00…	
  0	
  

2n+1	
  pipes	
  

11…	
  1	
  

x1x2…xn	
  

connects	
  iff	
  
f(00…0,y)=0	
  

connects	
  iff	
  
f(11…1,y)=0	
  

connects	
  iff	
  
f(x,y)=0	
  

f(x,y)=1	
  

Any	
  f	
  has	
  GH(f)·	
  2n+1	
  

x1x2…xn	
  
y1y2…yn	
  

f(x,y)=0	
   f(x,y)=1	
  



00…	
  0	
  

n	
  

11…	
  1	
  

n	
  

x1x2…xn	
  

connects	
  iff	
  
f(00…0,y)=0	
  

connects	
  iff	
  
f(11…1,y)=0	
  

connects	
  iff	
  
f(x,y)=0	
  

Any	
  f	
  has	
  GH(f)·	
  2n+1	
  

x1x2…xn	
  
y1y2…yn	
  

2n+1	
  pipes	
  

f(x,y)=0	
  

f(x,y)=0	
   f(x,y)=1	
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Open	
  Problems	
  

n  Is	
  Quantum-­‐GH(f)	
  equivalent	
  to	
  E(SQPf)?	
  
n  Find	
  good	
  lower	
  bounds	
  on	
  E(SQPf)	
  
n  Does	
  P≠L/poly	
  imply	
  f	
  in	
  P	
  with	
  GH(f)	
  >	
  poly	
  ?	
  
n  Are	
  there	
  other	
  posi1on-­‐verifica1on	
  schemes?	
  
n  Parallel	
  repe11on,	
  link	
  with	
  Semi-­‐Definite	
  
Programming	
  (SDP)	
  and	
  non-­‐locality.	
  

n  Implementa1on:	
  handle	
  noise	
  &	
  limited	
  precision	
  
n  Can	
  we	
  achieve	
  other	
  posi1on-­‐based	
  primi1ves?	
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Quantum	
  Opera1ons	
  
n  are	
  linear	
  isometries	
  
n  can	
  be	
  described	
  by	
  a	
  unitary	
  matrix:	
  	
  
n  examples:	
  

n  iden1ty	
  
n  bi�lip	
  (Pauli	
  X):	
  mirroring	
  at	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  axis	
  	
  

	
  
X	
  
	
  X	
  
	
  

X	
  
	
  

X	
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Quantum	
  Opera1ons	
  
n  are	
  linear	
  isometries	
  
n  can	
  be	
  described	
  by	
  a	
  unitary	
  matrix:	
  	
  
n  examples:	
  

n  iden1ty	
  
n  bi�lip	
  (Pauli	
  X):	
  mirroring	
  at	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  axis	
  	
  
n  phase-­‐flip	
  (Pauli	
  Z):	
  mirroring	
  at	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  axis	
  
n  both	
  (Pauli	
  XZ)	
  

	
  

Z	
  
	
  



Quantum	
  Key	
  Distribu1on	
  (QKD)	
  
Alice 

Bob 

Eve 
n  inf-­‐theore1c	
  security	
  against	
  unrestricted	
  eavesdroppers:	
  

n  quantum	
  states	
  are	
  unknown	
  to	
  Eve,	
  she	
  cannot	
  copy	
  them	
  
n  honest	
  players	
  can	
  check	
  whether	
  Eve	
  interfered	
  

n  technically	
  feasible:	
  no	
  quantum	
  computa1on	
  required,	
  	
  
only	
  quantum	
  communica1on	
  

[BenneN	
  Brassard	
  84]	
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n  Efficient	
  quantum	
  algorithm	
  for	
  factoring	
  [Shor’94]	
  
n  breaks	
  public-­‐key	
  cryptography	
  (RSA)	
  

n  Fast	
  quantum	
  search	
  algorithm	
  	
  	
  	
  [Grover’96]	
  
n  quadra1c	
  speedup,	
  widely	
  applicable	
  	
  

n  Quantum	
  communica1on	
  complexity 	
  	
  
n  exponen1al	
  savings	
  in	
  communica1on	
  

n  Quantum	
  Cryptography	
  [BenneN-­‐Brassard’84,Ekert’91]	
  
n  Quantum	
  key	
  distribu1on	
  

Early	
  results	
  of	
  QIP	
  


