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Abstract

This thesis provides the reader with in-depth knowledge of the bomb-testing
attack described in an article by Nagaj et al, which can be used to successfully
counterfeit private-key quantum money as proposed by Wiesner [12] [14].

First a brief overview of the basics of quantum information, such as qubits,
superposition of states, and entanglement is given. After it is shown that un-
known quantum states cannot be copied, which is known as the quantum no-
cloning theorem [I5]. The quantum no-cloning theorem forms the basis for
Wiesner’s private key-quantum money scheme, which will be subsequently pre-
sented [T4].

After having laid this foundation on quantum information and Wiesner’s quan-
tum money, the paper shows how the seemingly secure money scheme can be
broken. The attack on Wiesner’s money that forms the foundation of the thesis
is the bomb testing attack published by Nagaj et al in 2016 [12].

The thesis explicitly derives and analyses the bomb testing attack for different
types of private-key quantum money. Two versions of the attack are worked out
for quantum money which has four possible states per qubit. The first attack is
the same as given in the paper by Nagaj et al [I2]. The second is a rewrite of the



attack in a different basis to provide more insight in the workings of private-key
quantum money.

Using the outline from the original paper, the thesis then gives a generalization
of the bomb-testing attack to quantum money with more than four possible
states per qubit. Finally it is shown that the bomb testing attack cannot be
performed with a low probability of getting caught when the possible qubit
states are unknown to the forger.

The thesis ends with a description of a slightly altered private-key quantum
money scheme which is secure against the bomb testing attack, and a discus-
sion of how private-key quantum money might be implemented in society.
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Introduction

With rapid technological advances in the field of quantum technologies,

quantum information is becoming increasingly relevant. Quantum money is
one of the suggested applications of quantum technologies. Wiesner’s private-
key quantum money scheme was the first quantum money scheme suggested.
Wiesner’s private-key quantum money makes use of the quantum no-cloning
theorem to create money which was thought to be unforgeable [I4]. This thesis,
however, provides a review of an attack, known as the bomb testing attack,
which can be used to forge Wiesner’s quantum money [12].
In order to provide the reader with a good understanding of private-key quantum
money the thesis first gives a review of the main aspects of quantum informa-
tion. This thesis then presents an in-depth explanation of Wiesner’s private-key
quantum money. Subsequently the bomb testing attack on Wiesner’s quantum
money is worked out. Highlighting the techniques, possibilities and possible pit-
falls of carrying out such an attack to give a good understanding of the current
state of private-key quantum money and its potential future.

Research context

The idea of private-key quantum money was first proposed by Wiesner in
the 1960’s although his paper did not get published until 1983 [14]. In his
paper Wiesner introduces the idea of conjugate coding and exploits this in two
different schemes, one for oblivious transfer and one for private-key quantum
money [14]. His idea for private-key quantum money later inspired ideas for
related quantum cryptographic schemes such as quantum key distribution and
public-key quantum money [3].

Wiesner initially called his scheme fool proof and theoretically unbreakable but
over the years different attacks have brought to light several weak points of
Wiesner’s quantum-money scheme [I] [9] [12].

The first attack on Wiesner’s money works in a setting where the bank returns
invalid quantum bills and fixes minor deviations in quantum bills to account
for quantum noise [12]. This attack was developed separately by Aaronson and
Lutomirksi [T] [9].

In 2016 two different attacks were published in one paper by Nagaj, Sattath,
Brodutch and Unruh [12]. The first attack works if the bank returns the same
bill after validation as long as the different possible states of the qubits are known
[12]. The second attack also works for forging a quantum bill of which the basis
states are infinite or unknown [I2]. The paper by Nagaj et al also proposes a
slight modification of Wiesner’s original scheme for which no successful attack
is currently known [12].

Methodology

In order to carry out this research, basic tools of quantum mechanics will be
necessary as well as an understanding of computing, mathematics and quantum



information. In writing this literature review, the author has made use of the
most recent and relevant papers on private-key quantum money as well as books
and papers written on general theorems and methods of quantum information.

Significance

Ever since money is being used governments and other institutions have been
coming up with ways to make it harder to counterfeit, either by increasing the
complexity or by using rarer materials. No matter how many intricate security
features are added to traditional money, it can be re-produced as long as the
forger has access to the same materials and equipment as the mint [2]. Using
the no-cloning aspect of qubits it might be possible to develop money cannot
be counterfeited [2]. If money is unforgeable, no individual or company needs
to be concerned about the authenticity of their money.

Next to the direct benefit that unforgeable money would be to society, the
techniques used to create private-key quantum money can also be used for other
purposes, such as software that cannot be copied [I].



Chapter 1: Everything quantum

What is quantum mechanics?

Quantum mechanics is the branch of physics describing reality at very small
scales. At such small levels particles behave differently from what would be
expected at a ‘human’ level.

At the ‘human’ level the world can be described by classical physics. The posi-
tion and momentum of objects can be described using Newtons laws of motion.
For many years it was assumed that everything was build up from particles that
could be imagined as tiny marbles. The behaviour of these tiny marbles could
then be described by Newton’s laws of motion. At very small scales, however,
certain phenomena could not be explained by the laws of classical physics. This
problem eventually led to the development of quantum mechanics at the begin-
ning of the 20" century.

When observing light, scientists noticed that light sometimes behaved like a
wave and sometimes like a particle. This effect led physicists to propose the
idea of wave-particle duality, the idea that light was neither a wave nor a par-
ticle but both.

Later developments and experiments made scientists realise that not only light
but all particles exhibit wave-like behaviour. Nowadays there is a consensus
that the idea of a particle as a marble is wrong and that particles should be
described as waves. When zoomed in to small enough levels, quantum levels,
particles always behave like waves. It is only when we observe the particle that
it will collapse onto one point and behave like a marble.

The building blocks of reality actually being waves instead of particles has sig-
nificant effects on the physics we use to describe it. Newtons laws of motion
can no longer be used to describe a system, instead it is necessary to find the
corresponding wave function.

Since particles are waves, there is no such thing as the exact position of a parti-
cle. This problem is easy to comprehend when thinking about water waves in a
fish tank. It would be nonsensical to ask at what point exactly in the fish tank
the wave is, as the wave is spread out over space. Similarly it is impossible to
speak of the exact position of a quantum particle as it is spread out over space.
When a measurement of the position is performed on a particle it will, however,
collapse into one point in space. The particle was not there to begin with, it
was forced to pick a position by the measurement that was performed on it [7].

Qubits

Modern technology can exploit certain aspects of quantum mechanics to
build systems that are classically impossible. Quantum computers are an ex-
ample of such quantum technologies. Instead of bits quantum computers use
quantum bits, or qubits. Qubits are the quantum equivalent of classical bits
and as such they exhibit specific quantum behaviour.

Specifically qubits make use of quantum non-locality. Where a classical bit is



always either 0 or 1, a qubit can be in a state that is a linear combination of 0
and 1, known as a superposition.

More specifically, the state |¢p) € C? of a qubit can be described as follows:
|¢p) = a|0) + B|1). Here |0) and |1) correspond to |0) = Ll)] and |1) = [ﬂ @
andf are complex numbers such that |a|? + |8]? = 1.

When either |o| = 1 or |8] = 1 the qubit can be thought of as a classical bit in
one state but otherwise the qubit is in a superposition of states.

Quantum measurement

|} = |0} + 3|1}

0)

Figure 1: This picture shows how a qubit can be visualised as a vector on the
unit circle.

In order to obtain information about the state of a qubit a physicist might
decide to measure the qubit. Upon measuring the qubit |¢) = «|0) + £ |1) men-
tioned in the last section in the {|0),|1)} or computational basis, the physicist
will find either |0) or |1). The probability to measure |0) is |a|?> and to measure
|1) is |8]?. The computational basis, however, is not the only possible basis to
express and measure qubits in.

A qubit can be thought of as an arrow on the unit circle where the (1,0) point
is |0) and the (0,1) point is |1) (see picture). Note that a and § are actually
complex numbers, therefore qubits should be described in a 2-sphere called the
Bloch sphere. However, a phase shift of the qubit vector can be used to repre-
sent the qubits in the real plane without losing information about the system
required for the calculations in this paper. For the purpose of this paper, we



can visualise qubits as vectors on the unit circle.

When thinking of qubits as vectors in the unit circle it is clear all qubits can
be described as a linear combination of the |0) and |1) state. Moreover any
orthogonal pair of vectors on the unit circle can be used as a basis. All qubits
can be described as a linear combination of any pair of orthogonal states.

It is then easy to see that there is an infinite amount of basis states that can
be used to describe and measure the qubits in.
Consider qubit |¢) which was described in the computational basis as |¢p) =
a|0) 4+ $]1). This qubit can also be described and measured in any other basis.
It could, for instance, be measured in the {|¢),|¢*)} basis, where |¢1) is the
vector orthogonal to |¢). In that case a measurement will certainly find the
qubit to be in the state |¢). This outcome is a different outcome from what
the physicist found measuring |¢) in the computational basis, namely |0) with
probability |a|? and |1) with probability |3]2.
The result of a measurement depends on the basis in which the measurement
is performed. Moreover a measurement of a qubit in a basis in which the qubit
is expressed as a linear combination of basis states changes the state of the
qubit. In the example above the measurement of |¢) in the computational basis
changed the qubit to |0) or |1), while it was |¢) = «|0) + §]1). In order not
to change the state of a qubit upon measurement, one needs to know what of
what basis the state is a basis state beforehand.

In order to measure a qubit in a basis other than the basis in which it is

currently expressed, the state of the qubit needs to be rewritten in the measure-
ment basis first. The following example shows how to rewrite |¢) such that it
can be measured in the Hadamard basis.
The Hadamard basis consists of the two basis states |[+) and |—). These states
are defined as follows: |+) = %(\0) +1]1) and |-) = %(|O> —|1). Similarly:
|0y = %(H—) +|-) and |1) = %(H—) — |—). Using these formulas |¢) can be
re-expressed in the Hadamard basis.

I+ +1-)
V2

_ _ +) —=1-) a+p
[¢) = a|0) + B 1) =« +8 N ﬁ|+>+

— 4} +61-)

— afB _a=p
Where v = 73 and § = R
Measuring |¢) in the Hadamard basis will result in |[+) with probability |y|?
and |—) with probability |§|2. The same procedure can be used to re-express
and measure any qubit in any basis.



Multiple qubits

Two qubits can be combined by taking the tensor product |¢) ® |¢), which
is often written as |¢) |[¢). Define |¢) = a|0) 4+ 5|1} and |¢p) = v|0) +6|1) then:

9) @ [¢) = (a|0) + B[1))(70) + 6 [1)) = ay[00) + ad [01) + B [10) + B4 |11) .

These states can be represented by the following vectors:

ay
| I ol . | ad
9= 5] W= 3] amd b pur = | 5.
Bd
Entanglement

Entanglement in quantum mechanics is a phenomenon in which two quantum
objects are connected such that the pair of qubits cannot be written as tensor
product of the individual states. When two states are entangled a measurement
of one qubit changes the state of the other qubit.

An example are Bell states, such as the state: w. If a measurement of the

second qubit in the computational basis yields a |1), we know that the system
as a whole has collapsed onto |11). Therefore it is certain that a subsequent
measurement in the computational basis of the first qubit will give |1). Had
the first qubit been measured in the computational basis before measuring the
second, however, it would have resulted in |0) or |1) with equal probabilities.
When two qubits are entangled a measurement of one qubit changes the state
of the second.

Linearity and quantum no-cloning

In 1982 two separate papers were published which used the linearity of quan-

tum mechanics to prove that an unknown quantum state cannot be copied [5]
[15]. This result is known as the quantum no-cloning theorem.
In order to copy a qubit a system needs a scratch qubit to turn into the state of
the qubit and matrix responsible for doing so. Assume that there is a unitary
matrix U which can be used to successfully copy the state of any qubit onto a
scratch qubit |x). Since the matrix can produce a successful copy of all possible
qubits, it can be used to copy both |0) and |1) onto the scratch qubit.

U10) Ix) = 10) |0)

Uy [x) = 11) 1)
By the same reasoning this matrix U should also be able to copy the qubit

|¢) = a|0) + B ]1) onto the scratch qubit. Using the linearity of quantum states,
however, it can be seen that:

Ule) x) = Ula|0) + B 1)) [x) = aU [0} [x) + BU 1) [x) = a[0) [0) + B[1) [1).



If the system had successfully copied ¢ it would have ended up in the state:
|6} |¢) = a?[0) |0) + @30} [1) + Bar [1)[0) + 5% [1) [1) .
As long as both |a| # 1 and |8] # 1:
al0)[0) + B[1) [1) # a®]0)0) + a3 |0) [1) + Ba [1) 0) + 57 |1) [1).

Therefore there can not exist a matrix which copies the state of any unknown
qubit unto a scratch qubit.

10



Chapter 2: Wiesner’s private-key quantum
money

In 1968 Wiesner wrote a paper on quantum computing introducing many
of the concepts still used today. In his paper he describes the general idea of
quantum computing, which he called conjugate coding, and introduces schemes
to exploit its features [I4]. Private-key quantum money was one of the schemes
suggested to exploit the properties of quantum computing. Although Wiesner’s
paper was not published until 1983 his ideas of conjugate coding have sparked
many developments in quantum cryptography. Wiesner claimed the money of
his private-key quantum money scheme to be theoretically unforgeable [14].

Wiesner’s idea of quantum money works as follows. Each banknote has two
distinguishing features, a serial number and n qubits. The serial number is vis-
ible for everyone, and all banknotes have a unique serial number. Each of the
n qubits is in a different state. The states of the n qubits of each banknote are
only known by the bank.

The bank keeps a database linking the states of all the different n qubits of a
quantum banknote to its serial number. Each time a person wants to check if a
quantum bill is legitimate, they send it to the bank for verification. The bank
then measures each qubit of the quantum bill in the correct basis. If all the
qubits are in the state the bank expects them to be, the bank returns the bill
to the owner, otherwise some sort of repercussions will follow.

By the quantum no-cloning theorem it is impossible to copy different qubits
as long as it is unknown what state they are in. Therefore, at first sight, it is
impossible for a malevolent person to create a copy of such a quantum bill.

A downside to quantum money as proposed by Wiesner is that it is private-key
money. Any person who is able to check the legitimacy of a bill is also able to
create a copy. Therefore no other entity then the bank can be given the key to
verify quantum money, and no individual or company is able to check if money
if real without going to the bank.

In Wiesner’s original paper he suggests quantum money of which all qubits
are basis states of the computational or Hadamard basis. There are then four
possible states each of the n qubits can be in: |0), 1), |[+) and |—).

Imagine a forger, Alice, trying to create fraudulent quantum money. At first
sight there are two different ways in which she could attempt to forge quantum
money.

1. She could take a serial number and guess the states of all of the n qubits.
She could then create a quantum bill with the n qubits as she guessed
them and send the quantum bill to the bank for verification.

2. She could attempt to copy a quantum bill by randomly measuring all the
n qubits in either the computational or Hadamard basis. Based on the

11



results of said measurements she could create a new quantum bill and send
this to the bank for verification.

Option 1: Alice tries to forge quantum money by guessing the n qubit states
of a quantum bill.
To determine the probability of Alice’s forged quantum money successfully pass-
ing the verification of the bank, first consider the possibility of one qubit passing
the verification of the bank.
Without loss of generality assume that Alice guesses the first qubit of the quan-
tum bill to be |0). There are four different cases that need to be considered:

1. There is a % probability that the first qubit of the quantum bill associated
with her serial number is |0), in which case Alice’s qubit passes verification
by the bank.

2. Thereis a % probability that the first qubit of the quantum bill associated
with Alice’s serial number is |1), and the qubit does not pass verification
by the bank.

3. There is a i probability that the first qubit of the quantum bill associ-
ated with Alice’s serial number is |+). Since Alice has send the bank a

|0) = %, and the bank measures this state in the Hadamard basis,

there is a % chance Alice’s qubit passes verification by the bank.

4. Thereis a i probability that the first qubit of the quantum bill associated
with the chosen serial number is |—). Similar to the case above there is a
probability of % that Alice’s qubit passes verification by the bank.

The total probability that the guessed qubit passes verification of the bank is

i * 14 i * 0+ % * % + i * % = % Since each of Alice’s n guessed qubits have to
pass verification by the bank there is a (%)" chance Alice does not get caught.
Since lim,, o (%)” = 0 the probability of such an attack succeeding can be made

arbitrarily small by adding more qubits to each quantum bill.

Option 2: Creating quantum money by measuring each qubit of a quantum
bill in a random basis.
In order to analyse the probability of Alice’s copied quantum bill successfully
passing the test by the bank, first determine the probability of one copied qubit
passing the test by the bank.
Without loss of generality assume Alice decides to measure the qubit in the
computational basis. There are two cases that need to be considered:

1. There is a 3 chance the qubit was either |0) or |1). Therefore Alice has

measured the qubit in the correct basis and she will determine the state

12



of the qubit correctly. Therefore the qubit of her copied quantum bill will
certainly pass verification by the bank.

2. There is a 3 chance the qubit was either |+) or |—) and Alice finds |0)
or |1) with equal probability. Therefore she sends % to the bank

verification. There is a % chance this qubit passes verification by the
bank.

The total probability of a qubit copied using the method above passing the test

of the bank is equal to £ + 1 * £ = (2). A banknote contains n qubits therefore

2772
Alice has a (2)" chance her banknote is verified by the bank. Similarly as be-
fore the probability of success for this attack can be made arbitrarily small by
increasing the number of qubits n on a quantum bill, since limnﬂoo(%)” = 0.

In carrying out this attack, however, Alice destroys the original quantum bill.

In a paper published in 2012 by Molina, Vidick and Watrous, it was shown
that Wiesner’s private-key quantum money can be successfully forged with prob-
ability P = (3)" [10]. The method used in this paper ensures that the original
bill is not destroyed, making this the best of the three attacks described. The
probability of Alice successfully forging private-quantum money using this at-
tack can be made arbitrarily small by increasing the total number of qubits n,
since lim,_,o(3)™ = 0. Therefore this attack does not pose a thread to Wies-
ner’s private-key quantum money scheme.

13



Chapter 3: Bomb testing attack on Wiesner’s
quantum money

When Wiesner published his paper on quantum money in 1983 he claimed
the money was unforgeable [I4]. In 2016, however, a paper written by Brodutch,
Nagaj, Sattath and Unruh showed how to exploit specific features of Wiesner’s
quantum money scheme to successfully determine the states of the qubits of a
quantum bill [I2]. Once the forger, Alice, knows the states of the n qubits of
a quantum bill she can use this information to create an unlimited amount of
copies of this quantum bill.

The bomb testing attack determines what state a qubit is in by first checking
whether or not the qubit is |+). If the qubit is not |+) it runs a similar test to
determine or exclude it to be |—). When the qubit is neither |[+) or |—) it can
safely be measured in the computational basis to determine whether it is |0) or
[1).

This chapter will first explicitly give the attack described above and determine
its probability of success. The second part of this chapter gives a rewritten
version of the same attack where it is first determined whether or not the qubit
is |0) or |1). The attack is rewritten to gain more understanding in the workings
of quantum money and the different bases. The two versions of the attack are
equivalent in terms of efficiency and success probability.

Original bomb testing attack by Nagaj et al

The scheme that is used in order to determine whether or not the qubit is
in the |4) state is as follows:
First a control qubit is prepared in the state |0). This control qubit is then
rotated by a small angle § < 1 using the rotation matrix:

Ry — {cos § —sin 5}

sind  cosd
This rotation the control qubit is in the state

roloy = [co58 i) 1] - [eod

sind  coséd | |0 siné] = cos§|0) +sind|1).

Call |¢) the qubit of the quantum bill of which Alice is trying to determine
whether or not it is in the state |[+). In the next step the rotated control qubit
is combined with |¢) by taking the tensor product.

(cosd |0) +sind 1)) ® |¢p)

This combined state is subsequently sent through a CNOT gate.

14



1 0 00
01 00
CNOT = 00 0 1
0 010
Afterwards the banknote qubit is send to the bank for verification.

For Wiesner’s private-key quantum money there are four different states |¢)
could be in. These cases are analysed separately.

Case 1: |¢) = |0)
Combined with the rotated control qubit the state becomes:

(cosd |0) +sind |1)) ® |0) = cosd |00) + sin d |10) .
When a CNOT gate is applied to that state it becomes:
CNOT ® (cosd |00) 4 sind |10)) = cos ¢ ]00) + sin § |11)

The next step is that the banknote qubit is send to the bank for verification.
Upon verification of the banknote qubit there is a cos? (§) chance the bank
measures |0) and the forger does not get caught in this round. In this case the
control qubit is projected back to |0). After repeating this process N times Alice
measures the control qubit and finds it to be |0). In each iteration of the scheme
above there was a sin? (§) chance the bank found the banknote qubit to be |1)
instead of |0), in which case Alice got caught. Since there are N iterations there
is a total probability of (1 —sin®§)" = cos?V § that Alice is not caught by the
bank during the process.

Case 2: |¢) = |1)
Combined with the rotated control qubit the state becomes:
(cosd]0) +sind 1)) ®|1) = cosd |01) + sind [11)
When a CNOT gate is applied to this state it becomes:
CNOT ® (cosd |01) 4 sind |11)) = cos§|01) + sin § |10) .

So then when the bank measures the second qubit there is a cos % chance they
measure |1) as desired, and the control qubit is projected back to |0). After re-
peating the measurement process N times there is a (cos?” § chance the forger
was never caught by the bank, and subsequently measures |0) for the control
qubit.

Case 3: |¢) = [+)
Combined with the rotated control qubit the state becomes:

1
ﬁ(l()) +11))

(cosd]00) 4+ cos§]01) + sind |10) + sin g [11)).

(cosd]0) +sind|1)) @ |[+) = (cosd |0) +sind|1)) ®
_ 1
V2

15



Applying the CNOT gate to this state does not change it:

CNOT@%(COS(S |00) + cos 4 |01) + sind |10) + sind |11))

_ b
V2
= %(cosé |00) + cos 4 |01) 4 sind |10) + sind|11))

= (cosd |0) +sind [1)) @ |[+)

(cosd]00) 4+ cos ¢ ]01) +sind |11) +sind |10))

Therefore when the bank performs a measurement in the Hadamard basis
they find |4) as desired and the control qubit remains rotated.
Because the control qubit remains rotated after each iteration of the process the
control qubit ends up being rotated by N x4 degrees. The forger chooses § such
that 6 x N = 3, so § = 5. After performing the operation described above N
times the control qubit is in the following state: cos F [0)+sin § |1) = [1). There-
fore when Alices measures the control qubit after IV iterations of the scheme

described above she finds it to be |1).

Case 4: |¢) = |-)
Combined with the rotated control qubit the state becomes:

(cosd|0) +sind|1)) ® |—) = (cosd |0) 4+ sind 1)) ® (10) — 1))

1

V2
1

= E(cos& |00) — cos 4 |01) 4 sin 6 |10) — sind |11))

When a CNOT gate is applied to this system the following happens:

1
CNOT@E(cosé |00) — cos 4 |01) + sind |10) —sind |11))

1
= ﬁ(cosé |00) — cos 6 |01) — sind |10) 4+ sind|11))

= (cosd)0) —sind 1)) @ |—)

Upon measurement of the banknote qubit the bank finds |—) as desired, but the
control qubit is in a different state than before namely: cosd |0) — sind |1).
This is not problematic, as can be seen by what happens in the second repetition
of this scheme.

First the control qubit is rotated by an angle § to:

Rs(cos 8 |0) —sind |1)) = (cos 6% 4 sin §2) [0) 4 cos §sin d |1) — cos §sind |1) = |0)
Then the control qubit |0) is combined with the banknote qubit to %(|00> —|01))

and the CNOT gate acts as an identity operation. When measuring the second

16



qubit the bank measures |—) as desired. The control qubit is then back in the
|0) state and the system is as it was before the first round.

Therefore, as long as N is an even number, the forger certainly measures |0) for
the control qubit after having run this scheme N times.

The above has shown that only when the banknote qubit was |+) Alice will
find the control qubit to be in the state |1) after N rounds. Therefore, if after
N iterations of the scheme the control qubit is found to be |1) she can be cer-
tain that the banknote qubit is |¢) = |4+). When Alice finds the control qubit
to be |0) after N iterations of the scheme she knows that the banknote qubit
|¢) # |+). She will then run a similar test on the banknote qubit only now to
determine if the banknote qubit is in the state |—)

In order to either find or exclude that |¢) = |—) the forger performs the
same operations as described above using the controlled-(-X) gate.
1.0 0 O
01 0 O
CNOT_x = 00 0 -1
0 0 -1 0

When running the bomb testing attack with the CNOT_x instead of the
CNOT-gate the results are the same for the cases where |¢) = |0) or |¢) = |1).
Running the bomb testing attack with the CNOT_x gate has the same effect
on the system when |¢) = |+) the attack with the CNOT-gate has on the system
when |¢) = |—). Similarly the bomb testing attack with the CNOT_x gate has
the same effect on the system when |¢) = |—) as the attack with the CNOT-gate
has on the system when |¢) = |+).

Therefore running the attack described above with the CNOT_ x gate will only
result in |1) for the control qubit when |¢) = |—). When the banknote qubit
is either |0) or |1) Alice has the same probabilities of getting caught as before.
Therefore this gate can be used to determine or exclude |¢) = |—).

Once it has been excluded that the banknotes qubit is either |+) or |—) it can
safely be measured in the computational basis to determine whether it is |0) or
|1). Therefore Alice now knows what state the qubit |¢) is in and she can use
this to create a forged quantum bill.

To know whether or not this scheme for copying quantum money can be

securely used it is important to determine the probability of the forger being
caught by the bank.
In order to copy one qubit the operation described above needs to be run at
most 2N times. N times to find out or exclude that the qubit is |+), then if
the qubit is found not to be |+) the operation is run N more times to find out
or exclude |-).
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In order to evaluate the probability of Alice not being caught after running
N iterations of the scheme described above recall that 4 is defined to be 6 = 55

and that § <« 1.

P> (cos6?)N = (1 —sind?)¥ > (1—62)Y = (1 (%)%N —
Above Taylor expansion around ¢ = 0 was used to determine sind 5 . To
further evaluate this expression use binomial expansion and neglect the smaller

terms.

2 2

#k >1—-N—s=1— —

- 4N? 4N
Since the N-step procedure is ran at most twice per qubit and there are n
qubits per bill the total probability of not being detected while determining the

qubit states of a bill is:

72, 2
P N>(1—-——)">1-— —.
(total) > ( 4N) > 5N

In the last step binomial expansion was used again.

The probability of Alice getting caught by the bank f is f = 1—P(succesful copy)
is:
2n
=t
2N
This means that the probability of being caught f can be made arbitrarily small
by increasing the number of iterations of the scheme N. Therefore Alice can

successfully forge quantum money while taking as little risk as she wants.

Rewriting the attack to test for |0) and |1) states

In order to gain more insight into the workings of the attack it is interesting
to rewrite it such that it determines or excludes that the measured qubit is in
the |0) or |1) state. Therefore a different version of the CNOT gate is required.
The Hadamard gate, H, transforms matrices and vectors from the computational
to the Hadamard basis and vice versa [13]. By applying the Hadamard gate to
the X-matrix the required version of the CNOT gate for this case can be found.
The Hadamard gate looks as follows:

111 1
=gl )
To translate a matrix A expressed in the computational basis to the Hadamard
basis the following operation is required:

HTAH.
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The result of applying the Hadamard gate to the X matrix is called the Z
1 0 1)1 1
— T
Z=Hx«NOTx*xH'"= \/iH [1 0] [1 _1]

or phaseflip matrix:
I e B RO
T2l —1f|1 1
_lj2 o _ {1t o0
200 —2] [0 —1]"

With this Z matrix the CNOTz matrix can be created. This CNOTy gate
can be used to determine or exclude whether the banknote qubit |¢) is |0) using
the same procedure as before.

1 00 0
01 0 0
CNOTz=190 0 1 o
00 0 —1

The rest of this chapter will show what happens when running the bomb-
testing attack with this CNOTz matrix.

Similar to the first procedure described in this chapter there are four differ-
ent cases to distinguish when running the procedure.
As in the first procedure the control qubit starts in the state |0). This control
qubit is then rotated using the rotation matrix with angle ¢ to cosd |0)+sin d |1).

Case 1: |¢) = |0)
Combining this qubit with the rotated control qubit gives:

lcq1) ® |@) = |eg1) |0) = cosd |00) + sin § [10)

When this system is taken through the CNOT; gate described above it does
not change, therefore when the bank measures the second qubit it will surely
find |0) as required and the control qubit remains rotated.

After N repetitions of the operation the control qubit will be rotated by the
s

angle N6 = N5z = 5. Therefore a measurement of the control qubit after

repeating the operation N times will yield it to be [1).

Case 2: |¢) = |1)
Combining this qubit with the rotated control qubit gives:

leqr) ® [¢) = |equ) [1) = cos§]01) +sind[11)
When this system is multiplied by the C NOTz matrix it results in

CNOTz cos¢|01) +sind|11) = cosd [01) —sind [11).

With certainty the bank will measure |1) as the second qubit so the forger
cannot get caught. Then the control qubit is in the state cosd |0) —sind [1).

19



The second time this operation is applied rotating the control qubit by the angle
§ gives:

o 2 s 09
Ry(cosd[0) — sin 6 [1)) = {cosé smé} [cos§} _ [ cos 0“ + sin & ] _ {1}

sind cosd | |—sind sin § cos § — cos § sin
Combining the control qubit with the banknote qubit the system becomes:
0) ®[1) = [01).

This state does not change when taken through the CNOT, gate. Therefore
the bank will measure |1) as required and the control qubit remains |0). The
third application of the operation is the same as the first.

It follows that as long as N is even the control qubit will be determined to be
|0) upon measurement after running the procedure N times.

Case 3: |¢) = |—)
Combining this qubit with the rotated control qubit gives:

1
(cosd |0) +sind [1))|—) = ﬁ(coscS |00) — cos d |01) + sind [10) — sind |11)).

When this state is taken through the CNOT gate and rewritten in the Hadamard
basis it results in:

1
CNOTz(cosd |0) 4+ sind |1)) |—) = ﬁ(cosé |00) — cos 4 |01) 4 sin 6 |10) 4 sind |11))

%cos§(|0+> +10—) = [0+) +[0—)) + %Sin6(|1+> +1-) +|14) — |1-))
=co0sd |0—) +sind |14).

Upon measurement the bank will find the qubit to be in the |—) state with a
probability of cos 2. When the bank makes that measurement the control qubit
will be projected back to |0). After N rounds the control qubit will still be in
the state |0) and the prospective forger has not been caught with a probability
of cos?N §.

Case 4: |¢) = |+)
Combining our banknote qubit with the rotated control qubit the system be-
comes:

cosd

. . 1 1 lcosé

(cosd|0) +sind|1)) [+) = (cosd|0) —|—sm(5|1>)ﬁ(|0> +11)) = 75 | sins
sin 4.
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Taking this qubit through the CNOTy gate gives:

cosd

1
CONOT(cosd[0) +sind[1))|+) = — ‘;fjg
—sind

= \% c0s 6 ]00) + cos § |01) + sin g [10) — sin d |11)

1 1
=5 cos0(|0+) + |0—) + [0+) — |01)) + §(Sin5(\1+> +1=) = [14) +[1-))
= cos0 |0+) + sind [1-)
The bank finds the second qubit to be in the |+) state with a cos §? probabil-

ity after which the control qubit is projected back into the |0) state. Therefore
after N iterations of the scheme above Alice will find the control qubit to be |0).

In the four cases describe above only when |¢) = |0) the control qubit is
measured to be |1) after running the procedure N times.

If Alice found the control qubit to be in the state |0) she needs to run a
similar procedure to determine whether |¢) = |1). When one wishes to exclude
or determine that |¢) = |1) the same procedure as above is used with a different
CNOT gate, namely:

10 0 0
01 0 0
CNOT-z=1g o -1 0
00 0 1

After having excluded that the qubit is either |0) or |1) it is safe to measure
the qubit in the Hadamard basis to determine whether it is |+) or |—).

Using this version of the bomb testing attack, the probability that the forger
can create a copy of a quantum bill without getting caught are the same as

before: ) )
T

P H>(1——)2">1-— .
(total) > ( 4N) > SN
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Chapter 4: Generalisation to quantum money
with more basis states

The previous chapter has shown that Wiesner’s quantum money can be
copied with arbitrarily low risk for the forger to get caught. The attack works
by being able to determine or exclude that a qubit is a basis state of either the
computational or Hadamard basis.

This Chapter provides a generalisation of the attack of Chapter 3. This generali-
sation can be used to copy quantum money with more than four basis states. At
the end of this Chapter it is shown that a forger, Alice, can copy quantum money
with more than four basis states with an arbitrarily low risk of getting caught.
The attack described below works as long as the possible basis states are known.

In order to be able to rewrite the attack such that we can use it for quantum
money with more than four basis states, the appropriate controlled-NOT gates
need to be found. The matrix is always of the form:

10 0 O
01 0 O
0 0 Tr1 T2
0 0 r3 T4

CNOTgeneral = (1)

Tt is necessary to find the right 1, z2, x3 and x4 for each |a) the procedure is
trying to identify or exclude the banknote qubit to be, such that:

Ruow, = [0 22 10) = . ©)

The paper by Brodutch, Nagaj, Satah and Unruh identifies this matrix to be
[12]:

2 *
Recst,, = [ml $2] =2la) {a| -1=2 {O“”} [o; ap] —1=2 ['O‘“"* O‘-”O‘g] -1
Qy

Tr3 X4 Qg Oy

~2laglP -1 200
| 2ayal 2|2 — 1"

This matrix clearly does what is required as:
Riest, [0) = (2]a) (o] =) o) = 2]a) —|o) = [a) . (4)

For the remainder of this paper the matrix CNOT, will refer to the CNOTyenerai
where 21 = 2|a,|? — 1, 22 = 20,05, 13 = 20,0, and x4 = 2|y |* — 1:

1 0 0 0

01 0 0
ONOTo = 0 0 2a.l*—1 2005

0 0 2ayaf 2ayP—1
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When the banknote qubit |¢) is not in the state |a) applying Riest., to |¢)
gives:

Riest,, |9) = (2]e) (o =) [¢) = 2]e) (af |¢) = T|¢) = 2]a) cosf —¢)  (5)

In the above equation it was assumed that (¢|a) = cosf, where 6 is the angle
between the two states. Because the amplitudes of qubits are complex numbers
(¢|cr) is not generally a real number, but we can change the system such that
(p|a) = cos @ is true without changing anything significant for this attack [12].
In order to evaluate what will happen upon measurement of the bank, it is
necessary to rewrite this result in terms of |¢) and |¢), where |¢*) is the state
orthogonal to |¢). To find the expression of |a) in terms of |¢) and |¢), use
(¢|a) = cos @ as before and normalise the state, then:

la) = cos B |¢p) +sinf |pT) .

The above expression for |a) can be used to rewrite Riest, |¢) in terms of |¢)

and |¢1):

Riest,, |0) = 2cos0(cos O |¢) + sinf |pF)) — |¢)
= (2c0s6? — 1) |p) + 2cosOsinf |pr)
= c0s 260 |¢) + sin 20 |¢) .

Now that the above expression has been found, the scheme for the bomb-
testing attack to copy private-key quantum money with more than four basis
states can be given. As in the previous Chapter, the bomb-testing attack makes
use of a control qubit which starts in the state |0).

First this control qubit is rotated by a small angle § to the state cosd |0) +
sind|1). § is chosen such that §x N = Z and N is the total number of iterations

2
the of the attack performed on each qubit.

Upon combining the rotated control qubit with the banknote qubit the sys-
tem becomescos 6 |0) |¢) +sind |1) |¢). This system is subsequently run through
the CNOT,, gate.

CNOT,(cosd|0) |¢) +sind|1)|¢)) = cos & |0) |@) + sind cos 20 1) |p) + sin § sin 26 [1) |pT)

After applying CNOT,, to the system, the banknote qubit is send to the bank
for verification. The banknote qubit passes the banks test as long as the bank
measures |¢). From the expression of the system above it can be seen that
there is a sin? (20) sin? (§) probability the forger gets caught by the bank in this
round.

If the forger is not caught the control cubit is projected to the state:

cos 0 |0) + cos20sind |1) .
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If the bomb testing attack works Alice needs to find the control qubit to be
in the state |1) after N iterations of the attack only when |¢) = |a). In order to
establish if that is the case we need to find an expression for what the control
qubit will look like after N iterations of the scheme described above. The state
of the control qubit after N iterations can be expressed by finding a matrix
which represents the changes done to the qubit in each iteration and applying
it N times to |0).

The first iteration of the scheme changes the qubit from |0) to cosd|0) +
cos 20 sin ¢ |1). Therefore a matrix T needs to be found that does the following;:

T|O>:COS(50>+C082981n(5|1>:|: cos d }

cos 20 sin 6

This matrix is determined to be as follows:
cos 0 1 0 cosd| |1 0 R 1
cos20sind| — |0 cos20| |sind| ~ |0 cos20| "ttt |0

R 0 cosd —sind 0) = cos 0 —sind 10)
T |10 cos20| |sind cosd " |cos20sind  cos20cosd

= T10)

Where the matrix Ll) cog2 9} represents the banks measurement of the ban-

knote qubit and the rotation matrix Rs is due to the control qubit being rotated
at the beginning of each iteration of the scheme.

In the rest of this chapter |cg;) will refer to the state of the control qubit
after [** iteration of the attack described above. After the first iteration of the
attack, using the matrix determined above, the control qubit can be described
as follows:

leq1) = cos & —sind
D)= lcos20sind  cos 26 cosd

[ teaod =710}

Similarly after the second iteration the control qubit will be in the state:

logs) = cos 0 —sind
€42) = 1¢0s20sind  cos26 cosd

} legry =T |eqr) = T2 leqo) -

The state of the control qubit, after [ + 1 iterations can be expressed as:
leqir) = T leqr) = T Jego) = THHL(0) .

Call ¢ = cos 20, then the matrix T is defined as:

T_ cosd —sind
" |gsind qcosd |’
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Now that an expression has been found for the control qubit after each iter-

ation of the scheme we can finish analysing the bomb testing attack. When the
bomb-testing attack is used to determine whether or not a banknote qubit |¢)
is in the state |a) there are three cases to distinguish between. The case where
0 = 0, the case where § = 7, and the case were 0, < 0 < 3.
Remember that 6 is the angle between |a) and |@). O is the minimum angle
between the state |a) and all the other possible states a qubit can be in. The
case where 0 < 0 < 0,,,;,, is excluded as the angle between the two states cannot
be smaller than the minimum angle between two states.

First case: 0§ =0

This is the case where |¢) = |«).
Since # = 0, cos20 = ¢ = 1 and the matrix T is equal to the rotation matrix
T = Rs. After N iterations of the scheme the control qubit will be in the state

Nr N7
_ N _ N — - 1mn —— =
lean) = T |0) = Ry |0) = cos 5N |0) + sin 5 1) =11).
Therefore Alice will find the control qubit to be in the state |1) after N rounds
and she knows |¢) = |«) as required .

g

Second case: § =

[\

This is the case where |¢) = [at). As § = %, ¢ = cos20 = cos2F = —1.
Therefore the matrix T can be expressed as:

cosd —sind
= [—siné —cosé]'

Applying this matrix T to the control qubit gives:

B | cosd —siné | cos(d)
leqr) = T |eqo) = [—siné —005(5] 0) = [— Sin(J '

After second iteration of the scheme the control qubit can be expressed as:

cosd —sind
—sind —cosd

legs) = { r |cgo)

- cos 62 + sin 62 —sind cosd 4 sind cosd lego)
" | —sindcosd + sind cos d cos 62 + sin 62 do
=T|eqo) =10).

As long as N is an even number, Alice will certainly find the control qubit to
be |0) after N rounds. Therefore she knows that |¢) # |a) as required.
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Third case 0,,;, <0 < 3

This is the case which sets the multiple states attack apart from the original
attack described in the last chapter.
s

This case will be analyzed for large N which means that § = 5% is small, using

the Taylor series it can be approximated cosd =~ 1 and siné = 4.

(52
cosézl—O—E—i—...

sind ~0+4d6d—0—..

This means: _

1 6

T = + FE. 6
. Q

Where F is the error matrix associated with the approximation of sind and

cos 0: A
5
Ex~| 2 0 ]

62
0o -2

Using this expression of T the state of the control qubit after N can be
expressed as:

0 dq 0
—_——

[v1)

_TN72 1 TN72 _52q ETN72 1
N Sa+a)] " o | " 5q) TV

legn) = TN [0) =TV [1} — pN-1 [1} 4 ETN-1 {1]

[va2)

O

1
Slg+a*+4¢*) 0 6(q+ ¢*

[vs)

Repeating the calculations done above N times results in:

1

™ |0) =
10) g+ +@+ . +qV)

+ |ow) + Jov—1) + ... + |v1) -

Where the error vectors are:

1
S(g+q®+...+41)

—0(q+ P+ ..+

N—k
0 + ET

|Uk> _ Tka

After N iterations of the scheme the control qubit will be in the state 7% |0).
We need to find the probability that Alice measures the control qubit to be |0)

after IV iterations of the scheme. This can be done by finding a lower bound for
[ (01710 |-

26

)} +|vg) + [v1) .



In order to do this it is necessary to first find an upper bound of the norm of
the error vectors.

Since ||T']] < 1:
—82(q+ @+ ...+ 1
Il <) |70 B g e
52 2 k—1
< g+q*+...+¢" 1 VB 1
0 0
And | E| < 6%
—62(q+ P + .. + ¢! 1 —5%(1 24 4 gl
low)]| < (@+a+..+a" | _ e 1] (I+g+¢ +..+q
0 0 0
62
20(62(1+q+...+qk_1))SO(liq).

The last step was done using the geometric series for ¢ < 1.

To calculate the probability of measuring |0) for the test qubit in the final round,
as desired, determine (0] TV |0). First notice that the bigger k the bigger|||vy)||.
Therefore:

N No? —1p-2 —1p-2
/T 10) > 1= N||jow)|| > I_O(E) >21-0ON7077)21-0(N"0,7,)
In the last step it was used that § = 5%, 1—¢ = 1—cos(20) < 1—(1—267) = 6%
and that % < % since 60 > 0,in-

P
There exists a constant c, such that we can choose N to be N = cf’la;”?”. The
probability that Alice successfully measures |0) for the control qubit after N
iterations is:

O[T [0) [P > 1~ f.

The probability of failure f = ¢cN~162,. can be made arbitrarily small by in-
creasing N. Therefore Alice will find the state of the control qubit to be |0)

after NV iterations of the attack and she knows that |¢) # |a) as required.

Probability of Alice being caught in each iteration

In each iteration of the scheme Alice has a chance of getting caught, namely
when she sends the banknote qubit to the bank for validation and the bank
measures |¢) instead of |¢).

In order to find the probability that the bank measures |¢*) in each iteration
of the scheme, we will walk through the steps of a general iteration. In each
iteration of the scheme the control qubit is rotated by an angle §, subsequently
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combined with the banknote qubit and the system is send through the CNOT,
gate. To express this system, define 7; to be the angle that the control qubit
which started as |0) is tilted by after [ iterations of the scheme.
The (I +1)!" iteration of the scheme will go as follows. The control qubit starts
out in the state

cos; |0) + siny [1)

and is rotated by an angle § to
cos (1 + 6) |0) + sin (v + 6) 1)

Afterwards the control qubit is combined with the banknote qubit and the
system is run through the CNOT, gate. As a result the system will be in the
state:

cos (v + 0) |0) |¢) + sin (77 + 8) cos 260 |1) |¢) + sin (y; + 6) sin 26 [1) ) .

Therefore the probability of Alice being caught by the bank in the (I 4 1)
round is sin” (v +9) sin” 26. In order to evaluate this probability it is necessary
to find a more informative expression for sin? (7; 4 §), as we do not know ~;.
First notice that, using the expression above, after [+ 1 iterations of the scheme
the control qubit will be in the state

. +0 +0
cos o+ 9)[0) +sin -+ 8) cos20 1) = | )| e (n e D)

In order to find another expression for -;, remember that using the matrix T
the state of the control qubit after [ + 1 rounds is expressed as:

1

I+1 |0\
o) = Sg+ @ +@+ ... +qY)

+ ‘UN> + ‘UN,1> + ...+ |1}1> .

Neglecting the error vectors and equalizing the two expressions for the control
qubit after [ + 1 iterations gives:

o) =

1
Sg+@P+¢@+ ...+ ql“)] '

From the above equation it can be seen that

(1—4% T (1 — cos' (20))
(1—q) 2N (1—-cos26) °

sin(yi+0)~d(1l+q+¢®+...4+¢)=9¢

The probability of Alice being caught in the (I+1)*" round is sin? (y; + &) sin? (26)
and can now be approximated:

sin? (v + 0) sin? (26) < sin® (; + 0) ~ (— )2w < (el cos' (26

)?

2N’ (1 —cos20)? 2N
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We know 0 < ¢0s 20,4, < cos20 < 7, therefore | cos260,,:,| < 1 and the geo-

1—cos' (20min))?
% converges to a constant ¢; as [ — oo.
min

Therefore the probability that Alice is not caught in any of the N iterations
of the scheme is approximately equal to:

metric series

1 lg(l—cosl(%mm)2
Pl (QNJ (1 — o8 20,min )2

W= (1 (s)?)N.

For any constant ¢y
™
im (1—(=—)2)"N =1.
N (1= () )
Alice knows 0,,;,, therefore she can calculate ¢, and choose N such that the
probability that she does not get caught in any of the N iterations of the scheme
is arbitrarily large.
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Chapter 5: The bomb testing attack does not
work for a secret list of possible states

For general unknown states the bomb testing attack cannot be used to copy
quantum money. This Chapter shows that the attack as described in Chapter
4 can not be carried out with an arbitrarily low risk of getting caught, as long
as the forger does not know the possible states a banknote qubit can be in.

Probability of being caught when 0 < 0,,;,

The forger, Alice, does not know the possible basis states each qubit can be
in. Therefore she has to choose a random basis |«) to test a banknote qubit |¢)
for. As she does not know what states this qubit could be in, she does not know
the minimum possible angle, 0,,:,, between |a) and |¢). At the end of Chapter
4 the probability that Alice was not caught after running N iterations of the
bomb testing scheme was derived to be:

™

It was argued that as long as c; is known, N can always be chosen big enough
such that P 5 1 as desired. However, ¢; is determined by:

. (1 —cos' (20,min))?
=1
“a= 1 (1 = cos 20pmn)?

Therefore, as long as 60,,;, is not known, Alice does not know how to choose N
big enough such that P 5 1 always holds.

The next section shows what will happen if Alice decides to run the bomb-testing
attack without knowing 6,,;, and identifies the precise situation in which she
might get caught by the bank.

Remember from the previous Chapters that before running the bomb-testing
attack Alice needs to decide IV, how often to iterate the procedure per qubit,

s C

and the rotating angle § where § = ;%-. Alice’s choice for N = FT depends

2N
on 62, therefore she will need to guess a value for 6,,,;, in order to be able to
run the bomb-testing attack. Other than in the previous Chapter this means
that there could a case such that 0 < 0 < 6,,;,,, where 6 is the angle between
the qubit being measured and the state it is measured for.
When 0 < 0 < 0,,;n, there is a case for which the counterfeiter, Alice, can get
caught by the bank. The problem lies in the case where the banknote qubit |¢)
is almost equal to |c). In this case § £ 0 meaning cos20 = ¢ 5 1. When ¢ $ 1

the matrix T can be approximated as follows

_ | cosd —sind| _ |cosd —sind
~ |gsind gqcosd| " |sind  coséd |

30



Therefore applying the transformation matrix T to the test qubit is equal to
simply rotating the test qubit by an angle §. After a fraction [ of the N rounds
of the attack the test qubit is rotated to the state

leqr) = cos (8 x1)]0) +sin (6 1) 1),

where [ is such that sin (§ % [) is big enough to be significant.
When the control qubit is combined with the banknote qubit and run through
CNOT, the system will be in the state:

cos (6 % 1) |0) |§) + sin (8 % 1) cos 20 [1) |p) + sin (5 * [) sin 20 [1) [+ .

When the banknote qubit is send to the bank for verification there is a sin? (§ * 1) sin? 26
probability the bank measures |¢) instead of |¢) and thus the forger is caught.

Here sind % k can be taken as a constant and since 6 is very small the Taylor
expansion can be used to express the probability of the forger being caught

in each round as P ~ #2. This probability can be upper bounded using that

0?2 <02, = ir*—fj}z = cd = O(6). The probability of the forger getting caught

can be upper bounded by 4.

The probability that Alice does not get caught in all the IV times she sends
the qubit to the bank for verification is equal to P ~ (1 —6)V = (1 — 55)V
and limy (1 — ﬁ)N = ez & 0.2. Therefore Alice can not choose N such
that the chance that she does not get caught is always higher than 20%, without
knowing 6,,,;,. The bomb testing attack cannot be safely used to forge quantum

money with a secret list of possible states.
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Figure 2: A plot comparing the probabilities of Alice not being caught after
N iterations of the scheme for the possible basis states known (blue) and the
possible basis states unknown where 6 Z 0 (orange).
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Conclusion and the future of private-key
quantum money

Conclusion

In this thesis it was shown that private-key quantum money as proposed
by Wiesner in his 1983 paper is not secure against attacks. The bomb testing
method for copying private-key quantum money as developed by Nagaj et al was
explained and shown to work against different variations of Wiesner’s quantum
money scheme. Specifically the thesis has shown that as long as the possible
states of the qubits of the quantum bill are known, a forger can use the bomb
testing attack to forge quantum money with an arbitrarily high probability of
success.

The future of private-key quantum money

The previous chapters have shown that Wiesner’s original private-key quan-
tum money scheme is not completely secure and can be attacked. The bomb
testing attack relies on the fact that the forger can send the same quantum bill
to the bank for verification an unlimited amount of times. A small modification
of Wiesner’s original scheme can block the bomb testing attack. If the bank
changes the states of the qubits after each verification of the banknote, the
forger will no longer be able to copy a quantum bill [12].

The approach to quantum money in this paper so far has been completely
theoretical. This paragraph is dedicated to discussing what quantum money
might look like if it were implemented in society and what the pro’s and cons
of quantum money might be.

Since quantum money is digital, one could imagine it being carried on a small
pocket-size computer [2]. Such a small computer could be seen as a quantum
wallet. A quantum wallet would consist of a bunch of qubits, on which quan-
tum bills can be stored. When someone wants to spend money, they order their
quantum wallet to send the money to the quantum wallet of the intended recip-
ient. This has the obvious benefit that a relatively small and light-weight device
could store a large amount of cash. Whereas nowadays when someone wants to
bring a lot of cash they might need to bring a whole suitcase to carry it.

An other option would be to carry a bankcard in order to be able to spend a lot
of money without physically carrying it. The downside of that is that bankcards
are not actually money, they just allow you to manage money stored at a bank.
This means that each payment needs to be communicated to and carried out by
the bank. This way of paying leaves a paper trail that allows individuals and
organizations to track your spending behaviour. Quantum key money allows us
to carry a lot of cash on a relatively small device that can be spend without
leaving a paper trail.

One obvious downside of private-key quantum money is that it is impossible
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for anyone other than the bank to validate money. This means that a money
exchange between private persons or companies always has to go via the bank
for validation. One could imagine a scenario where the bank has small money
checking devices spread throughout the city, which can check the validity of
money on a quantum wallet and then pass it on to another quantum wallet.
Notice that even if a transaction is carried out by the bank, this does not mean
such a transaction would leave a paper trail. First of all quantum wallets do not
need to be identifiable or linked to a particular person. And even if quantum
wallets were identifiable and linked to a person, the bank does not need to log
a transaction from one quantum wallet to another.

To avoid the problem of relying on a bank in order to verify quantum money,
it is interesting to consider public-key quantum money. Public-key quantum
money could be verified by anyone, which means that the bank never needs to
get involved in an interaction. A downside of public-key encryption is that it’s
security always depends on mathematical assumptions. Next to that currently
no secure scheme for public-key quantum money is known.

There are also technical hurdles that need to be overcome before quantum
money can be implemented in real life. When discussing quantum money be-
fore, it was assumed that the qubits are perfectly stable and do not suffer from
unwanted interactions with the outside world. Unfortunately, since real systems
cannot be in total a vacuum, qubits will always suffer unwanted interactions.
These interactions can cause the state of a qubit to change over time. This
instability of quantum states is called quantum noise [I3]. In order for quantum
money to be implemented physicists need to be able to create qubits which are
stable over long periods of time and still small enough to be carried around in
a pocket.
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