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Ordalia or the “judgment of God”

In medieval times, juridical disputes that could not be or were willingly not
regulated by human means were solved by calling for the “the judgment of God”.

Two main types:

e unilateral, e.g. proof of water, of fire, of bread
e Dbilateral, or judicial duel



Ordalia or the “judgment of God”

boiling
water
ordeal

“If you are innocent,
God will save you”



Ordalia or the “judgment of God”

an interesting
variation:

“If you are guilty,
God will chock you”
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Ordalia or the “judgment of God”

“If you are innocent,
God will make you win”




Ordalia or the “judgment of God”

Detailed process
(arbiters, choice of

“If you are innocent, weapons, rules of

. . s attack). Once set, the
God will make youwin duel it is just a matter o

execution.




Ordalia or the “judgment of God”

Detailed process
. ) (arbiters, choice of
If you are imnnocent, weapons, rules of

. . attack). Once set, the

fast to set, prompt response, clear (and definitive) result



Trials, eg. per formulas

In Roman times:

parties were required to be in front of a
magistratus

the magistratus led the parties to write a
formula, representing adequately the
dispute and providing a “judgment
template”

a private judge gave judgment following
the formula
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Trials, eg. per formulas

In Roman times:

e parties were required to be in front of a
magistratus

e the magistratus led the parties to write a
formula, representing adequately the
dispute and providing a “judgment
template”

e a private judge gave judgment following

the formula
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slow to set, but verbalized and written, might be not definitive
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If the model has been already trained

fast to set, prompt response, clear (and definitive) result
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logic-based methods, Automated
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AI?
logic-based methods,
expert systems, rule-based systems
ROUND formal argumentation
RED symbolic Al
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If you bring new evidence/rules

You have to write down all evidence/rules

slow to set, but verbalized and written, might be not definitive




Computational vs Institutional systems?

Connectionist Apple
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What they have in common?

One way to understand this correspondence
is by remounting to the concept of systems...



What they have in common? @

In open settings, any system experiences at some point increases of complexity Jr
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In open settings, any system experiences at some point increases of complexity WA\,I\EAN
roughly: proportional to number of system failures



What they have in common?

In open settings, any system experiences at some point increases of complexity WA\,I\E/W
roughly: proportional to number of system failures

The system either:
e simplifies the environment, or, more in general,
e finds a simplified informational niche, or
e increases its internal complexity, or
e eventually collapses.

Heiner, Ronald A. "The origin of predictable behavior." The American economic review 73.4 (1983): 560-595.



Simplifying systems

In open settings, any system experiences at some point increases of complexity WA\,I\E,W
roughly: proportional to number of system failures

The system either:
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e finds a simplified informational niche, or
e increases its internal complexity, or

o—eventualy-collapses:



Simplifying systems
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In open settings, any system experiences at some point increases of complexity — _ ~'
roughly: proportional to number of system failures

The system either:
e finds a simplified informational niche

e increases its internal complexity



Simplifying systems
Jr

In open settings, any system experiences at some point increases of complexity — _ ~'
roughly: proportional to number of system failures

The system either:

e finds a simplified informational niche

e increases its internal complexity Q

to facilitate interactions (reducing failures, or
enabling prompt response to them)



Simplifying systems
Jr

In open settings, any system experiences at some point increases of complexity — _ ~'
roughly: proportional to number of system failures

The system either:

Ordeals
Institutional procedures
Humans in the loop (judges, legislative bodies, ..)

e finds a simplified informational niche

e increases its internal complexity



Simplifying systems
Jr

In open settings, any system experiences at some point increases of complexity — _ ~'
roughly: proportional to number of system failures

The system either:

Machine-learning Al
Rule-based Al
Humans in the loop (users, designers, ..)

e finds a simplified informational niche

e increases its internal complexity



Computational and institutional systems are
both information-processing systems promoting
some form of “order” in the world!
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Part I:
types of “law”,
and a more nuanced distinction



text-driven law data-driven law code-driven law

Hildebrandt, M., Code Driven Law. Scaling the Past and Freezing the Future, In: Is Law Computable? Critical Perspectives on Law
and Artificial Intelligence, eds. Markou, Deakin, Hart Publishers (2020)



text-driven law data-driven law code-driven law

legal activity performed by humans by
means of sources of norms such as
statute and case law

Hildebrandt, M., Code Driven Law. Scaling the Past and Freezing the Future, In: Is Law Computable? Critical Perspectives on Law
and Artificial Intelligence, eds. Markou, Deakin, Hart Publishers (2020)



text-driven law data-driven law code-driven law

legal activity performed by humans by automatic decision-making
means of sources of norms such as or predictions used in support derived
statute and case law from statistical/inductive methods

Hildebrandt, M., Code Driven Law. Scaling the Past and Freezing the Future, In: Is Law Computable? Critical Perspectives on Law
and Artificial Intelligence, eds. Markou, Deakin, Hart Publishers (2020)



text-driven law data-driven law code-driven law

legal activity performed by humans by automatic decision-making legal norms or policies that have
means of sources of norms such as or predictions used in support derived been articulated in computer code
statute and case law from statistical/inductive methods

Hildebrandt, M., Code Driven Law. Scaling the Past and Freezing the Future, In: Is Law Computable? Critical Perspectives on Law
and Artificial Intelligence, eds. Markou, Deakin, Hart Publishers (2020)



open-textured concepts
multi-interpretability
— it can be contested

text-driven law data-driven law code-driven law
legal activity performed by humans by automatic decision-making legal norms or policies that have
means of sources of norms such as or predictions used in support derived been articulated in computer code
statute and case law from statistical/inductive methods

Hildebrandt, M., Code Driven Law. Scaling the Past and Freezing the Future, In: Is Law Computable? Critical Perspectives on Law
and Artificial Intelligence, eds. Markou, Deakin, Hart Publishers (2020)



open-textured concepts
multi-interpretability

— it can be contested statistical closure logical closure
text-driven law data-driven law code-driven law
legal activity performed by humans by automatic decision-making legal norms or policies that have
means of sources of norms such as or predictions used in support derived been articulated in computer code
statute and case law from statistical/inductive methods

Hildebrandt, M., Code Driven Law. Scaling the Past and Freezing the Future, In: Is Law Computable? Critical Perspectives on Law
and Artificial Intelligence, eds. Markou, Deakin, Hart Publishers (2020)



legal certainty +

open-textured concepts

multi-interpretability _
— it can be contested statistical closure logical closure

text-driven law data-driven law code-driven law
legal activity performed by humans by automatic decision-making legal norms or policies that have
means of sources of norms such as or predictions used in support derived been articulated in computer code
statute and case law from statistical/inductive methods

Hildebrandt, M., Code Driven Law. Scaling the Past and Freezing the Future, In: Is Law Computable? Critical Perspectives on Law
and Artificial Intelligence, eds. Markou, Deakin, Hart Publishers (2020)



legal certainty +
justice (proportionality, distribution, ...) ?
instrumentality (contextual policy goals) ?
open-textured concepts

multi-interpretability _
— it can be contested statistical closure logical closure

text-driven law data-driven law code-driven law
legal activity performed by humans by automatic decision-making legal norms or policies that have
means of sources of norms such as or predictions used in support derived been articulated in computer code
statute and case law from statistical/inductive methods

Hildebrandt, M., Code Driven Law. Scaling the Past and Freezing the Future, In: Is Law Computable? Critical Perspectives on Law
and Artificial Intelligence, eds. Markou, Deakin, Hart Publishers (2020)



COMPUTATIONAL LEGALISM

legal certainty +
justice (proportionality, distribution, ...) ?
instrumentality (contextual policy goals) ?
open-textured concepts

multi-interpretability _
— it can be contested statistical closure logical closure

text-driven law data-driven law code-driven law
legal activity performed by humans by automatic decision-making legal norms or policies that have
means of sources of norms such as or predictions used in support derived been articulated in computer code
statute and case law from statistical/inductive methods

Hildebrandt, M., Code Driven Law. Scaling the Past and Freezing the Future, In: Is Law Computable? Critical Perspectives on Law
and Artificial Intelligence, eds. Markou, Deakin, Hart Publishers (2020)



text-driven law

legal activity performed by humans by
means of sources of norms such as
statute and case law

legal certainty +
justice (proportionality, distribution, ...) ?
instrumentality (contextual policy goals) ?

statistical closure logical closure
data-driven law code-driven law
automatic decision-making legal norms or policies that have

or predictions used in support derived been articulated in computer code
from statistical/inductive methods



in so far humans are involved
text-guided law
legal activity performed by humans by

means of sources of norms such as
statute and case law

legal certainty +
justice (proportionality, distribution, ...) ?
instrumentality (contextual policy goals) ?

statistical closure / \ logical closure

data-driven law code-driven law

.""""'a-utgr.natic decision-making

N legal norms or policies that have
data-guided law been articulated in computer code

decision support systems

derived from statistical/inductive
methods



TRAINING
DATASET

instance + label
instance + label
instance + label
instance + label

legal certainty +
justice (proportionality, distribution, ...) ?

text-guided law

legal activity performed by humans by
means of sources of norms such as

statute and case law

\ instrumentality (contextual policy goals) ?

statistical closure / \ logical closure

data-driven law code-driven law
automatic decision-making

. legal norms or policies that have
data-guided law been articulated in computer code

decision support systems

derived from statistical/inductive
methods



is the training data set
representative of

the domain in which \

it will be applied?

is the rationality behind labeling
still the same?

/
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is the training data set is the rationality behind labeling
representative of still the same?

the domain in which \ /

it will be applied?

instance + label
instance + label
-I;I:?LNSIE{? @nstance + label
instance * label legal certainty +
justice (proportionality, distribution, ...) ?
instrumentality (contextual policy goals) ?
is the training method TRAINING
producing adequate, — METHOD
reproducible, robust results? statistical closure logical closure
text-guided law data-driven law code-driven law
automatic decision-making
legal activity performed by humans by . legal norms or policies that have
means of sources of norms such as data—gulded law been articulated in computer code
statute and case law decision support systems

derived from statistical/inductive
methods
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text-guided law

legal activity performed by humans by
means of sources of norms such as
statute and case law

STRUCTURAL

rule
rule

CONTINGENT

. fact
legal certainty + fact

justice (proportionality, distribution, ...) ?

instrumentality (contextual policy goals) ?

\ logical closure

data-driven law code-driven law

automatic decision-making
legal norms or policies that have

data-guided law been articulated in computer code
decision support systems

derived from statistical/inductive
methods



were all the relevant rules considered? STRUCTURAL

were all the relevant facts given? rule
is the formalization correct? \ rule
Ny

is the reasoning tool robust? N\ [ .....

CONTINGENT
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automatic decision-making
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text-guided law

the COMPUTATIONAL LEGALISM “ideal” works
only in so far we forget all what may go wrong

N\

legal certainty ?
justice (proportionality, distribution, ...) ?
instrumentality (contextual policy goals) ?

data-driven law code-driven law
automatic decision-making

legal activity performed by humans by legal norms or policies that have

means of sources of norms such as
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data-guided law been articulated in computer code
decision support systems

derived from statistical/inductive
methods



is this all®?

text-guided law

legal activity performed by humans by
means of sources of norms such as
statute and case law

legal certainty ?
justice (proportionality, distribution, ...) ?
instrumentality (contextual policy goals) ?

data-driven law code-driven law
automatic decision-making

. legal norms or policies that have
data-guided law been articulated in computer code

decision support systems

derived from statistical/inductive
methods



text-guided law

legal activity performed by humans by
means of sources of norms such as
statute and case law

these principles
could be to some
extent formalized as

meta-rules
legal certainty ?
justice (proportionality, distribution, ...) +
instrumentality (contextual policy goals) ?
data-driven law code-driven law

automatic decision-making

. legal norms or policies that have
data-guided law been articulated in computer code

decision support systems

derived from statistical/inductive
methods



text-guided law

legal activity performed by humans by
means of sources of norms such as
statute and case law

these principles

these goals could be to some
could be made explicit extent formalized as
meta-rules

legal certainty ?
justice (proportionality, distribution, ...) +
instrumentality (contextual policy goals) +

data-driven law code-driven law
automatic decision-making

. legal norms or policies that have
data-guided law been articulated in computer code

decision support systems

derived from statistical/inductive
methods



text-guided law

legal activity performed by humans by
means of sources of norms such as
statute and case law

can we be sure about a certain

formalization? .
these principles

these goals could be to some
could be made explicit extent formalized as
meta-rules

legal certainty ?
justice (proportionality, distribution, ...) +
instrumentality (contextual policy goals) +

data-driven law code-driven law
automatic decision-making

. legal norms or policies that have
data-guided law been articulated in computer code

decision support systems

derived from statistical/inductive
methods



text-guided law

legal activity performed by humans by
means of sources of norms such as
statute and case law

can we be sure about a certain

never. i
formalization? .

(cf. discussions on these principles
these goals universal human could be to some
could be made explicit rights, ethical extent formalized as

frameworks) meta_rules

legal certainty ?
justice (proportionality, distribution, ...) ?
instrumentality (contextual policy goals) +
data-driven law code-driven law

automatic decision-making

. legal norms or policies that have
data-guided law been articulated in computer code

decision support systems

derived from statistical/inductive
methods



can we be sure about a certain

never. i
formalization? .

(cf. discussions on these principles
these goals universal human could be to some
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frameworks) meta_rules

may we be ever ready for that?
(explicit articulation of
policy-maker purposes)
legal certainty ?
justice (proportionality, distribution, ...) ?
instrumentality (contextual policy goals) +
text-guided law data-driven law code-driven law

automatic decision-making

legal activity performed by humans by . legal norms or policies that have
means of sources of norms such as data—gulded law been articulated in computer code

statute and case law decision support systems

derived from statistical/inductive
methods
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the COMPUTATIONAL LEGALISM “ideal” the COMPUTATIONAL JUSTICE “ideal”
works only in so far we forget all what assumes perfect “conceptualization”
may go wrong

legal certainty ?
justice (proportionality, distribution) ?
instrumentality (contextual policy goals) ?

text-guided law data-driven law code-driven law
automatic decision-making
legal activity performed by humans by legal norms or policies that have
means of sources of norms such as data—guided law been articulated in computer code
statute and case law decision support systems

derived from statistical/inductive
methods



statute and case law

GALISM “ideal” the COMPUTATIONAL JUSTICE “ideal”
works only in we forget all what assumes perfect “conceptualization”

let’s accept things may go wrong at all level

legal certainty ?
justice (proportionality, distribution) ?
instrumentality (contextual policy goals) ?

text-guided law data-driven law code-driven law
automatic decision-making
legal activity performed by humans by

. legal norms or policies that have
means of sources of norms such as data-guided law

been articulated in computer code
decision support systems

derived from statistical/inductive
methods



statute and case law

GALISM “ideal” the COMPUTATIONAL JUSTICE “ideal”
works only in we forget all what may assumes perfect “conceptualization”

let’s accept things may go wrong at all level

l

legal certainty ?

people or other actors should justice (proportionality, distribution) ?
be able to appeal instrumentality (contextual policy goals) ?
text-guided law data-driven law code-driven law

automatic decision-making

legal activity performed by humans by . legal norms or policies that have
means of sources of norms such as data—gulded law been articulated in computer code

decision support systems

derived from statistical/inductive
methods



let’s accept things may go wrong at all level

l

people or other actors should
be able to appeal

text-guided law

legal activity performed by humans by
means of sources of norms such as
statute and case law

GALISM “ideal”
works only in we forget all what

legal certainty ?
justice (proportionality, distribution) ?
instrumentality (contextual policy goals) ?

data-driven law
automatic decision-making

data-guided law
decision support systems

derived from statistical/inductive
methods

the COMPUT.
assumes perf

TICE “ideal”
tualization”

let’s accept we need to integrate
systematically feedbacks from
higher-order courts, jurisprudence or
other normative sources

code-driven law

legal norms or policies that have
been articulated in computer code
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let’s accept things may go wrong at all level

l

people or other actors should justice (proportionality, distribution) ?
be able to appeal instrumentality (contextual policy goals) ?

text-guided law

legal activity performed by humans by
means of sources of norms such as
statute and case law

legal certainty ?

data-driven law
automatic decision-making

data-guided law
decision support systems

derived from statistical/inductive
methods

the COMPUT.
assumes perf

TICE “ideal”
tualization”

let’s accept we need to integrate
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code-guided law

ecological system including
interfaces with humans

derived from legal norms or policies that
have been articulated in computer code
(or from other methods)
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GALISM “ideal” the COMPUT

TICE “ideal”
works only in we forget all what assumes perf

tualization”

may go
, . let’s accept we need to integrate
let’s accept things may go wrong at all level systematically feedbacks from
l higher-order courts, jurisprudence or
legal certainty ? other normative sources l
people or other actors should justice (proportionality, distribution) ?

be able to appeal instrumentality (contextual policy goals) ? courts or other actors should
Wash/overmle
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text-guided law data-driven law code-driven law
automatic decision-making monolithical systems
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means of sources of norms such as data-guided law code-guided law
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interfaces with humans
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methods derived from legal norms or policies that
have been articulated in computer code

i i : f th thods). (its authorit
a serious technological gap exists today... (or from other methods). (its authority

inferior to human authorities)




Part II:
what i1s normware?
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physical environment

SOFTWARE
symbolic device

when running
= symbolic process
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physical processes
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A tentative

HARDWARE

e physical device

ontology

SOFTWARE

e symbolic device

e when running
= physical process

e when running
= symbolic process

NORMWARE

\ ARTIFACT
! dimension
when running PROCESS
= ? dimension

e situatedin a
physical environment

e relieson
physical processes

relies on ?
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you are prohibited
must be full
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you can not eat
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Normware as artifacts:
1. directives concerning regulation

aiming to regulate behaviour

\

you are prohibited
to eat cookies

aiming to regulate situations in the world

\

the cookie jar
must be full

you can not eat
cookies




Normware as artifacts:
1. directives concerning regulation

languages based

on Hohfeld’s
Order Deny,Allow primitives
Deny from all
correlative
) Allow from example.org Claim % Duty
o _ access-control policies % ;Z
we can have explicit normative = 2
specifications... Nio-llafin, +—» Privilege

correlative

contrary
Op «—>

NS

Power <—— > Liability
contradictory

7 / \ languages based on | I

Pp «—> P-¢ deontic IOgiC Disability > ——r V\Immunity
subcontrary correlative

correlative

ubaltern
urreqns

opposite
oysoddo



Normware as artifacts:
1. directives concerning regulation

but programs in themselves
are already mandatory in nature!

a :=2 + 2 computer has to perform 2 + 2. ..

?mother (maggie, bart) computer has to prove that...
animal :- dog. computer has to make animal true if dog is true



Normware as artifacts:
2. directives concerning terminology/meaning

what is a cookie? ]
who is you? . '
what is a jar? what is eating?

you a;é/;::;ibited

the cookie jar
must be full to eat cookies

/

what does it mean to be full?

you can not eat
cookies




Normware as artifacts:
3. directives concerning expectations

eating cookies — cookies are destroyed — the jar is not full

the cookie jar

you are prohibited
must be full

to eat cookies

you can not eat

practical normative .
cookies

reasoning
always require

some world
knowledge




Normware as artifacts:
4. devices intended to regulate

behaviour can be regulated even if we do
not have access to the inner
decision-making mechanism!

doors regulate entrances

semaphores regulate traffic




Normware as artifacts:

4

devices intended to

black-boxes (eg. ML models) are also artifacts
expressing some form of normativity/normality

“is this a cat?”
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regulate

‘how to (best) behave in certain conditions?”

AGENT ENVIRONMENT
-State s €S
- Take action a € A
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Normware as artifacts:
4 .

black-boxes (eg. ML models) are also artifacts
expressing some form of normativity/normality

“is this a cat?”

| B \:< Q:&;ﬁ\' Rod Ol
N ”,

a ; RN ) f T R |
Py PYe ey VR YR T YR &Y%

| 1 L

S S S S S D S S

from a functional point of view, they also
count as normware!

devices intended to regulate

‘how to (best) behave in certain conditions?”

AGENT ENVIRONMENT
-State s €S
- Take action a € A

-Getreward T
-Newstate s’ € S



Normware as processes



Normware as processes:
1. regulation as control

Whether artificial or natural, designed or emergent,

what counts in control is

e the existence of some reference (the target of control),
e which the entity is set to either approach or avoid (the direction of control).



behavioural or

NO rmwarxe as pro cesses: situational space
1. regulation as control

target state

Whether artificial or natural, designed or emergent,

Time

what counts in control 1is current state

e the existence of some reference (the target of control),
e which the entity is set to either approach or avoid (the direction of control).



Normware as processes:
1. regulation as control ”

Whether artificial or natural, designed or emergent,

what counts in control 1is current state

e the existence of some reference (the target of control

direction

) S l target state

versho [
0+8 L l

|

I

),

e which the entity is set to either approach or avoid (the direction of control).

regulative mechanisms can be abstracted from its implementation.

‘ by defining directives by this control signature (target, direction), any



Normware as processes: et

1. regulation as control A [p—
o LN e -

current state

\

what defines the references though?



Normware as processes:
2. higher-order indetermination

indeterminacy of references
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Normware as processes:
2. higher-order indetermination

indeterminacy of references antinomies

! !

indeterminacy of directives

mechanisms of conflict resolution
are needed at systematic level!
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Normware:

first-order control

GOAL ACTION

D

code-driven instruction operation

data-driven labelled dataset ML black box



Normware: first-order control

pool of actions
In both cases, some method has been used to select
the action from a pool of actions based on the goal...

GOAL ACTION

D

code-driven instruction operation

data-driven labelled dataset ML black box



Normware: first-order control

But then, where the goal comes from?

pool of actions

GOAL ACTION
code-driven instruction operation
data-driven labelled dataset ML black box
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pool of actions
But then, where the goal comes from?
We add depth!
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Normware: second-order control

pool of goals
pool of actions

But then, where the goal comes from?
We add depth!

STRATEGIC GOAL TACTICAL GOAL ACTION
trustworthy Al and

explainable Al issues

- in ML due to lack of the

Sileno, G., Boer, A. and van Engers, T., The Role of Normware in Trustworthy and Explainable Al, \
strategic component

Proceedings of XAILA workshop: Explainable Al and Law, in conjunction with JURIX 2018


http://gsileno.net/articles/XAILA2018.pdf

Normware: second-order control

cybernetic view on systems: policy, intelligence, operations

STRATEGIC GOAL TACTICAL GOAL ACTION

o o



Normware: second-order control

cybernetic view on systems: policy, intelligence, operations

STRATEGIC GOAL TACTICAL GOAL ACTION

...yet it is about a single “organism”, not an “ecology” ‘ “TOTALITARIAN”
architecture
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we need to acknowledge the presence of several autonomous entities,
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Normware: plural second-order control

we need to acknowledge the presence of several autonomous entities,
and adequate conflict resolution mechanisms

2o rq?\@

o b Hlo
o ! (o
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Normware: plural second-order control

resolution mechanisms (Q?@ Ff@ Ff@ (Q? <5 Ff <D F? <D

may also result from

a similar process Wﬁf@ Pf@ F?{D
A
(Qf@ r ?@

“PARTICIPATORY”
‘ architecture

Sileno, G., Grosso, P., Accounting Value Effects for Responsible Networking. Proceedings of ACM SIGCOMM 2021 Workshop on
Technologies, Applications, and Uses of a Responsible Internet (TAURIN2021).



A less tentative ontology

r%%

HARDWARE

physical device

SOFTWARE

symbolic device

H
NORMWARE

coordination device

when running
= physical process

when running
= symbolic process

when running
= coordination process

situated in a
physical environment

relies on
physical processes

relies on symbolic (possibly
hard-coded) processes



from individual devices. ..

=4




from individual devices to
digital social systems...

Distributed Ledgers

Social networks

AP .
TIr 5t cs
,;';’fl!!!;;




from “mechanical” to “institutional”
approaches to computation...

not instructions, but contracts, regulations, laws...

Internet of Things
Digital Markets




from “mechanical” to “institutional”
approaches to computation...

not instructions, but contracts, regulations, laws...

focus on ey focus on
PERFOMANCE COORDINATING EXPECTATIONS

Internet of Things

Digital Markets @ @
; fow L g - EI
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overarching question Cexact

e Instead of relying on infrastructures ruled by single actors,
we engage with challenges concerning:

o how to design and deploy computational infrastructures

o in which users may decide and enact their own policies




~ o .
overarching question Cexact

e Instead of relying on infrastructures ruled by single actors,
we engage with challenges concerning:

o how to design and deploy computational infrastructures

o in which users may decide and enact their own\policies

reusable components
and mechanisms!




overarching motivation

e By enabling a pluralism of interactional mechanisms via “private”
regulations, we make explicit the continuity holding between
computational distributed systems and social systems.

This is relevant to responsible
computing initiatives, concerning
eg. responsible/participatory Al or
responsible Internet.




Key points

e There is continuity between institutional and computational activities.
e \We don’t need institutions to become more mechanical,
institutional constructs need to be brought into the computational realm.
e As we have a plurality of normative sources & mechanisms, we need a
plurality of computational normative sources & mechanisms.

) normware



Contemporary socio-technical challenge:

NO mechanizing law

SI ' introducing legitimate normative
e processes within the computational realm



Contemporary socio-technical challenge:

code-driven law

[/

NO mechanizing law
law-makers, policy-makers, citizens, ...

SI ' introducing legme normative

processes within the computational realm

data-driven law

normware



Code-driven NO,
Normware SI!

21 January 2025, Law, Society, and Al seminar
HEC Paris, Institut Polytechnique de Paris

Giovanni Sileno, g.sileno@uva.nl
Socially Intelligent Artificial Systems (SIAS),
Informatics Institute, University of Amsterdam



https://www.hec.edu/en
https://ip-paris.fr/
mailto:g.sileno@uva.nl

practical issues

e extreme dispersion on what/how to specify computational regulation...

OpenFisca, Catala, FormalLex, FCL, Symboleo, Stipula, Blawx, DCR Graphs, Eiger, Orlando, Accord, CSL,
Logical English, Epilog, LLD, UMLSC, TAC, BCL, DCMs, RuleML, MODELLER, LMC, CL, PENELOPE,
SCIFF, eFLINT, RuleSpeak, ALEF, Publi.Codes, Avola, USoft (SBVR), ...

Chun et al. (2024), Kaptijn & Klaver (2024), Parvizimosaed et al. (2022)
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e ...to add to all specific languages applied in technical tasks!

eg. BGP policies for routing, XACML policies for access/usage control, Protune, Rei, Ponder, TrustX for
cloud infrastructures, ...

‘ interoperability is essentially impossible.



practical issues

e extreme dispersion on what/how to specify computational regulation...

OpenFisca, Catala, FormalLex, FCL, Symboleo, Stipula, Blawx, DCR Graphs, Eiger, Orlando, Accord,
CSL, Logical English, Epilog, LLD, UMLSC, TAC, BCL, DCMs, RuleML, MODELLER, LMC, CL,
PENELOPE, SCIFF, eFLINT, RuleSpeak, ALEF, Publi.Codes, Avola, USoft (SBVR), ...

Chun et al. (2024), Kaptijn & Klaver (2024), Parvizimosaed et al. (2022)

e ...to add to all specific languages applied in technical tasks!

eg. BGP policies for routing, XACML policies for access/usage control, Protune, Rei, Ponder, TrustX for
cloud infrastructures, ...

‘ interoperability is essentially impossible. each framework/tool is
constructed based on specific types of normative tasks and domain...



What should we “standardize”?

all components at once?



What should we “standardize”?

fuel tank

all components at once?

exhaust
catalytic pipe
converter

© 2014 Encyclopaedia Britannica, Inc.

the structure first, and then possibly providing
additional standards for the individual components



What should we “standardize”?

fuel tank

all components at once?

exhaust
catalytic pipe
converter

14 Encyclopzedia Britannica, Inc.

What is the structure the structure first, and then possibly providing
we should look at? additional standards for the individual components
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ok, we want to represent policies
(normative directives), but how?

do we need normative concepts?

2. if yes, which normative concepts
do we need?

3. what do they "“mean”?

=
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programs in themselves
are mandatory in nature
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a =2 + 2 system has to perform 2 + 2...

?mother (maggie, bart) system has to prove that...
animal :- dog. system has to make animal true if dog is true



l. do we need normative concepts in IT?

programs in themselves
are mandatory in nature

PERFORMANCE
is expected

‘ the system does what we tell it to do
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1. do we need

programs in themselves
are mandatory in nature

PERFORMANCE
is expected

normative concepts 1!

vs FAILURE is expected

VIOLATION

certain components ﬁ

may not perform

as required

CENTRAL PROBLEM:
who will declare that

there is/was indeed a
failure?

CONFLICT
concurrent
components
may have
incompatible
requests



2. which normative concepts do we need?

e Control models (e.g. access or usage control)

Order Deny,Allow
Deny from all
Allow from example.org

example from Apache webserver configuration



which normative concepts do we
Deontic logic(s)

contrary
> F'o

O¢ <
NS
contradictory
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subcontrary
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need-?



2. which normative concepts do we need?

e Hohfeld’'s (based on Salmond’s) normative relationships

claimant duty-holder power-holder power-subject

. correlative correlative

Claim = > Duty Power <———> Liability
A A A A

) o

= = = <

72 i) ‘n =

Q o Q S

= . = &,

o g 3 s
A\ A Y Y

No-Claim <———> Privilege Disability <———> Immunity
correlative vorrdlEiive



2. which normative concepts do we need?

permission
prohibition
obligation

power/ability

focus on

Control models

Deontic Logic(s)

Hohfeld’s framework

X
X

1 party

actions

X
X
X

1 party

situations

X (as liberty)
X (as duty not)
X (as duty)

X

2 parties

actions



3. what normative concepts “mean”?

e |ong-standing debate
e no shared agreement
e new semantics continuously released




Example 1

e You are permitted to smoke.




Example 2

e You have to pay to see the film.

p ¢
CINEMA



=

expecting performance vs expecting failures (violations and conflicts)
do we need normative concepts?
if yes, which normative concepts
dO we needo control models vs deontic logics
i vs hohfeldian relationships
what do they “mean”?

...long-standing debate. no shared agreement.



ok, we want to represent policies
(normative directives), but how?

4. how to specify normative directives?



Success story: ODRL (Open Digital Rights Language)

TABLE OF CONTENTS

L e ODRL Information Model 2.2 W3

1.1 Aims of the Model W3C Recommendation 15 February 2018
1.2 Conformance

1.3 Terminology

This version:

2 ODRL Inf tion Model https://www.w3.0rg/TR/2018/REC-odrl-model-20180215/

: nformation Mode

: Latest published version:

2.1 Policy Cl
21.1 oslctyC] ass https://www.w3.org/TR/odrl-model/

1. et Class
21.2 Offer Class Latest editor's draft:
2.1 .3 Agreement Class https://w3c.github.io/poe/model/
2.2 Asset Class Implementation report:
2.2.1 Relation Property https://w3c.github.io/poe/test/implementors
2:2:2 Part Of Property Previous version:
223 Target Policy Property https://www.w3.0rg/TR/2018/PR-odrl-model-20180104/
2.3 Party Class Editors:
2.3.1 Function Property Renato Iannella, Monegraph, r@iannel.la
232 Part Of Property Serena Villata, INRIA, serena.villata@inria.fr
233 Assigned Policy Properties Issue list: ;
24 Action Class Github Repository

https://www.w3.org/TR/odrl-model/


https://www.w3.org/TR/odrl-model/

hasPolicy
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conflict target [
Mo de 1 permission
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prohibition
Logical
# ﬁ Agreement Constraint
uid
o — ™ rightOperandReference
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* constraint unit list
status

leftOperand
operator
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primacy —> Operator LeftOperand
failure < implies ]

to deontic rightOperand
categories subClass )

RightOperand

Permission CUESA Prohibition Party

function Collection
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assigner
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DRL {
() "@context": "http://www.w3.org/ns/odrl.jsonld",

example "@type": "Offer",
"uid": "http://example.com/policy:4444",

"profile": "http://example.com/odrl:profile:11",
"permission": [{
"assigner": "http://example.com/org88",
"target": {
"A@type": "AssetCollection",
"source": "http://example.com/media-catalogue",
"refinement": [{

"leftOperand": "runningTime",

"operator": "1t",

"rightOperand": { "@value": "60", "Q@type": "xsd
json "unit": "http://qudt.org/vocab/unit/MinuteTime"
data }]
structure Yy

"action": "play"

}]

roughly: permission to org88 to play assets in collection with running length < 60 min

:integer"

by



{
()I)I{I‘ "@context": "http://www.w3.org/ns/odrl.jsonld",
example "Qtype": "Offer",
"uid": "http://example.com/policy:4444",
"profile": "http://example.com/odrl:profile:11",
"permission": [{
"assigner": "http://example.com/org88",
"target": {
"A@type": "AssetCollection",
"source": "http://example.com/media-catalogue",
"refinement": [{

"leftOperand": "runningTime",

"operator": "1t",

"rightOperand": { "(@value": "o60", "Q@type": "xsd:integer" 1},
json "unit": "http://qudt.org/vocab/unit/MinuteTime"
data }]
structure

almost any IT practitionner is
able to read through it

roughly: permission to org88 to play assets in collection with running length < 60 min



Our modeling playground in a nutshell

e JSON-like syntax
e foundational ontology

o objects vs events

o transformational rules vs reactive rules
e normative concepts from Hohfeld’s framework

named BRGE DCPL

Duty, Claim, Power, Liability or
Digital Contracts Programming Language

https://github.com/gsileno/DCPLschema

Sileno, G., van Binsbergen, T., Pascucci, M., van Engers, T., DPCL: a Language Template for Normative Specifications, Workshop on
Programming Languages and the Law (ProLalLa 2022), co-located with POPL 2022 https://arxiv.org/abs/2201.04477


https://github.com/gsileno/DCPLschema
https://arxiv.org/abs/2201.04477

