<

⊕ ⊕ ⊕

{ }

−

i j k i j k n

n

0 4

0 1 2 3 4

0

2 5

1

2

21 22

1

2 stages

state

taps char acteristic p olynomial

S . . . S

S

S S S S S

S

S , S , S , . . . S S S . . .

S

n

n

x ϵ ,

f x x x

f x x x

Published in TUGb oat v ol.15 (1994) nr.1, p.57–58

Random Bit Generator in T

E

X

1 In tro duction

2 Linear Shiftregisters

3 Implemen tation

TUGb oat, V olume 0 (2001), No. 0 1001

Hans v an der Meer

When I started the use of T

E

X for m y collection of

exam questions, the need of a random bit generator

arose. With suc h a generator it is easy to randomly

p erm ute items of m ultiple c hoice questions, c ho ose

b et w een differen t v arian ts, etc.

Since part of m y in terests are in the field of

cryptograph y it w as most natural to lo ok for a con-

v enien t source of a random bitstream in that field.

Suc h a source is pro vided b y shiftregisters, the sim-

plest form of whic h is the linear v ariet y . Allthough

not strong enough for direct use in cryptographic

applications, their random prop erties are nev erthe-

less excellen t. F urthermore they are easily imple-

men ted, a real asset b ecause of T

E

X’s limited abili-

ties in arithmetics. The prime reference for shiftreg-

isters is the famous b o ok b y Golom b[1].

Before describing ho w suc h a shiftregister can b e im-

plemen ted in T

E

X, it is necessary to ha v e a mo dest

lo ok at their construction. The figure sho ws a small

linear shiftregister. It consists of fiv e so called

and is therefore called a fiv e stage register.

Eac h stage is a memory unit capable of holding one

bit. The v alues of all the stages together mak e up

the of the register; in the figure the curren t

state = (11010).

1 1 0 1 0

The register is op erated in the follo wing w a y .

A t eac h step the bits in the stages are shifted to the

stage at their left. The bit in stage is thereb y pro-

duced as the output bit. Of course the v acancy left

in the righ tmost stage m ust b e filled up. Therefore

all stages whic h in the figure ha v e an exit at the top

of the stage b o x, also spa wn their bit through this

exit just b efore the bit migrates to the left. These

exits are called . The bits spa wned are com-

bined b y the exclusiv e-or op erator and the resul-

tan t bit fills the righ tmost stage. E.g. with taps at

the mo d 2 sum is

formed. Th us the register pro duces an output bit

and a new state at eac h op eration step. In the example the output bit will b e a 1 and the next state

= (10101).

It is easily understo o d that ev en tually the bit-

stream m ust rep eat itself. Because a -stage regis-

ter holds a -bit quan tit y it can exist in 2 differ-

en t states only

. Since new states are pro duced b y

a strictly deterministic pro cess, a p erio dic pattern

of successiv e states m ust result. Th us the output

stream will b e p erio dic. Of course it is desirable

that the length of the cycle b e as long as p ossible.

These registers can also b e describ ed with a

p olynomial in a bit v ariable 0 1 , called the

. The example register has

c haracteristic p olynomial

( ) = 1 + +

It turns out that the length of the cycle pro duced

b y a register c haracterized b y a giv en p olynomial

is connected to certain prop erties of this p olyno-

mial. P articular usefull are the so called primitiv e

p olynomials. One is able to sho w that primitiv e

p olynomials lead to the longest p ossible p erio d for a

linear shiftregister of a giv en size. In fact t w o cycles

are pro duced: (1) a cycle of p erio d 1 consisting of a

stream of zero es, (2) a fine random stream of zero es

and ones of length 2 1. The first cycle, the zero

cycle, is not en tirely useless as it offers a natural w a y

for sh utting off the random stream.

After ha ving explained ho w a shiftregister

w orks, it is easy to see wh y I did c ho ose the reg-

ister based on

( ) = 1 + +

for the implemen tation of a random bit generator

in T

E

X. It is a primitiv e p olynomial and therefore

has a longest p erio d of 4,194,303 bits. More than

enough for all but the most exotic applications. And

another imp ortan t fact is that it has only t w o taps,

lo cated at the extremities of the register. This sim-

plifies the implemen tation significan tly .

W e are arriving at the implemen tation of all this

stuff. A t last! The simplicit y of the implemen tation

is in part due to the c hoice of an exp onen t b elo w 32,

making it p ossible to represen t the complete state

Roughly the equiv alen t of a prime n um b er

among p olynomials plus an additional condition.

I am using this stream when t yp esetting the

full collection of exam questions. The absence of

random sh uffling mak es it easier to connect the

prin ted output with the T

E

X input.

⋄ n

, ,

x x

x

21

3

21 0

0

3

References

hansm@fwi.uv a.nl

Shift R e gister Se quenc es

Hans v an der Meer

Univ ersit y of Amsterdam

F acult y of Mathematics

and Computer Science

Plan tage Muidergrac h t 24

1018 TV Amsterdam

Netherlands

@

\makeatletter

\catcode‘\@=11

\newcount\@SR

\def\@SRconst{2097152}

\def\SRset#1{\global\@SR#1\relax}

\@SRconst

\ifodd

\@SRconst

\global

\def\@SRadvance{\begingroup

% examine value of highest tap

\ifnum\@SR<\@SRconst\relax \count@=0

\else \count@=1 \fi

% examine value of lowest tap

\ifodd\@SR \advance\count@ by 1 \fi

% all stages advance

\global\divide\@SR by 2

% place 1 in highest stage

\ifodd\count@

\global\advance\@SR\@SRconst\relax

\fi

\endgroup}

\def\SRbit{\@SRadvance

\ifodd\@SR 1\else 0\fi

}

\SRtest{choice 1}{choice 2}

\SRtest

\def\SRtest#1#2{%

\@SRadvance

\ifodd\@SR #1\else #2\fi

}

\def\permtwo#1#2{\SRtest{#1#2}{#2#1}}

\def\SRvalue{\number\@SR}

1002 TUGb oat, V olume 0 (2001), No. 0

of the register with a single coun t register. Since

the c haracter is used in in ternal macros, don’t

forget the catco de c hange with or

and c hanging it bac k afterw ards.

F urthermore w e need a constan t, necessary for han-

dling the case where a 1-bit fills the v acancy in righ t-

most stage. Our c hoice = 22 dictates the v alue

2 = 2 097 152.

Initialization of the stream is done b y simply setting

the coun t register (globally) to the in tended start

v alue. Keeping this v alue b et w een 1 and 4,194,303

can b e left the resp onsibilit y of the user.

Eac h step in the register cycle needs the calculation

of the exclusiv e-or of the stages ha ving a tap. The

form of the c haracteristic p olynomial c hosen con-

fines this to the bits corresp onding to and .

In tricate calculations are therefore not needed. The

v alue of the tap at the highest co efficien t can b e

tested b y comparing the register con ten ts with the

constan t and jotting do wn the result in a

scratc h register. With w e tak e a lo ok at the

parit y of the state whic h pro vides the v alue for .

A division b y 2 then con v enien tly shifts the con ten ts

of all stages one place to the left. W e place a 1 in

the highest stage b y adding , if there is

an o dd n um b er of 1’s in the t w o taps examined. Fi-

nally note that the new status is assigned

and that the whole pro cess is enclosed in a group

whic h lo calizes the c hanges to the scratc h register.

Pro duction of an output bit and adv ancing the reg-

ister one step is done b y:

It is not difficult to write a macro that tak es

of its argumen t the v alue mo dulo 4,194,304 but one

has to b e careful not to end up with the n ull cycle.

The bit th us pro duced can b e used in decision mak-

ing. An example is the macro b elo w whic h c ho oses

b et w een its first and second argumen t on the v alue

of the next output bit of the register. With it w e

can write

and effect a random c hoice b et w een the argumen ts.

The implemen tation of is

Another application is the p erm utation of items.

Tw o items will b e randomly in terc hanged b y

Those who are in terested in the curren t v alue of

the register state can obtain this b y lo oking at the

coun t register:

[1] Golom b, S.W. 1967 ,

San F rancisco: Holden-Da y .