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Abstract
News recommender systems rely on rich textual information from
news articles to generate user-specific recommendations. This re-
liancemay expose these systems to potential vulnerabilities through
textual attacks. To explore this vulnerability, we propose LANCE,
a LArge language model-based News Content rEwriting frame-
work, designed to influence news rankings and highlight the un-
intended promotion of manipulated news. LANCE consists of two
key components: an explorer and a reflector. The explorer first gener-
ates rewritten news using diverse prompts, incorporating different
writing styles, sentiments, and personas. We then collect these
rewrites, evaluate their ranking impact within news recommender
systems, and apply a filteringmechanism to retain effective rewrites.
Next, the reflector fine-tunes an open-source LLM using the suc-
cessful rewrites, enhancing its ability to generate more effective
textual attacks. Experimental results demonstrate the effectiveness
of LANCE in manipulating rankings within news recommender
systems. Unlike attacks in other recomendation domains, negative
and neutral rewrites consistently outperform positive ones, reveal-
ing a unique vulnerability specific to news recommendation. Once
trained, LANCE successfully attacks unseen news recommender
systems (i.e., those for which LANCE received no information dur-
ing training), highlighting its generalization ability and exposing
shared vulnerabilities across different systems. Our work under-
scores the urgent need for research on textual attacks and paves
the way for future studies on defense strategies.
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1 Introduction
News recommender systems (RSs) rely on rich textual content of
news articles and play a unique role in supporting users’ partic-
ipation in a democratic society by recommending news articles.
This makes them different from other RS scenarios, e.g., those for
products, movies, and books [26, 29]. Neural news RSs often use
language models (LMs) to enhance their understanding of the con-
tent of news articles and improve recommendation accuracy [44].
These news RSs have been shown to be vulnerable to malicious
attacks [11, 21]. The goal of attacks is to produce recommenda-
tions as the attacker desires, e.g., an attacker-chosen target news
article is recommended to many users. This could lead to severe
threats to the trustworthiness of news RSs and significant social
consequences, e.g., manipulating users’ opinions and spreading
misleading information.
Textual attacks. A widely studied type of attacks in general rec-
ommendation scenarios is namely data poison attacks [11], a.k.a.
shilling attacks, which commonly inject fake users [27] or fake
interactions [4] into the RS to increase the exposure of a target
item set. Such attacks are relatively easy to defend against, e.g., by
fake user detection [1] and adversarial training [32]. In contrast,
considering the unique nature of news RSs, which relies on tex-
tual information, attack strategies w.r.t. news content perturbation
have gradually gained attention [21, 42]. In this paper, we consider
a specific, widely studied scenario, where an adversarial content
provider wants to boost the ranking of a specific article for all users
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Figure 1: Illustrating how textual attack works.

by textual content perturbation techniques (see Figure 1). Accord-
ingly, following Oh et al. [21], we define the textual attack in this
scenario as an act of the news provider rewriting the news article
to increase its exposure to users while keeping the content similar
to the original.
Current limitations. Given the powerful capabilities of large
language models (LLMs) in understanding and generating text, it is
both straightforward and interesting to explore their use in textual
attacks. Zhang et al. [39] mentioned a method to prompt LLMs
to rewrite news to make it more “attractive.” Due to the inherent
difference in objectives between LLMs and textual attacks, as well as
the lack of guidance (e.g., indicators of whether the rewritten news
will boost its ranking in a specific RS), this approach is not effective
in textual attacks (see Section 4.2). Wang et al. [30] alter the textual
information of target items by simulating the characteristics of
popular items. However, this approach is not effective when applied
to news RSs, as popular news topics change very frequently. To
address these limitations and present an effective attack approach
designed for news RSs, Oh et al. [21] propose ATR-2FT, which
fine-tunes a small-sized LM [e.g., OPT-350M, 40], following a joint
learning objective that simultaneously optimizes item ranking and
content quality. Although ATR-2FT is implemented using a small-
size LM, it can ideally be extended to use LLMs. Still, we identify
three limitations of ATR-2FT, even when extended to LLMs:
(1) ATR-2FT requires prior knowledge of the RS to be attacked.1
(2) Due to training efficiency constraints, ATR randomly select a

subset of users and items to optimize the item ranking promo-
tion objective, which reduces its effectiveness.

(3) ATR optimizes rewritten content quality by updating the text
embeddings from the fine-tuned OPT rather than the language
space, which reduces naturalness and makes the attack easier
to detect.

Proposed method. To address these limitations and explore the
LLMs’ ability in textual attacks on news RSs, we propose LANCE,
a two-stage LArge language model-based News Content rEwriting
framework. In the first stage, we propose an explorer component
to effectively generate the diverse rewritten content, which can be
used to guide the optimization of our LLM-based attack method.
We use a powerful closed-source LLM (e.g., GPT-4o) capable of
accessing online information to generate rewritten versions of a
given news article and identify which rewrites successfully boost
its ranking on the news RSs and which do not. To explore potential
1 Even in the black-box setting, ATR-2FT assumes prior knowledge of the type of RS
method (e.g., sequential or collaborative filtering-based).

textual factors that might influence ranking in the news scenario [2,
28, 37], we employ diverse prompts — covering five writing styles,
three sentiments, and six personas — to produce varied rewrites, and
implement a filtering mechanism, which provides binary feedback
on whether the rewrite successfully improves the rank to the top
𝐾 or not, to ensure quality.

In the second stage, we fine-tune a reflector module to learn
effective textual attacks based on the explored rewrites. For each
original article, we form a triplet consisting of the original text,
a successful rewrite, and a failed rewrite. During fine-tuning, the
original article serves as the instruction. We adopt a DPO [25]
training procedure that prioritizes successful rewrites over failed
ones, ensuring the model learns how to generate more effective
attacks.

LANCE operates entirely at the textual level. We explicitly in-
struct the LLMs to rewrite the news while preserving its original
meaning, aiming to avoid semanticmismatches andmaintain consis-
tencywith the original article. By combining systematic exploration,
targeted reflection, our approach addresses current limitations and
effectively achieves ranking manipulation.
Main findings. Extensive experiments show that LANCE achieves
state-of-the-art attack performance on three news RSs. By using a
small fraction (4.59%) of input news articles and their correspond-
ing rankings, the fine-tuned reflector can rewrite news content and
effectively boost its rank during inference, causing the RS to pro-
mote it above the original version. Our analysis of diverse prompts
in the explorer indicates that in contrast to attacks on other types
of RSs [39], which often insert positive words to raise item ranking,
negative and neutral rewrites tend to outperform positive ones in
the news domain, revealing a unique attack preference in news RSs.
When trained on rewritten data from a single news RS, LANCE can
successfully generate rewrites that enhance the target news rank-
ings on unseen news RSs (i.e., systems for which LANCE received
no information during training), demonstrating its generalization
capabilities.
Contributions. To summarize our contributions:
(1) We introduce LANCE and, using it, show that textual attacks

can pose a significant vulnerability for news RSs, requiring low
attack costs and limited system information knowledge.

(2) We highlight the unique effectiveness of negative rewrites in
news RSs, showing how they differ from attacks on other types
of RSs in a news context.

(3) We demonstrate the generalization capability of LANCE by
showing that a model trained on one news RS can generate
successful attacks on unseen news RSs, showing shared vulner-
abilities across news RSs.

(4) We propose an intuitive defense strategy by measuring token
probabilities in news text. Although it cannot fully detect rewrit-
ten text, it highlights the need and potential for developingmore
robust defenses in the future.

2 Related Work
2.1 Attack on Recommender Systems
Posioning attacks on RSs have been shown to be effective in ma-
nipulating RSs predictions [31]. Most existing work on poisoning
attacks involves injecting fake user interactions into training or test
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data to control the recommended items. E.g., RAPU-R [38] identi-
fies incomplete and perturbed data, and then crafts fake user-item
interactions to influence the recommendations. With the rise of
content-based RSs, textual attacks have emerged. These attacks
focus on manipulating the textual content associated with items,
without requiring fake user interactions. E.g., ARG [5] introduces a
reinforcement learning framework to generate fake reviews that
target review-based RSs.

From a seller’s perspective, promoting items by inserting fake
reviews still requires the creation of fake user accounts to post
the reviews. To address this limitation, ATR [21] is a two-phase
fine-tuning method to rewrite item descriptions, enabling sellers
to unfairly boost their product rankings without needing fake user
accounts. Similarly, TextRecAttack [39] targets LLM-based RSs and
uses adversarial textual attacks in NLP tasks [8, 12] by perturbing
and searching the item text to increase item exposure. It iteratively
modifies each text until a stopping criterion is met, requiring re-
peated system feedback for every item.

These methods often rely on knowledge of the victim RS, such as
its parameters or embeddings, or require input-output pairs to train
a surrogate victim RS. Inspired by the correlation between popular
items and their ranking positions, TextSimu [30] exploits LLMs
to simulate the textual characteristics of popular items. Because
news RSs are constantly evolving, the attributes that made older
news articles popular may no longer be relevant for rewriting
new content or enhancing its ranking. Hence, the applicability
of existing textual attack models to news RSs is limited.

2.2 News Recommender Systems
News RSs provide personalized recommendations by encoding
news articles using LMs [15]. Early systems like LSTUR [3] use
GloVe embeddings [24] to represent news content and employed
GRU networks to learn user representations from their browsing
history. NRMS [34] and NAML [33] also use GloVe, with NRMS us-
ing multi-head attention and NAML adopting multi-view learning
for unified news representations. With the success of pre-trained
LMs, models like BERT [6] and RoBERTa [19] have been employed
in news RSs. E.g., MINER [14] uses BERT for news encoding and
introduces poly-attention for user representation. PLM-NR [35]
explores multiple pre-trained models to improve news representa-
tion. Recently, LLMs have been adopted for encoding news content.
ONCE [18] uses both closed and open-source LLMs for news en-
coding, and Zhao et al. [44] show that LLMs excel in cold-start
user scenarios in news RSs. Unlike other RSs domains, such as
e-commerce or movies, most news articles that show up during
inference do not appear during training [44]. This makes it difficult
for news RSs to leverage item ID information during inference,
forcing them to rely on content to capture relationships between
news and users. This reliance exposes news RSs to vulnerabilities
from textual attacks based on news content.

3 Methodology
This section presents our methodology for conducting textual at-
tacks on news RSs. We first define the problem, outlining the core
components of news RSs and the attack scenario where a content
provider rewrites news articles to improve their rankings. We then

introduce the LANCE framework, which has two stages (as shown
in Figure 2): an Explorationmodule, which generates diverse rewrit-
ten variants of news content by perturbing textual factors such as
writing styles, sentiment polarity, and author personas, followed by
a filtering process to select effective rewrites; a Reflection module,
which fine-tunes a LLM on the filtered data to learn rewriting strate-
gies. Finally, we describe how the fine-tuned reflector generates the
rewritten content at inference time.

3.1 Problem Definition
News recommender systems. In news RSs, let V denote the set
of news items andU denote the set of users. Each news item 𝑣 ∈ V
has its textual content 𝑡𝑣 , which is encoded by the system’s news
encoder into a news representation 𝒒𝑣 . Each user 𝑢 ∈ U has a
click history 𝐻𝑢 = {𝑣1, 𝑣2, . . . , 𝑣𝑛}. The user encoder processes 𝐻𝑢
to produce the user representation 𝒑𝑢 . The goal of news RSs is to
learn a scoring/rank function as follows:

R(𝑡𝑣, 𝑢; 𝑓 𝑅𝑆 ) := 𝑓 𝑅𝑆 (𝑡𝑣, 𝐻𝑢 ) (1)

where 𝑓 𝑅𝑆 (·) is the pre-trained and frozen news RS model, and the
R(·) denotes the rank function.
Attack scenario. A textual attack on news RSs is conducted by a
news content provider seeking to promote a target news 𝑡𝑔 ∈ V𝑔 .
The attacker rewrites the original content 𝑡𝑔 as 𝑡𝑔′, with the aim of
achieving a higher rank (i.e., a lower value in the rank function):

R(𝑡𝑔′, 𝑢; 𝑓 𝑅𝑆 ) < R(𝑡𝑔, 𝑢; 𝑓 𝑅𝑆 ) . (2)

The task is to find a rewriting transformation 𝑡𝑔 → 𝑡𝑔
′ that improves

the news’s ranking in 𝑓 𝑅𝑆 (·).

3.2 Explorer: Rewriting and Filtering
To explore how rewriting news articles can promote their rankings,
we draw inspiration from LLM-based data augmentation [7, 43]
and propose a rewriting process. In particular, we consider textual
factors that might influence ranking in the news domain [2, 28, 37].
Our explorer prompts an LLM to generate rewritten versions of
news content across three dimensions: writing styles (e.g., formal to
colloquial), sentiment polarity (e.g., positive to negative), and author
personas (e.g., objective to opinionated). Detailed descriptions of
these dimensions are provided in our repository.2 Formally, for a
news content 𝑡𝑒 ∈ V𝑒 , the explorer gets a diverse set of rewritten
variants:

S𝑒 = T𝑠𝑡𝑦𝑙𝑒 (𝑡𝑒 ) ∪ T𝑠𝑒𝑛𝑡𝑖𝑚𝑒𝑛𝑡 (𝑡𝑒 ) ∪ T𝑝𝑒𝑟𝑠𝑜𝑛𝑎 (𝑡𝑒 ), (3)

where T𝑠𝑡𝑦𝑙𝑒 (·), T𝑠𝑒𝑛𝑡𝑖𝑚𝑒𝑛𝑡 (·) and T𝑝𝑒𝑟𝑠𝑜𝑛𝑎 (·) denote rewriting op-
erations that perturb the original text 𝑡𝑒 by altering its writing
style, sentiment, and persona, respectively. S𝑒 collects all rewritten
versions of 𝑡𝑒 ∈ V𝑒 . Here, V𝑒 is sampled from the training-stage
news, while the target news 𝑡𝑔 ∈ V𝑔 is sampled from the inference-
stage news to evaluate the attack effectiveness against the deployed
news RS. Below is an example of the rewriting prompt used by the
Explorer to apply different writing styles:

Task: Rewrite the provided news title and abstract into
5 different versions, each reflecting a specific writing

2 https://github.com/Go0day/LANCE.
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Figure 2: An overview of the proposed LANCE framework for textual attacks on news RSs.

style. The output should maintain the original core in-
formation while adhering to the designated tone and
length constraints.
Writing Styles: Narrative, Persuasive, Journalistic,
Humorous and Conversational. <D>

Original News: <𝑡𝑒>

where <D> denotes the detailed description of different writing
styles [37], and <𝑡𝑒> represents the original news article to be
rewritten.

While the rewritten data S𝑒 can be used to fine-tune the reflec-
tor, we apply additional binary filtering mechanism to ensure the
quality of rewrites. Consider two news articles 𝑡𝐴𝑒 and 𝑡𝐵𝑒 , each with
rewritten versions 𝑠𝐴 and 𝑠𝐵 . Case 1: 𝑡𝐴𝑒 improves from rank 100 to
60 with 𝑠𝐴 . Case 2: 𝑡𝐵𝑒 improves from rank 50 to 10 with 𝑠𝐵 . Though
both rewrites achieve a 40-rank improvement, 𝑠𝐵 is more impactful:
users typically browse only the top-ranked news (e.g., top 50), so
𝑠𝐵 gains visibility while 𝑠𝐴 remains largely unnoticed. Therefore,
we filter the rewritten news 𝑠𝑒 ∈ S𝑒 and construct the successful
rewrites 𝑆+𝑒 as follows:

𝑆+𝑒 = 𝑆+𝑒 ∪ {𝑠𝑒 }

if

{
R(𝑠𝑒 , 𝑢; 𝑓 𝑅𝑆 ) < 𝐾,
R(𝑡𝑒 , 𝑢; 𝑓 𝑅𝑆 ) > 𝐾.

(4)

where 𝐾 represents the top-𝐾 ranking threshold and serves as a
hyperparameter. For unsuccessful rewrites 𝑆−𝑒 , we identify explicit
cases where the rewritten news fails to improve ranking:

𝑆−𝑒 = 𝑆−𝑒 ∪ {𝑠𝑒 }

if R(𝑠𝑒 , 𝑢; 𝑓 𝑅𝑆 ) < R(𝑡𝑒 , 𝑢; 𝑓 𝑅𝑆 ).
(5)

Finally, the selected rewritten news samples (𝑡𝑒 , 𝑆+𝑒 , 𝑆−𝑒 ) are col-
lected for training the reflector.

3.3 Reflector: Fine-Tuning for Textual Attack
Based on the explored rewritten news, we now illustrate how the
reflector learns to rewrite news content to improve its ranking.
Recent studies have shown that human-labeled, pairwise data can
serve as reward signals to align LMs with human preferences, such
as RLHF [22] and DPO [25]. RLHF uses a preference model to model
preference distributions, whereas DPO directly learns the optimal
policy from pairwise preference data and is often more practical for
preference alignment [22, 25]. Therefore, we employ DPO to train
the reflector on the rewritten data, enabling it to perform textual
attacks on news RSs more effectively. Below is the fine-tuning
template used for preference alignment:

Task: You are an expert in news content optimization
for recommender systems. Your goal is to rewrite the
given news title and abstract to maximize their chances
of ranking higher in a typical news recommender sys-
tem. The output should maintain the original core in-
formation while adhering to the goals and length con-
straints. <𝑡𝑒>
Please rewrite the title and abstract according to two op-
timization goals: (1) Focused on maximizing user clicks.
(2) Focused on improving algorithmic ranking based on
relevance and engagement.
Chosen rewrite: 𝑠+𝑒 ∈ 𝑆+𝑒
Rejected rewrite: 𝑠−𝑒 ∈ 𝑆−𝑒

where <𝑡𝑒> is the original news content, 𝑠+𝑒 and 𝑠−𝑒 denote rewrites
that respectively succeed or fail to promote the 𝑡𝑒 ’s ranking. We
implement the reflector using Llama 3.1-8B, parameterized by 𝜃 ,
and fine-tune it with a DPO loss to maximize the probability of the
chosen rewrite and minimize the probability of the rejected one:

𝐿DPO (𝜃 ) = − E(𝑡𝑒 ,𝑠+𝑒 ,𝑠−𝑒 )

[
log𝜎

(
𝛽 log

𝑝𝜃 (𝑠+𝑒 |𝑡𝑒 )
𝑝ref (𝑠+𝑒 |𝑡𝑒 )

−𝛽 log 𝑝𝜃 (𝑠−𝑒 |𝑡𝑒 )
𝑝ref (𝑠−𝑒 |𝑡𝑒 )

)]
,

(6)
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Table 1: Statistics of the MIND dataset.

#users #news |V𝑒 | |V𝑔 | |V𝑒 |
#news

94,057 65,238 3,000 300 4.59%

where 𝜎 (·) is the sigmoid function, 𝛽 is a temperature parameter,
𝑝𝜃 (𝑠𝑒 |𝑡𝑒 ) represents the probability of the reflector generating 𝑠𝑒
given 𝑡𝑒 , and 𝑝ref (𝑠𝑒 |𝑡𝑒 ) denotes the probability of generating 𝑠𝑒
given 𝑡𝑒 under the reference model, which is the pre-trained LLM
before preference fine-tuning.
Final attack generation. Finally, we describe the attack generation
process. Given a target news 𝑡𝑔 , the fine-tuned reflector transforms
and rewrites it into a new version: 𝑡𝑔

𝑝𝜃 ( ·)−−−−−→ 𝑡𝑔
′. The rewritten 𝑡𝑔′

is then submitted to the victim news RSs to promote its ranking,
thereby achieving the attack goal.

4 Experiments
In this section, we conduct extensive experiments to answer the
following research questions:3
(RQ1) How does the proposed LANCE approach perform compared

to existing models in attacking news RSs?
(RQ2) How do variations in diverse news content (i.e.,writing style,

sentiment, and persona) affect the performance of rewrite
attacks on news RSs?

(RQ3) How does fine-tuning a single LLM perform in attacking
different news RSs?

(RQ4) How does the LANCE attack affect wider dimensions (i.e.,
recommendation performance, semantic preservation, and de-
tectability) of news RSs ?

4.1 Experimental Setup
4.1.1 Dataset. Benchmark datasets.We conduct experiments on
the MIND dataset [36], a publicly available news recommendation
dataset from Microsoft News. The dataset’s statistics are detailed
in Table 1. We employ impressions from November 9–14, 2019
for training the RSs and impressions from November 15, 2019 for
testing [16, 44].
Target news. Previous textual attack methods on recommender
systems [21, 39] typically select a random set of target items and
perform word perturbation search or rewrite learning directly on
them. In the news domain, where information changes rapidly, such
approaches lack robustness and may fail to effectively rewrite and
promote news articles. To address this limitation, we derive attack
training news 𝑡𝑒 from news that appears in the MIND training
impressions and derive target news 𝑡𝑔 from news in the MIND test
impressions. To ensure that the textual attack generalizes across
news with varying popularity levels [20, 44], we randomly select
1,000 training news items and 100 test news items from three popu-
larity levels based on frequency: (0–20%), (40–60%), and (80–100%).
These selections formV𝑒 andV𝑔 , with final sizes of |V𝑒 | = 3, 000
and |V𝑔 | = 300, respectively.

4.1.2 News Recommender Systems. We select three mainstream
news RS models as victim models: NAML [33], NRMS [34], and
LSTUR [3]. Following [35, 44], we re-implement these models using
the BERT-base version as the news encoder, with its parameters
3 Our codes are available at https://github.com/Go0day/LANCE.

fine-tuned on recommendation signals. Their architectures are sum-
marized below:
• NAML [33]: NAML models news representations using both
titles and abstracts. It applies a multi-view learning mechanism
to integrate titles, bodies, categories, and subcategories. User
representations are learned through an attention mechanism
based on browsing history.

• NRMS [34]: NRMSmodels news representations using only titles.
It employs a multi-head self-attention mechanism to capture
semantic features. User representations are learned through self-
attention on browsing history.

• LSTUR [3]: LSTUR models news representations using titles
and topic categories. It employs a GRU network to learn user
representations from browsing history. The model captures both
long-term and short-term user interests.

4.1.3 Baseline Rewriting Methods. Textual attacks rewrite news
content to improve its ranking. We compare LANCE with eight
LLM-based baselines, including the state-of-the-art ATR [21]; we
exclude shilling attacks from the baselines because they require
generating fake users and ratings, which falls outside the scope of
our work. Similarly, we exclude adversarial textual attack methods
from NLP tasks, such as TextRecAttack [39], because they rely
on repeated feedback from a RS for each item. This approach is
impractical for our target news set, V𝑔 , where no information is
available at this stage. The baselines are as follows:
• GPT-4o, GPT-3.5 and Llama-3.1 (without context). We follow
the implementation described in existing work [39]. In this base-
line group, we prompt these LLMs to rewrite news items without
incorporating any news RSs data as contextual input.

• GPT-4o, GPT-3.5 and Llama-3.1 (with context). We follow the
implementation from prior work [30]. In this baseline group,
we use popular news articles from the same category as the
target news as context. The LLMs are then prompted to rewrite
the news, leveraging contextual information to improve ranking
performance.

• Llama-FTrec. We fine-tune Llama-3.1-8B on news recommen-
dation data. This fine-tuning injects domain-specific knowledge
into the LM. The fine-tuned model then performs the rewriting
task without additional contextual input to enhance the target
news ranking.

• ATR-2FT [21]. ATR-2FT is a recent textual attack method that
uses a fine-tuned LM (i.e., OPT-350M [40]). To adapt ATR-2FT to
our experimental setting, we isolate the news text encoder from
the news RS and perform embedding alignment between the LM
embeddings and the news text encoder. The attack process is
optimized using a promotion loss and a text generation loss. To
ensure a fair comparison, we train ATR-2FT on our sampled news
datasetV𝑒 and test it on the target news datasetV𝑔 .

4.1.4 Implementation Details. We use GPT-4o to explore rewrites,
as it can access external knowledge and perform well in the news
domain. We use Llama-3.1-8B in LANCE for Reflector. This open-
source model has strong reasoning capabilities for textual attacks.
All attack models and news RSs are implemented in PyTorch. For
DPO fine-tuning, we use Lora (Low-Rank Adaptation) [10] to effi-
ciently fine-tune the model. We set 𝛽 = 0.1, and the learning rate
is selected from {1e-5, 5e-5, 1e-4, 5e-4}. The number of fine-tuning
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Table 2: Bold values indicate the performance of LANCE in each column, while underlined values represent the best performance
among the baselines. Results are averaged over five runs. The raw “%Impv” column shows the relative improvement of LANCE
over the best baseline; For the Rank metric, “%Impv” denotes the average rank improvement compared to the original target
news ranking.

Model NAML NRMS LSTUR

Context? BSR↑ Rank↓ Expo↑ Appear↑ BSR↑ Rank↓ Expo↑ Appear↑ BSR↑ Rank↓ Expo↑ Appear↑

Original - - 21,001 0.29 0.0058 - 20,970 0.11 0.0022 - 20,811 0.04 0.0007

GPT-4o Y 0.44 22,097 0.46 0.0093 0.43 22,557 0.08 0.0016 0.46 21,808 0.03 0.0006
N 0.43 22,193 0.43 0.0086 0.41 22,901 0.09 0.0019 0.43 22,241 0.03 0.0007

GPT-3.5 Y 0.42 22,317 0.48 0.0095 0.43 22,429 0.09 0.0018 0.47 21,317 0.06 0.0012
N 0.42 22,304 0.48 0.0097 0.41 22,692 0.09 0.0018 0.43 21,983 0.03 0.0007

Llama-3.1 Y 0.45 21,800 0.43 0.0087 0.45 22,107 0.09 0.0018 0.46 21,562 0.04 0.0008
N 0.45 21,828 0.50 0.0101 0.44 22,153 0.10 0.0020 0.45 21,674 0.05 0.0010

Llama-FTrec - 0.45 21,742 0.51 0.0103 0.46 21,972 0.07 0.0014 0.45 21,806 0.05 0.0009
ATR-2FT - 0.53 20,604 0.52 0.0104 0.47 21,182 0.17 0.0034 0.49 21,013 0.06 0.0015
w/ Llama - 0.56 19,846 0.63 0.0126 0.52 20,737 0.22 0.0046 0.60 18,732 0.08 0.0018
LANCE - 0.69 18,125 0.79 0.0159 0.56 18,677 0.41 0.0084 0.57 19,375 0.08 0.0016

% Impv - 30.2% 2,479 51.9% 52.9% 19.2% 2,293 141.2% 147.0% 16.3% 1,436 33.3% 6.7%

epochs is fixed at 3. For news RSs, we use the same hyperparam-
eters as in [44]. All training is performed on three NVIDIA RTX
A6000 GPUs, each with 49,140M of memory.

4.1.5 Evaluation Metrics. Attack performance.We evaluate at-
tacks using four metrics: (i) Boost Success Rate (BSR): The percent-
age of target news articles successfully boosted above the average
rank across all users. (ii) Average Predicted Rank (Rank): The mean
rank of target news articles across all users, with and without adver-
sarial rewrites. (iii) Exposure@𝐾 (Expo): The proportion of users
who see the target news articles in their top-𝐾 recommendations.
(iv) Appear@𝐾 (Appear): The frequency of target news articles
appearing in the top-𝐾 recommendations across all users. We set
𝐾 = 50.
Naturalness performance.We evaluate the naturalness of rewrit-
ten news articles using the following metrics: (i) Language model
perplexity (PPL), which measures how well a language model pre-
dicts the rewritten text. (ii) BLEU [23], which evaluates the overlap
of n-grams to assess the quality of the rewritten content compared
to the original. (iii) ROUGE-L [17], which measures recall-oriented
similarity based on the longest common subsequence between the
rewritten and original news. (iv) BERTScore (BertS) [41], which
uses contextual embeddings to capture semantic similarity between
the rewritten and original news.

4.2 Performance Comparison (RQ1)
We compare LANCE with several baseline rewriting methods, as
outlined in Section 4.1.3, to evaluate their effectiveness in manipu-
lating news RSs while preserving the naturalness of the rewritten
text. The baselines consist of eight methods: six are not fine-tuned
(GPT-4o, GPT-3.5 and Llama-3.1, each with and without context),
and two are fine-tuned (Llama-FTrec and ATR-2FT). Other than
the baselines, we also include a variant of our LANCE, “w/ Llama”,
which replaces GPT-4owith the open-source Llama-3.1model in the

Explorer stage. This variant keeps the Reflector unchanged, thereby
reducing reliance on proprietary APIs and cutting exploration cost.

4.2.1 Attack Performance. The results of the attack performance
are presented in Table 2. Below, we make the following three ob-
servations:
• LANCE outperforms all baselines across the three news RSs. This
improvement is attributed to the diverse rewrites generated by
the explorer and the quality control mechanism for successful
rewrites. Fine-tuning on these collected rewrites enables the
reflector to effectively align with the attack task.

• The open-source variant “w/ LLaMA” also improves the rank of
the target news. It outperforms all non-fine-tuned baselines on
every attack metric and even surpasses LANCE on LSTUR. This
demonstrates that our framework remains effective when the
explorer uses an open-source LLM, confirming its robustness and
highlighting the critical role of the quality of exploration data.

• ATR-2FT gets the second-best attack performance in improving
news rankings, demonstrating the effectiveness of its two-phase
fine-tuning framework. However, it fails on NRMS and LSTUR.
This is likely because both news RSs encode only title text, which
limits the impact of content-based rewrites.

• All LLM-based baselines perform poorly on BSR and Rank but
show improvements in Expo and Appear. This suggests that
prompting LLMs without clear rewriting directions causes per-
formance variance. Some rewrites boost rankings, but others
result in significant rank drops. Additionally, using popularity-
based context does not help, likely because dynamic popular-
ity shifts make simulated popularity-based rewrites ineffective.
Fine-tuning Llama on recommendation text also fails to help,
as injecting recommendation information without guiding the
attack objective is ineffective for the attack task.

4.2.2 Naturalness. The results regarding naturalness are shown in
Table 3. We make the following observations:
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Table 3: Comparison of naturalness performance. LSTUR is excluded due to a similar title rewriting method as NRMS. The
yellow background in the PPL column indicates that ATR-2FT has worse perplexity than the original text.

Model NAML NRMS

Context? PPL↓ BLEU↑ RougeL↑ BertS↑ PPL↓ BLEU↑ RougeL↑ BertS↑

Original - 144.3 - - - 257.1 - - -

GPT-4o Y 112.5 0.090 0.319 0.653 253.6 0.064 0.364 0.644
N 124.3 0.097 0.333 0.660 223.7 0.068 0.388 0.652

GPT-3.5 Y 127.8 0.139 0.384 0.690 293.5 0.135 0.450 0.698
N 145.9 0.127 0.372 0.678 290.5 0.138 0.445 0.687

Llama-3.1 Y 83.6 0.137 0.355 0.666 209.0 0.089 0.395 0.652
N 74.6 0.140 0.350 0.660 200.4 0.083 0.391 0.647

Llama-FTrec - 79.2 0.141 0.357 0.666 199.2 0.087 0.399 0.653
ATR-2FT - 179.7 0.090 0.313 0.636 323.9 0.070 0.411 0.657
w/ Llama - 120.2 0.105 0.323 0.638 219.7 0.078 0.369 0.634
LANCE - 79.6 0.120 0.328 0.649 195.8 0.075 0.401 0.649
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Figure 3: Impact of diverse rewrites on attacking news RSs. ‘All’ represents the combined successful rewrites within each group,
while ‘Overall’ denotes the total number of successful rewrites across all versions.

• On naturalness metrics, LANCE and its variant “w/ Llama” per-
forms competitively across all baselines. It achieves a lower per-
plexity (PPL) than the original text, indicating improved fluency.
Although its BLEU, RougeL, and BertS scores are not the highest,
they remain reasonable, suggesting that rewrites retain sufficient
similarity to the original text.

• In contrast, ATR-2FT increases perplexity compared to the origi-
nal text, resulting in less natural output. This degradation likely
results from its joint fine-tuning approach with a promotion loss
mechanism, which updates the LM OPT parameters to prioritize
attack success over text quality.

• The LLM-based baselines generally produce fluent and similar
text, reflected in low PPL and high BLEU, RougeL, and BertS
scores . However, their lack of attack-specific optimization limits
their utility for improving rankings.

4.3 Diverse Rewrite Effectiveness (RQ2)
To investigate how different rewrite styles affect attack perfor-
mance, we collect diverse rewrites of the target news articles (cf.
Section 3.2) and measure the number of successful rank improve-
ments for each rewrite version. To ensure a natural classification,
we use GPT-4o to label each rewrite into three categories based on

style: Positive, Negative, and Neutral.4 Figure 3 shows the distri-
bution of successful rewrites by category. We have the following
observations:
• Diverse rewrites complement each other in attacks. Although
the prompts differ in style, all versions of rewrites achieve suc-
cessful attacks, contributing to a high overall success rate. This
suggests that diverse rewrites can complement each other when
attacking different news articles. Such diversity has the potential
to enhance the reflector’s ability to generate effective attacks.

• Negative and neutral rewrites are more effective in attacking
news RSs. Negative news often triggers curiosity, leading to more
clicks and higher rankings. Neutral news, which emphasizes
factual content, is typicallymore informative and straightforward.
Such content is easier for recommendation systems to classify
and surface based on relevance and clarity.

• Positive rewrites show lower success rates. Positive news often
lacks urgency and fails to spark curiosity, resulting in lower en-
gagement metrics such as clicks and shares. Additionally, since
recommendation systems prioritize content with high engage-
ment signals (e.g., click-through rates, comments, and shares),

4 Details can be found in our code repository https://github.com/Go0day/LANCE.
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Table 4: Generalization comparison of attack performance across different news recommender systems.

Model NAML NRMS LSTUR

BSR↑ Rank↓ Expo↑ Appear↑ BSR↑ Rank↓ Expo↑ Appear↑ BSR↑ Rank↓ Expo↑ Appear↑
Original - 21,001 0.29 0.0058 - 20,970 0.11 0.0022 - 20,811 0.04 0.0007

w/ VNAML
𝑒 - - - - 0.53 20,193 0.16 0.0032 0.58 19,416 0.10 0.0020

w/ VNRMS
𝑒 0.53 20,518 0.44 0.0088 - - - - 0.55 19,700 0.07 0.0015

w/ VLSTUR
𝑒 0.58 20,018 0.74 0.0149 0.52 20,562 0.20 0.0040 - - - -

w/ VALL
𝑒 0.56 19,941 0.94 0.0187 0.54 20,174 0.27 0.0054 0.58 19,289 0.09 0.0018

LANCE 0.69 18,125 0.79 0.0159 0.56 18,677 0.41 0.0084 0.57 19,375 0.08 0.0016

they may rank positive news lower due to its relatively weaker
interaction rates. This finding contrasts with attacks observed in
other RSs domains, such as e-commerce [39], where positive de-
scriptions are more effective. It highlights a unique vulnerability
in the news recommendation scenario.

4.4 Generalization Capability in Cross-System
Attacks (RQ3)

To evaluate the generalization capability of LANCE, we consider
four versions of LANCE with different training and evaluation
settings: (i) w/VNAML

𝑒 – fine-tuned on rewrites from NAML and
evaluated on NRMS and LSTUR; (ii) w/ VNRMS

𝑒 – fine-tuned on
NRMS and evaluated on NAML and LSTUR; (iii) w/ VLSTUR

𝑒 –
fine-tuned on LSTUR and evaluated on NAML and NRMS; and
(iv) w/ VALL

𝑒 – fine-tuned on all rewrites from the three news RSs
and evaluated on all models.

We observe the following:
• Cross-system generalization: Table 4 shows that all versions of
LANCE improve the target items’ rankings and exposure rates,
demonstrating the effectiveness of our framework. Notably, w/
VNAML
𝑒 , w/ VNRMS

𝑒 and w/ VLSTUR
𝑒 achieve performance gains

on unseen models they were never trained on. This indicates that
the textual attack model can generalize to unseen news RSs.

• Effect of training on combined data: The w/VALL
𝑒 model performs

worse than individually trained versions on NAML andNRMS but
achieves better results on LSTUR. This suggests that while fine-
tuning on specific models yields strong performance, training
on combined data has the potential to enhance generalization,
particularly on models like LSTUR.

• Impact of data quality: We observe that w/VALL
𝑒 performs worse

than w/ VLSTUR
𝑒 when attacking NAML. This may be because

NRMS employs multi-head self-attention to identify key words,
making it more sensitive to semantic rather than stylistic rewrites.
As a result, mixing data from NRMS causes the model trained on
VNRMS
𝑒 to become confused, leading to subpar performance on

NAML. This highlights the role of data quality in textual attacks.

4.5 Effect on Wider Dimensions (RQ4)
4.5.1 Recommendation Performance. We assessed the impact of
our LANCE attack on recommendation performance by replacing
targeted news items (V𝑔) with rewritten versions and evaluating
key metrics: Area Under the Curve (AUC), Mean Reciprocal Rank
(MRR), and normalized Discounted Cumulative Gain (nDCG) at 5

Table 5: News recommendation performance before and after
the LANCE attack. The “Change” row denotes the relative
performance change.

Mode AUC MRR nDCG5 nDCG10

Before 68.49 33.30 36.99 42.98
After 68.41 33.28 36.97 42.93NAML
Change -0.117% -0.060% -0.054% -0.116%

Before 66.39 31.24 34.10 40.85
After 66.37 31.24 34.09 40.84NRMS
Change -0.030% 0.000% -0.029% -0.024%

Before 60.41 26.38 28.81 35.35
After 60.34 26.36 28.79 35.32LSTUR
Change -0.116% -0.076% -0.069% -0.085%

and 10. The results, shown in Table 5, indicate slight performance
drops, with a maximum AUC decrease of 0.117% for NAML. These
minimal changes demonstrate that LANCE disrupts recommenda-
tion rankings—our primary goal—while maintaining stealthiness.
By altering the content of target news V𝑔 , our approach ensures
minimal degradation, avoids detection by platform owners, and
promotes the rank of target news (see Section 4.2), achieving a
successful attack.

4.5.2 Semantic Preservation. In addition to evaluating naturalness
metrics like BLEU, ROUGE-L, and BERTScore (as mentioned in
Section 4.2), we conducted a simulated user study using LLM (GPT-
4o) to directly assess how well LANCE preserves textual semantics
compared to ATR-2FT. The methodology is outlined below:
• Candidate Preparation: We sampled 100 news articles from the
test set as original targets. For each article, we created three
candidate lists: (i) rewritten by LANCE, (ii) rewritten by ATR-2FT,
both under identical attack conditions, and (iii) a random article
from the same category.

• User Simulation: GPT-4o evaluated the three candidates for each
article, selecting the one that best preserved the original seman-
tics. This process was repeated five times per article, with the
candidate receiving the most votes across the five runs earning
one point. The Success Score reflects the total points accumulated
across all 100 articles. List positions were randomized for each
presentation to ensure fairness.

The results, shown in Figure 4a, indicate that LANCE achieves
the highest Success Score, outperforming both ATR-2FT and the
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Figure 4: (a) Success scores in simulated user study for se-
mantic preservation, and (b) detection accuracies of rewritten
content across victim models.

random baseline. This demonstrates LANCE’s superior ability to
retain semantic integrity during rewriting.

4.5.3 Detectability of Rewritten Content. As noted in Section 4.2,
LANCE-generated attack text exhibits high naturalness, complicat-
ing human detection. However, its perplexity scores are notably
lower than those of original news text, suggesting a detectable dif-
ference between LANCE-rewrited and original news content. To
investigate potential defenses, we conducted a preliminary detec-
tion experiment, detailed as follows:

• Data Preparation: We combined original news text with rewritten
versions from LANCE, labeling each as original or rewritten. The
dataset was split into 70% training and 30% testing sets. We did
the same to ATR-2FT, providing a reference about the detection
accuracy.

• Text Processing: Using GPT-2 (which we used to calculate per-
plexity scores in Section 4.2), we computed probabilities for each
token in the text sequences. These sequences were truncated or
padded to a uniform length for consistent feature representation.

• Detection Model Training: A three-layer multilayer perceptron
(MLP) was trained on the labeled training set to classify texts as
original or rewritten. Separate models were trained for LANCE
and ATR-2FT outputs.

Detection accuracies across victim models are presented in Fig-
ure 4b. The MLP achieves more than 70% detection accuracy for
LANCE on NAML, indicating that language model probabilities can
effectively identify rewritten text. LANCE proves stealthier than
ATR-2FT, with consistently lower detection rates. However, accu-
racy drops on NRMS and LSTUR for LANCE and ATR-2FT, likely
because these models encode news titles for recommendations,
limiting the token probability information for detection. These find-
ings highlight LANCE’s stealth advantage, and reveal a promising
direction for refining detection strategies.

5 Limitations and Broader Impact
Our work has several limitations. First, we use only the MIND
dataset due to the limited availability of news recommendation
datasets. Additionally, we limit our textual attacks to English news
rewrites to focus on attack effectiveness, excluding other languages.
Investigating performance on non-English news recommendation
datasets [9, 13] is an important direction for futurework. Second, we

conduct attacks using Llama-3.1-8B and fine-tune it with the DPO
method. Exploring other LLM versions, model sizes, and designing
a specialized fine-tuning mechanism to better align the LLM with
the attack task has the potential to yield further improvements. This
would further highlight the vulnerability of news RSs to textual at-
tacks. Third, we evaluate attacks on three news RSs models: NAML,
NRMS, and LSTUR, which are commonly used benchmarks in the
news recommendation domain [35, 44]. Due to the frequent updates
in news domain, ID-based collaborative filtering methods are less
suitable for news recommendation [44]. We leave the exploration
of attacks on other recommendation techniques for future work.

Beyond limitations, our study has broader impacts. It reveals the
vulnerabilities present in news RSs, which are shared across sys-
tems, thereby allowing textual attacks like LANCE to be effectively
generalized. In today’s world, and potentially more in the future,
everyone can be not only a consumer of information but also a
content provider. This means that users can easily conduct textual
attacks, leading to severe consequences for user trust, platform
integrity, and even societal cohesion. This underscores the urgent
need for research into defense strategies to counter such attacks.
Furthermore, given the importance of explored data, we release the
GPT-4o-generated exploration results as a shared resource in our
open-source code repository, enabling others to validate and extend
our findings without incurring similar computational expenses. We
believe our work can contribute to the development of more secure
and socially responsible news RSs.

6 Conclusion
In this paper, we propose LANCE, an LLM-based news rewriting
framework for textual attacks on news RSs. With a diverse explorer
and fine-tuned reflector, LANCE generates rewrites that effectively
boost rankings while preserving text naturalness and semantic
meaning. Our results reveal a unique vulnerability in news RSs
compared to other RSs domains (e.g., e-commerce), as negative and
neutral rewrites consistently outperform positive ones, highlight-
ing a distinct ranking preference. Additionally, we demonstrate
a shared vulnerability across different news RSs, as LANCE suc-
cessfully attacks unseen systems. Notably, although our attack text
achieves high naturalness – making it difficult for humans to de-
tect – its perplexity scores are significantly lower than those of the
original news text. This indicates a detectable difference between
LLM-generated content and human-written text, which could be
utilized to identify such attacks. A promising future direction is to
investigating performance on non-English news recommendation
systems, e.g., using the recently released EB-NeRD dataset [13].
Another important direction is to develop defense mechanisms that
exploit these differences between LLM and human text generation,
helping news RSs mitigate textual attacks more effectively.
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